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   Abstract
The current study investigates the robustness of deep learning models for accurate medi-
cal diagnosis systems with a specific focus on their ability to maintain performance in the 
presence of adversarial or noisy inputs. We examine factors that may influence model reli-
ability, including model complexity, training data quality, and hyperparameters; we also 
examine security concerns related to adversarial attacks that aim to deceive models along 
with privacy attacks that seek to extract sensitive information. Researchers have discussed 
various defenses to these attacks to enhance model robustness, such as adversarial training 
and input preprocessing, along with mechanisms like data augmentation and uncertainty 
estimation. Tools and packages that extend the reliability features of deep learning frame-
works such as TensorFlow and PyTorch are also being explored and evaluated. Existing 
evaluation metrics for robustness are additionally being discussed and evaluated. This 
paper concludes by discussing limitations in the existing literature and possible future 
research directions to continue enhancing the status of this research topic, particularly in 
the medical domain, with the aim of ensuring that AI systems are trustworthy, reliable, 
and stable.

Keywords  AI robustness · Adversarial attack · Deep learning models · Medical 
diagnosis · Adversarial input · Model security
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1  Introduction

In recent years, deep learning models have made significant progress in their ability to 
contribute to medical diagnoses. These models have shown great potential in their abil-
ity to accurately detect and diagnose conditions ranging from various domains including 
infectious, genetic, autoimmune, deficiency, degenerative, and mental diseases (Hong and 
Zeng 2023). However, the continually increasing complexity of these models has led to 
concerns about their robustness (Litjens et al. 2017; Rodriguez et al. 2022). Model robust-
ness refers to the ability of a deep learning model to perform consistently and accurately 
when used with a wide range of input data, including data that may be noisy, incomplete, 
or confounded by various sources of interference; a robust model can resist the effects of 
such data and maintain high levels of performance even in the face of adversarial attacks 
or unexpected input conditions (Drenkow et al. 2021; Chen and Liu 2023). In the medical 
domain, robustness is key to ensuring accurate diagnoses are consistently made regardless 
of differences in patient data, imaging techniques, or other factors that may affect the quality 
of the input data. Robustness is an essential property of deep learning models that are used 
in medical systems, and such models must support a wide range of inputs, such as different 
types of medical images or patient data, while also having the ability to consistently provide 
accurate diagnoses under various conditions (Apostolidis and Papakostas 2021) Medical 
systems using deep learning models have shown a promising ability to accurately identify 
and diagnose various medical conditions (Yi et al. 2023). However, these models are vulner-
able to adversarial attacks, where malicious entities alter input data to deceive the model, 
thus leading to false diagnoses (Eren and Küçükdemiral 2024).

The strength of a deep learning model is affected by several elements, including the rich-
ness and diversity of the data used for training, the complexity of the model’s design, and 
the effectiveness of the optimization methods employed (Hu et al. 2021). Broadly, the fac-
tors that influence the robustness of the model can be categorized into a number of groups 
(Zhou et al. 2021), including:

(1)	 Quality and quantity of data: The robustness of a model is significantly influenced by 
the quality and volume of the data used in that model’s training and testing phases. The 
use of large and diverse datasets can help models learn to generalize better, thus making 
them more robust to variations and noise sources in data.

(2)	 Model architecture: The architecture of the deep learning model used in medical sys-
tems is another critical factor that influences robustness. Complex models may have 
more parameters and layers, thus making them more prone to overfitting and less robust 
to variations and noises in the data (Juraev et al. 2405). Meanwhile, simple models may 
not have enough capacity to learn from the data, thus causing them to suffer from under-
fitting. The aim is to strike a balance between complexity and simplicity to achieve a 
robust model (Rodriguez et al. 2022). Since increased model complexity can indeed 
heighten the risk of overfitting, particularly in the medical domain, where datasets are 
often variable and sometimes limited, several studies have explored and implemented 
techniques to manage the trade-off between model complexity and overfitting. These 
include external validation, which provides an additional layer of assessment for model 
robustness, along with regularization methods such as L2 regularization and dropout. 
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Moreover, data augmentation is frequently used to artificially expand datasets, thereby 
reducing the likelihood of overfitting (Litjens et al. 2017; Rodriguez et al. 2022).

(3)	 Hyperparameters: Learning rate, batch size, and regularization are crucial hyperparam-
eters in determining a model’s robustness. The optimal setting of parameters is key 
to enhancing both the model’s performance and its robustness. Utilizing optimization 
strategies like grid search or random search to fine-tune these hyperparameters can 
substantially increase a model’s robustness (Roy et al. 2023a; Arnold et al. 2024).

(4)	 Adversarial attacks: Adversarial attacks pose a major risk to the robustness of deep 
learning models in medical systems. Adversarial attacks involve manipulating input 
data to mislead the model into producing incorrect diagnoses. Models that are vulner-
able to adversarial attacks are less robust, which can have serious consequences in 
medical systems. Therefore, developing models that are resistant to adversarial attacks 
is critical for achieving robustness.

(5)	 Interpretability: Interpretability is another important factor that influences the robust-
ness of deep learning models used in medical systems. Models that are more inter-
pretable and transparent can help identify potential biases or errors and improve the 
robustness of the model. Interpretable models can also provide better explanations 
for their diagnoses, thus improving their trustworthiness and acceptability in medical 
systems.

In addition to the previous factors, privacy attacks, which aim to extract sensitive informa-
tion from the model or the training data, also represent key considerations affecting model 
robustness (Zhao et al. 2023; Dong et al. 2020a). These attacks can occur through vari-
ous means, including model inversion attacks, membership inference attacks, and attribute 
inference attacks. As robustness is crucial for diagnosis models, it is essential to ensure that 
AI-based medical systems are robust and secure against all possible adversarial and privacy 
attacks (Eren and Küçükdemiral 2024).

Figure 1 depicts the core attributes necessary that are for the robustness of medical diag-
nostic systems, along with the interdependent relationships among various key components 
affecting robustness. In this context, to help ensure clinical validity, a robust system must 
be able to handle diagnostic tasks reliably and without failure under diverse conditions 
(Windmann et al. 2023). This reliability is based on resiliency, which is the system’s abil-
ity to cope with challenges and maintain operational integrity. A system’s resiliency can be 
strengthened by the implementation of robust security measures to protect against potential 
breaches or data corruption (Zhang et al. 2023a). Security not only protects a system but 
also enhances its accessibility and scalability, ultimately ensuring that the system can be 
expanded and adapted to increase system capacity or diagnostic requirements without com-
promising performance or data integrity. Meanwhile, robustness improves usability; a more 
stable and resilient system can be more intuitive and user-friendly for healthcare profession-
als. Usability itself contributes to scalability by simplifying user interactions, thereby pro-
moting wider adoption and seamless integration into healthcare workflows (Chivukula et al. 
2023). Robustness also directly facilitates model calibration, which is crucial in fine-tuning 
the system for accurate diagnostics and ensuring that the system’s outputs are precise and 
trustworthy (Ullah et al. 2021). Data privacy, which represents an important issue in health-
care, must be protected by a robust system that ensures that sensitive patient information 
is managed and protected in a secure manner. Another critical feature that a robust system 
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should support is interactivity, which enhances the user’s ability to interact with the system 
and can lead to better calibration and greater data privacy through active user involvement 
and feedback. Together, these attributes form a robust framework that aims to provide reli-
able, secure, and user-centric medical diagnostic tools, which are indispensable in modern 
healthcare systems (Shibly et al. 2023).

A robustness review of a medical system can reveal insights into the most recent devel-
opments in the field, while highlighting existing challenges and potential areas for future 
research. Various strategies have been proposed in attempts to strengthen the robustness of 
medical systems, including the use of robust and adversarial training methods (Greco et al. 
2023). Robust training involves incorporating noise or perturbations into the training data-
set, making the model more resistant to adversarial attacks; adversarial training involves 
training the model using not only the original data but also adversarial examples, which 
helps increase its resilience to adversarial attacks.

There are certain tools and packages that have been developed to enhance the robustness 
of medical systems. For example, TensorFlow Privacy is a library that provides mecha-
nisms for ensuring privacy and security in deep-learning models (Ning et al. 2023). Other 
tools include CleverHans and Foolbox, which are frameworks for generating and evaluating 
adversarial examples. Various evaluation metrics, such as accuracy, robustness, and pri-
vacy, have been proposed for use in evaluating these mechanisms and tools. These metrics 
can be used to compare different models and mechanisms while also identifying areas for 
improvement (Javaid et al. 2022). The present review provides an in-depth analysis of the 

Fig. 1  Mapping the pillars of robustness in medical diagnosis
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robustness of deep learning-based medical systems, which is expected to provide valuable 
insights into the current state of knowledge in this field while also identifying challenges 
and opportunities for future research. We believe that enhancing the robustness of these sys-
tems can improve their reliability and accuracy in diagnosing various medical conditions, 
which would ultimately lead to better healthcare outcomes (Gojić et al. 2023).

Our current study reviews the existing literature that evaluates the robustness of deep 
learning (DL) models. We aim to acquire a deeper understanding of the prevailing trends in 
this area to identify future research directions. Specifically, we intend to address the follow-
ing key research questions:

RQ1  How do various factors, such as model complexity, the quality of the training data, and 
hyperparameter settings, influence the robustness of deep learning models, particularly in 
the medical domain, and what is their mathematical modeling?

RQ2  What are the security and privacy threats to deep learning models, specifically focus-
ing on adversarial attacks that deceive models and others that aim to extract confidential 
information?

RQ3  Which tools and packages, based on TensorFlow and PyTorch, are available for enhanc-
ing the reliability of deep learning models, and how effective are the current evaluation 
metrics for assessing robustness while also highlighting the need for improved measures?

Contributions The main contributions of this review are as follows

1.	 We present an exhaustive study and evaluation of several robustness types for deep 
learning models and their mathematical modeling in medical systems. We discuss vari-
ous factors that influence these robustness types, including model complexity, quality 
of training data, and hyperparameter settings.

2.	 We delve into the security threats posed by adversarial attacks that attempt to fool 
models and the privacy threats that arise when attackers aim to extract confidential 
information.

3.	 Based on TensorFlow and PyTorch, we provide the most important readily available 
tools and packages for increasing model reliability. We critique the current evalua-
tion metrics used to assess robustness while emphasizing the need for more effective 
measures.

As illustrated in Fig. 2, the rest of this review paper is organized as follows. Section 1: 
Introduction sets the stage by describing the significance of machine learning in medical 
diagnostics. Section 2: Related Work provides a comprehensive overview of the existing 
literature in this area. Section 3: Responsible Machine Learning Based—Medical Applica-
tions discusses critical aspects such as bias, data privacy, clinical validation, and ethical 
considerations, focusing on the robustness of diagnostic tools in specific applications. Sec-
tion 4: Assessing and Improving Robustness: Current Tools and Techniques explores the 
various tools that are used to enhance model robustness. Meanwhile, Section 5: Measuring 
Robustness: Quantitative Approaches and Evaluation Techniques introduces the quantita-
tive methods that are used to assess model robustness. Section 6: Future Directions and 
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Implementations discusses the expected advancements in robust diagnostic systems, while 
Sect. 7: Conclusion summarizes the findings of the paper.

The study addresses the application-specific aspects of robustness that contribute to the 
practical and ethical deployment of medical systems. Interpretability ensures that users 
understand how the system works, thus reflecting the need for physicians to communicate 
their diagnostic conclusions to patients. Scalable Robustness includes the system’s ability 
to handle and process large-scale data and complex computational requirements in parallel 
with the healthcare system’s response to high patient inflows during peak times. Ethical 
Robustness underscores the system’s compliance with moral principles, such as protecting 
patient confidentiality and ensuring equitable treatment, thus reflecting the ethical codes 
that govern medical practice. Resilient Robustness signifies the system’s ability to with-
stand and adapt to unexpected challenges, an example being a hospital’s response to critical 
events. This study explores the future trajectory of robust diagnostics while discussing the 
integration of advanced defense mechanisms, inclusive data practices, and the importance 
of continuous education in this area. Finally, we highlight the need for robustness in enhanc-
ing AI-driven medical diagnostics’ accuracy and reliability and suggest future research 
directions.

2  Related work

The growing development of AI in medical systems is attracting significant attention and 
investment. However, there are several challenges involved in integrating machine learning 
models in this field, including uncertainty in the models, limitations in practical applica-
bility, and the need to adapt these models to dynamic clinical environments. The safety 
and reliability of these systems require careful analysis that considers their exposure to 
a variety of factors, such as variable clinical conditions, diagnostic sensor inaccuracies, 
and patient-specific variations (Tu et al. 2021). It is often the case that these variables are 
not directly quantifiable, and this has led to a reliance on certain assumptions during the 
design and development of these diagnostic tools. The aforementioned study developed two 
novel defense strategies, i.e., multi-perturbations adversarial training and misclassification-
aware adversarial training, that enhance the resilience of models against such attacks (Egli 
et al. 2023). A key benefit of such research is that it improves the security and reliability of 
medical diagnostic models against adversarial threats. However, the potential increases in 
complexity and computational cost of implementing these defense mechanisms represent 

Fig. 2  Structural outline of the survey of robustness in AI-enhanced medical diagnostic system
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limitations. The increase in complexity has led to the need for interconnected systems while 
also placing an increasing burden on medical professionals, who may struggle to keep pace 
with such rapid technological advancements. As highlighted by Totschnig in 2023 (Egli et 
al. 2023), the rapid decision-making that is needed to ensure that safe and accurate medical 
diagnoses are being made, may exceed human surveillance capabilities. In line with the 
observations made by Qiu et al. (2023), developing an AI solution that remains effective 
despite these uncertainties and accurately reflects the complexity of the patient’s health 
status is a significant challenge. Therefore, exploring and enhancing the robustness of AI in 
medical systems is a crucial aspect of their development.

Taguchi made significant contributions to the field of robustness in the 1960s while 
working at the Electrical Communications Laboratory (Rashid 2023). His work, which pri-
marily focused on transforming the telecommunications system, has profoundly impacted 
by combining engineering with statistical methods to increase cost-effectiveness and qual-
ity. Taguchi defined robustness as a state in which the performance of a technology, product, 
or process remains largely unaffected by factors that cause variability (either during manu-
facturing or in the user’s environment) and degradation over time, all while maintaining the 
lowest possible manufacturing cost. This definition, as cited by Van Biesebroeck, Johannes 
in 2007 (Biesebroeck 2007), captures Taguchi’s comprehensive approach to robustness.

“Robustness refers to a condition in which the performance of a technology, product, or 
process remains largely unaffected by elements that cause variation, whether these occur 
during the manufacturing process or in the environment where the product is used. Addi-
tionally, it encompasses maintaining performance stability over time, all achieved with the 
least possible cost of production per unit,” based on Genichi Taguchi’s concept (Taguchi 
1995).

In the field of medical diagnostics specifically, robustness refers to the ability of AI 
systems to adapt to evolving medical knowledge and practices (Miller 2019). As medi-
cal guidelines and treatment protocols continually evolve, diagnostic systems must be able 
to incorporate new information and adapt their algorithms accordingly. There have been 
some studies focusing on the development of adaptable AI models that can be updated 
or retrained with new data without requiring extensive reengineering. This is essential for 
AI-based diagnostic tools to remain relevant and accurate over time, particularly in fast-
evolving medical fields like oncology or genetics.

Figure 3 illustrates the concept of robustness. The two axes, X1 and X2, represent dif-
ferent design parameters impacting the performance metrics. The large blue shape outlines 

Fig. 3  Visualizing the concept of 
robustness in terms of expected and 
unexpected factors that influence the 
model operability and correctness
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the range of conditions under which the design is expected to operate effectively. Inside this 
blue shape, a smaller orange shape with a solid outline labeled “Operating mode” represents 
the typical operational conditions of the system. The similar orange shape with a dotted 
outline indicated by the “Effect of uncertainties” arrow suggests differences in performance 
or behavior due to unpredictable factors. The robustness of the system lies in its ability to 
maintain functionality despite these uncertainties. The drawing visually illustrates that a 
robust design will remain functional (in the orange region) even when subjected to various 
uncertainties that push its performance beyond the outer limits of the design context. This 
illustrates the idea that a robust system can withstand or adapt to unexpected changes with-
out experiencing any significant performance degradation.

Recent research in the medical diagnosis field has increasingly focused on the robustness 
of AI-based systems. These studies highlight the critical need for AI models to perform con-
sistently and accurately across a variety of clinical conditions. As an illustrative example, 
one line of research investigates how AI systems respond to diverse patient data, including 
unusual cases or rare conditions. This is crucial because diagnostic errors in such situa-
tions can have significant implications for patient care. Another aspect of robustness that 
researchers are actively examining is the ability of AI systems to maintain their performance 
when faced with certain data inconsistencies, such as variations in imaging quality or differ-
ent imaging modalities. Many recent publications show that the focus of medical diagnostic 
research dealing with robustness has shifted toward ensuring the stability and security of 
artificial intelligence systems, as discussed by Xu et al. (2021b).

This study provides a critical analysis of the vulnerabilities that deep learning-based 
diagnostic models face when subjected to adversarial attacks. These attacks involve subtle 
perturbations to medical images that can deceive the model into making incorrect predic-
tions with the errors remaining imperceptible to human observers. That study systematically 
exposed three deep learning models to such adversarial scenarios in both single-label and 
multi-label classification tasks, with the results revealing significant concerns about the reli-
ability of these models under adversarial conditions. By rigorously examining the impact of 
these attacks on model performance, the authors underscore the importance of incorporating 
robustness measures that not only detect but also mitigate such vulnerabilities, ultimately 
ensuring that AI systems remain secure and dependable in clinical settings. This research 
reinforces the need for ongoing efforts to fortify AI models against adversarial threats, ulti-
mately emphasizing the need for advanced strategies like adversarial training and robust 
model architectures in the medical domain. Future studies aiming to build upon this work 
could focus on streamlining these defense methods to be more computationally efficient 
while maintaining, or even enhancing, their protective capabilities. In the rapidly evolving 
field of machine learning, the robustness of systems against various perturbations remains 
a paramount concern. Table 1 presents a systematic comparison of recent studies that have 
delved into the robustness of different machine learning models, with areas of focus rang-
ing from medical diagnostics to supply chain management and NLP systems. This table 
highlights the year of publication, sample sizes, and the presence or absence of key robust-
ness features such as adversarial example testing, domain shifts, and dataset variance. In 
delineating these parameters, the table sets the stage for a critical analysis of the breadth 
and depth of each study’s investigation of robustness, in the process pinpointing gaps and 
suggesting potential avenues for future research.
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To mention some of these studies for in-depth analysis, one example is Freitas et al. 
(Song et al. 2022), which focused on addressing graph vulnerability and robustness. The 
omission of factors such as dataset variance, adversarial examples, and transferability high-
lights a potential vulnerability in graph-based systems in the face of unexpected inputs. 
Future research could fill this gap by including these factors and exploring the resilience of 
graph-based systems in diverse adversarial scenarios.

Figure 4 illustrates a detailed mind map of various components that are critical to the 
robustness of systems, with this map being centered around the core theme of maintaining 
consistent performance in the face of diverse challenges. It highlights the importance of 
adversarial training to prepare systems for specific types of attacks, the need for redundancy 
to ensure fault tolerance, and the importance of interpretability and transparency in complex 
models. It also considers the challenges and trade-offs involved in achieving robustness, 
particularly in terms of efficiency and optimization. It also proposes strategies like ensemble 
methods that aim to enhance diagnostic accuracy. Moreover, robust software development 
is highlighted as an essential aspect in creating healthcare applications that will consis-
tently perform under diverse conditions and stresses, thereby contributing to a more reliable 
healthcare infrastructure.

Studies like Wang et al. (2022a) have also presented remarkable findings on resilient 
supply chain management, which is a critical area given the recent global disruptions. How-
ever, that study did not address several robustness features, with notable examples being 
adversarial examples and dataset variance. These exclusions could limit the applicability 
of the study’s findings in real-world scenarios where supply chains are subjected to varied 
and unforeseen challenges. To bridge this gap, subsequent research should incorporate a 
wider array of robustness tests, particularly while focusing on the adversarial conditions that 
might affect supply chains.

Another study by Dai et al. (2023) addressed the susceptibility of medical images to 
adversarial attacks and related to noise robustness, which is challenging due to the existence 
of complex, high-resolution lesion features. That study introduced a novel defense strat-
egy called global attention noise (GATN) injection, which applies global noise at the input 
level and targeted noise within feature layers to bolster the images’ diagnostic features and 
smooth out vulnerabilities to minor perturbations. Two variants of GATN, one for images 
with indistinct lesion boundaries (GATN-UR) and another for those with distinct boundaries 
(GATN-R), were tested across various medical datasets, with the results showing that these 
strategies achieved superior robustness and accuracy against powerful adversarial attacks 
compared to existing methods.

That study presented a promising defense against adversarial attacks in medical imaging 
that enhances model robustness, particularly in high-stakes diagnosis scenarios. However, 
that method may incur increased computational costs while also requiring tailoring to spe-
cific types of medical imagery. Further improvements could aim to optimize the efficiency 
of GATN application and extend its adaptability to a broader range of medical image char-
acteristics (Dai et al. 2023).

Moreover, in a study focusing on adversarial robustness against AI, Ghaffari Laleh et al. 
(2022) presented a method that enhances oncology diagnosis by obtaining biomarkers from 
pathology slides but which is also exposed to risks related to adversarial attacks. That study 
revealed that CNNs used in weakly supervised classification are particularly vulnerable 
to such attacks. Although robust training and DBN can defend against them, these tasks 
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require attack-specific knowledge. The authors of that study found that Vision Transformers 
(ViTs) not only match CNNs in terms of initial performance but also demonstrate signifi-
cantly greater resistance to adversarial threats, owing to more durable latent representations 
of clinical data. This suggests that, due to their inherent resilience, ViTs should be favored 
when deploying AI in computational pathology to protect against data perturbations and 
adversarial tactics.

Another study by Ma and Liang (2023) addressed the vulnerability of deep neural net-
works (DNNs) to adversarial noise, particularly focusing on the typical trade-off between 
the accuracy on clean data and the robustness to noisy data. They introduced increasing mar-
gin adversarial (IMA) training, an innovative approach that generates optimal adversarial 
samples to maintain accuracy while enhancing robustness. Tested on six image datasets 
under AutoAttack and white-noise attack show that their method stands out for its abil-
ity to preserve accuracy and even boost it for medical image segmentation, which repre-
sents a potential shift in overcoming the assumed trade-off between standard accuracy and 
adversarial robustness in this field. However, the method’s complexity and computational 
demands could represent potential limitations. Future improvements could therefore focus 
on optimizing the training process for efficiency, with the aim of ensuring that the method is 
scalable and practical for wider application in real-world medical image analysis.

More recently, Joel et al. (2022) explored the vulnerability of deep learning models with 
a focus on adversarial robustness in oncology, specifically targeting adversarial images 
that have been manipulated to cause misclassification. That study focused on CT, mammo-
gram, and MRI models, and the results revealed that small pixel-level changes significantly 
decreased classification accuracy. However, the implementation of an iterative adversarial 
training approach significantly improved model robustness and stability. Those findings 
highlight a crucial weakness in DL models, i.e., their sensitivity to minor alterations, which 
poses a risk for their use in clinical applications. Adversarial training has emerged as an 

Fig. 4  Mind map of robustness in deep learning systems
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effective countermeasure that enhances model resilience. Ultimately, the authors of that 
study underscore the need for such training before deploying DL models in clinical settings, 
emphasizing the importance of the balance between performance and safety.

In another study, Shi et al. (2022) addressed the susceptibility of CNNs used in medical 
imaging to subtle adversarial attacks, which represents a significant concern for clinical 
applications requiring noise robustness. That study identified that inherent noise in medical 
images exacerbates CNN vulnerability, as these networks unintentionally learn and amplify 
noisy features. To counter this, the authors developed a novel defense integrating sparsity 
denoising into CNNs, which proved effective against various sophisticated attacks and pre-
served over 90% of the original performance in tests. This approach significantly enhances 
CNN robustness, which is a crucial aspect of safe clinical deployment. However, it is still 
difficult to integrate denoising without compromising diagnostic accuracy. Future work 
should focus on refining this balance while ensuring both security and efficacy in medical 
imaging applications.

Further, Xu et al. (2022) introduced MedRDF, a robust and retrain-less diagnostic frame-
work designed for pre-trained medical models facing adversarial attacks. MedRDF operates 
at inference, creating numerous noisy variants of a test image to generate a consensus diag-
nostic output through majority voting, also providing a Robust Metric for result confidence. 
This approach effectively turns non-robust medical diagnostic models into robust ones with-
out requiring retraining, shown by tests on COVID-19 and DermaMNIST datasets. While 
MedRDF’s ease of deployment and effectiveness in enhancing model robustness are signifi-
cant advantages, it may face challenges in handling extremely subtle adversarial attacks or 
maintaining speed in high-throughput diagnostic settings. Future improvements could focus 
on optimizing the framework’s efficiency and sensitivity, thereby ensuring its applicability 
across a broader range of medical diagnostic scenarios.

Ghamizi et al. (2023) focused on existing perceptions of robustness in deep neural 
network-based chest x-ray classification, emphasizing the unique challenges involved in 
medical contexts. Unlike the standard benchmarks that are used in most studies, that study 
highlighted the complexities in medical diagnosis, such as disease co-occurrence and labeler 
disagreement. The comprehensive analysis covered three datasets, seven models, and 18 
diseases, thus marking an extensive evaluation of this field. The key benefit of that study is 
the realistic approach it took to assessing model robustness in medical imaging, accounting 
for factors often overlooked in previous research. However, the diversity in both medical 
data and diagnostic criteria presents limitations affecting this model’s applicability. Future 
work should continue refining evaluation methodologies while considering the nuanced 
nature of medical diagnostics and the implications of successful adversarial attacks.

Meanwhile, Wang et al. (2023a) evaluated ChatGPT’s resilience to unexpected inputs 
while focusing on adversarial robustness and out-of-distribution (OOD) scenarios. That 
research utilized AdvGLUE and ANLI for adversarial tests as well as Flipkart reviews and 
DDXPlus medical datasets for OOD analysis in comparing ChatGPT with other leading 
models. The findings of that study revealed ChatGPT’s superior performance in most adver-
sarial and OOD contexts, particularly in dialogues and translations. However, there were 
still limitations in terms of its overall robustness, indicating that such challenges still pose 
risks to foundational models like ChatGPT.

One notable strength of ChatGPT is its proficiency in understanding and responding 
to dialogue-based texts. In medical contexts, it tends to offer informal advice rather than 
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concrete conclusions. However, there is room for improvement in its absolute robustness to 
adversarial and OOD inputs. Future research should aim to fortify these aspects to increase 
the model’s reliability, particularly for use in critical applications where precision and accu-
racy are paramount, such as the medical domain.

Amidst the many approaches to robustness in various studies dealing with many problems 
related to medical system in healthcare, Kireev et al. (2023) addressed the unique challenges 
of adversarial robustness in tabular data, which is a field that is often overlooked in favor 
of image and text data. Such an approach is typically taken in situations like fraud detec-
tion and medical diagnosis, where robustness is crucial. That study presented an approach 
that involves creating universal robust embeddings specifically for categorical data within 
tabular datasets; these embeddings, which are developed using a bilevel alternating mini-
mization framework, can then enhance the robustness of non-neural network algorithms 
like boosted trees or random forests. This innovation makes it possible to maintain high 
accuracy in tabular data without the need for adversarial training. The benefit of this method 
lies in its ability to bring adversarial robustness to a broader range of data types, particu-
larly in critical domains like fraud detection, where accuracy and robustness are paramount. 
However, this approach may face limitations in terms of its scalability and adaptability to 
extremely varied or complex tabular datasets. Future enhancements could focus on refining 
the method for broader applicability, thereby ensuring robustness across diverse scenarios 
and datasets in the tabular domain.

3  Responsible machine learning based- medical applications

Machine Learning (ML) and Artificial Intelligence (AI) are powerful tools that can help rev-
olutionize the way we diagnose, treat, and manage various medical conditions (Rajkomar 
et al. 2018). Responsible machine learning (Responsible ML) in medical applications rep-
resents an emerging and crucial area of research (El-Sappagh et al. Oct. 2023). There have 
been many advancements in this domain, ranging from the automation of routine tasks to 
complex functions like predicting patient outcomes, personalized treatment, and even drug 
discovery. As we entrust machine learning algorithms with such critical roles in healthcare, 
the notion of responsibility must come to the forefront, including the consideration of ethi-
cal as well as technical concerns (Obermeyer et al. 2019). Here are some notable research 
areas in Responsible ML for medical applications, along with their limitations and possible 
solutions.

3.1  Bias and fairness in medical data

Bias in Medical Data Bias is a multifaceted issue that can materialize at various points in 
the machine learning pipeline—data collection, data preprocessing, feature selection, model 
training, and even during the inference stage. This form of bias is particularly insidious 
because it can introduce systematic errors that disproportionately affect underrepresented or 
marginalized groups (Chen et al. 2019).

Figure 5 illustrates the pipeline of AI model development and deployment, while high-
lighting the following as stages in which bias can potentially creep in: during data collec-
tion, data processing, model development, validation, and deployment, as well as through 
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feedback loops once the model is in use. These biases can stem from the use of unrepre-
sentative training data, flawed data processing techniques, or unequal performance across 
different demographic groups. The figure emphasizes the importance of vigilance and the 
implementation of mitigation strategies at each step to ensure that AI systems in health-
care are trained, deployed, and maintained fairly, thereby reducing systematic disparities in 
medical outcomes across populations (Javed et al. 2021).

As an example, a dataset that has been generated from a population that does not ade-
quately represent minority ethnicities, socio-economic classes, or genders may produce a 
machine learning model with poor predictive accuracy for these underrepresented groups. 
Such complications are further compounded when considering that historical biases and 
systemic healthcare disparities can be deeply ingrained in medical data. For example, cer-
tain groups may have been historically under-diagnosed for specific conditions, thus caus-
ing the ML models trained on such data to inadvertently perpetuate these disparities (Garg 
et al. 2018).

Bias can be statistical, such as that involving either underrepresentation or overrepresen-
tation of certain demographic features. It can also be more related to the nature of medical 
tests and their interpretability. This particularly comes into play when evaluating variables 
like test sensitivity and specificity, which may vary across different populations due to 
genetic, environmental, or lifestyle factors (Mewa 2020).

When assessing bias, statistical tests like the Chi-Square test for independence can be 
used to evaluate if there are significant disparities between the demographic distribution in 
the data and that of the general population. In the context of machine learning, metrics such 
as predictive parity and disparate impact ratios are commonly employed. Predictive parity 
is expressed as follows:

	
PredictiveParity : P

(
Ŷ = 1 |Y = 1, D = d

)
= P

(
Ŷ = 1 |Y = 1, D = d′

)

where Ŷ  is the predicted outcome, Y is the actual outcome, and D and D′ are different 
demographic groups. A predictive parity value close to 1 would indicate the presence of 
less bias.Fairness in Medical Data: In the context of medical data analytics, the concept of 
fairness constitutes the pursuit of a structured methodology that is designed to guarantee 
equitable outcomes across various demographic categories when applying machine learn-
ing models. A foundational measure in actualizing such a concept of fairness is the accurate 
execution of a fairness audit on the medical dataset in question (Hardt et al. 2016). Such an 

Fig. 5  Bias in AI model development and deployment in healthcare
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audit employs advanced statistical techniques like disparate impact analysis and counter-
factual fairness evaluations, which serve as robust diagnostic tools. These methodologies 
provide granular insights into the differential impact of model predictions on distinct demo-
graphic segments, thus contributing to the understanding of fairness in healthcare models 
(Sattigeri et al. 2019). In healthcare, fairness is not only an ethical requirement but a matter 
of life and death. If a biased machine learning model provides inaccurate diagnostic results 
for certain patient demographics, it could lead to improper treatment and even loss of life. 
It is therefore crucial to rigorously evaluate fairness metrics such as demographic parity, 
equalized odds, and disparate impact. Fairness-accuracy trade-offs may occasionally arise 
that require careful tuning and, in some cases, rethinking of the model architecture to mini-
mize the compromise on either side (Feldman et al. 2015).

There are various techniques that can be used to mitigate bias in data and models, includ-
ing re-sampling methods to balance the data, cost-sensitive learning, and advanced methods 
such as adversarial training to ensure model generalization across different demographics 
(Yuan et al. 2023). Meanwhile, in more complex scenarios, domain adaptation techniques 
may be used to transfer knowledge from well-represented groups to poorly represented 
ones, thus improving the model’s fairness (Wu et al. 2019a). By scrutinizing both bias and 
fairness through these advanced methodologies, we move toward achieving a robust and 
equitable healthcare system facilitated by machine learning. The objective is still to ensure 
that every individual, irrespective of their demographic characteristics, has equal access 
to high-quality healthcare. Given the critical role of machine learning models in modern 
healthcare systems, overlooking bias and fairness could result in the amplification of exist-
ing healthcare inequalities, making it critical to study them and mitigate them as much as 
possible to achieve responsible machine learning applications in medicine (Rasheed et al. 
2022).

Fairness can be mathematically framed using concepts like demographic parity, equalized 
odds, and disparate impact (Tanesini 2021). For instance, demographic parity is achieved if 
the classification is independent of the sensitive attribute Z:

	
DemographicParity : P

(
Ŷ = 1|Z = 0

)
= P

(
Ŷ = 1|Z = 1

)

However, demographic parity does not always imply fairness, as it may require the model 
to ignore relevant features. Equalized odds represent another fairness metric, which is 
described as:

	
EqualizedOdds : P

(
Ŷ = 1|Y = 1, Z = z

)
= P

(
Ŷ = 1|Y = 1, Z = z′

)

This ensures that the model is equally accurate for all demographic groups.
Several researchers have also explored fairness and bias in medical machine learning 

within a comparative framework. One example (Mehrabi et al. 2021) takes an economical 
approach toward bias mitigation, focusing primarily on data collection and fairness-aware 
algorithms. While technically sound and cost-effective, this approach potentially overlooks 
the broader ethical and systemic factors contributing to bias in healthcare. By contrast, 
another study (Rajkomar et al. 2018) provides a comprehensive exploration of the multifac-
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eted issues related to fairness and bias in medical machine learning. Its strength lies in its 
exhaustive scope, as it addresses an existing gap in the literature. However, its comprehen-
sive nature serves as a double-edged sword; it does not offer actionable, technical solutions 
that can be readily implemented (Yan et al. 2020; Bin et al. 2022).

Branching out from the healthcare sector, one study (Akter et al. 2021) offers a valu-
able cross-industry perspective on algorithmic bias. While it is theoretically applicable to 
healthcare, its generalist insights lack the sector-specific focus that is required to address 
the unique challenges that are present in medical settings. On the other end of the spectrum, 
a different study (Price and Nicholson 2019) has conducted a stage-wise investigation of 
bias in medical AI that focuses almost exclusively on demographic bias. While important, 
this angle leaves other types of bias, such as socioeconomic or geographic biases, largely 
unexplored.

Another notable study (Ahmad et al. 2020) takes an ethical standpoint, deeply investi-
gating the broader ramifications of having biased machine learning models in healthcare 
settings. While ethically important, that study lacks the suggestion of technical solutions 
that healthcare practitioners can apply in their work. From the above comparison, it is evi-
dent that, while numerous valuable studies exist on this topic, each comes with its own set 
of limitations. Future research could benefit from an integrative approach that combines 
technical, ethical, and systemic considerations in ML fairness and bias. There is an urgent 
need for studies focusing on the real-world impact of fairness-aware versus biased medi-
cal machine learning models, such as research quantifying the significance of fairness in 
healthcare outcomes (Sarfraz et al. 2021). There is also a growing demand for research 
into transparent algorithms that can make the machine learning decision-making process 
more comprehensible for both healthcare providers and patients. Given the complexity of 
the challenges involved in bias and fairness in medical machine learning, interdisciplinary 
research efforts that bring together medical professionals, machine learning researchers, and 
ethicists could offer valuable insights.

3.2  AI model robustness: data privacy and security

Data privacy and security of medical data are critical in healthcare machine learning. Pro-
tecting sensitive patient information and maintaining the confidentiality of healthcare data 
is an essential aspect of ensuring trust, compliance with regulations, and the ethical use of 
AI in healthcare (Giuffrè and Shung 2023).

Data Privacy Data privacy focuses on safeguarding confidentiality and individual rights 
associated with medical data. It also ensures that patients’ personal information remains 
private and is not accessible or misused by unauthorized parties (Nowrozy et al. 2023). 
In healthcare, sensitive information includes patient medical records, diagnoses, treatment 
histories, and demographic details. Unauthorized access to this data can result in privacy 
breaches, identity theft, or discrimination (Larson et al. 2020). The concept of differential 
privacy represents one of the most mathematically rigorous practical ways to guarantee pri-
vacy. In a differentially private algorithm, the probability distribution of the output changes 
only slightly when a single record is added or removed, with this change quantified by a 
privacy budget parameter ε , also known as the privacy loss parameter (Morley et al. 2021).

	 Pr [A (D) ∈ S] ≤ eεPr [A (D′) ∈ S]
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Here, A (D) and A (D′)  are the outputs of applying a data analysis algorithm A to datasets 
D  and D′ , while S is a possible output event. A smaller ε  corresponds to stronger privacy 
guarantees.

Data Security This involves implementing measures and protocols to protect healthcare 
data from cyber threats, breaches, and unauthorized access (Garcia Valencia et al. 2023). It 
encompasses encryption, access controls, and secure storage practices. Ensuring data secu-
rity is crucial, as healthcare data breaches can result in significant financial losses, reputa-
tional damage, and potential harm to patients (Khalid et al. 2023a).

To explain the AI model’s robustness with data privacy and security, Fig. 6 maps out 
security and privacy within the healthcare sector. At the base level, healthcare data, which 
is governed by hospitals, is collected with a strong emphasis on patient data ownership, 
with the aim of ensuring that patients have control over their personal information. This 
data is then utilized in federated learning systems, where AI models are trained on decen-
tralized data sets without compromising patient privacy. To further protect this data, vari-
ous privacy-preserving techniques, such as differential privacy, introduce statistical noise to 
data sets to prevent individual data points from being identified. Anonymization and pseud-
onymization are also used to obscure patient identities; anonymization removes identifying 
details altogether and pseudonymization replaces private identifiers with fictitious labels.

At the core of this framework is a focus on data privacy and security, which is rein-
forced by AI with a data protection focus. This ensures that, as algorithms are developed 
and trained, the integrity and confidentiality of healthcare data are not compromised. The 
security measures are underpinned by homomorphic encryption, which allows for computa-
tions to be performed on encrypted data, and collaborative security, which emphasizes the 
collective effort that is required to safeguard sensitive information against potential threats 
like identity theft, data inversion, and manipulation.

Fig. 6  AI model robustness: the privacy and security spectrum
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The goal is to have algorithm owners develop robust, trained algorithms that are secure 
and reliable. This ensures compliance with regulatory requirements, maintains the ethical 
use of AI, and, most importantly, upholds the trust of patients, whose data play a critical role 
in achieving these advancements in healthcare technology.

Challenges in Data Privacy and Security:

1.	 Data Sharing vs Privacy: This trade-off can be quantified using Information Theory 
metrics such as mutual Information (X ;Y ), which measures the amount of information 
one random variable X  (in this case, the shared data) reveals about another random 
variable Y  (the sensitive attributes).

2.	 Regulatory Compliance: Compliance with regulations like HIPAA can be considered a 
constraint in an optimization problem, where the objective function is to maximize data 
utility subject to these privacy constraints.

3.	 Cybersecurity Threats: Risk analysis often uses Bayesian models to predict the likeli-
hood of different types of cyber threats. For example, if P (A) is the prior probabil-

ity of a breach, and P(B∣A) is the likelihood of observing some data given a breach, 

then Bayes’ theorem gives us the posterior probability P (A|B) of a breach, given the 
observed data.

Acknowledging the critical importance of data privacy in medical applications, many mod-
els that have been proposed in the literature ensure compliance with regulatory standards 
such as GDPR and HIPAA using a variety of techniques (Khalid et al. 2023b). One common 
approach involves incorporating differential privacy mechanisms, which add noise to the 
data in a way that preserves individual privacy while still allowing for accurate model pre-
dictions (Choudhury et al. 2019). Federated learning has also emerged as a popular method 
that enables models to be trained across multiple decentralized devices or servers hold-
ing local data samples while eliminating the need to exchange raw data. This technique 
aligns with GDPR’s data minimization principle by ensuring that personal data remains 
on local devices (Ali et al. 2022). Other studies also emphasize the importance of data 
encryption during both storage and transmission, using advanced cryptographic techniques, 
such as homomorphic encryption, to process data without decrypting it, thereby maintain-
ing compliance with HIPAA’s security standards. Model architectures like privacy-pre-
serving generative adversarial networks (PPGANs) are also being actively developed to 
generate synthetic data that closely resembles real data, thus allowing for model training 
without exposing sensitive information. These methods collectively enhance data security 
and privacy without compromising model performance, ultimately that AI systems can be 
effectively deployed in sensitive healthcare settings while adhering to stringent regulatory 
requirements (Liu et al. 2019).

Meanwhile, a study by Lin et al. (2022) studying DNNs found that they excel in complex 
tasks such as image recognition and malware identification but are susceptible to adversarial 
examples wherein inputs are subtly altered to deceive models. The existing defenses to such 
attacks are not sufficiently scalable. The defense they presented in that paper involves intro-
ducing a scalable iterative retraining method that combines Gaussian noise and adversarial 
techniques to enhance DNN resilience, particularly against established attacks like FGSA, 
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C&W, PGD, and DeepFool. Their method achieved near-perfect accuracy on standard tests 
and efficiently handled C&W and BIM attacks, with C&W proving quicker on GPU. It also 
offered a parallel version of the defense method for handling larger datasets and more intri-
cate models. The limitations of this study include potential overfitting to specific adversarial 
attacks and the fact that it did not address all types of adaptive adversarial strategies. Future 
work could explore the adaptability of the defense techniques to new or unseen adversarial 
tactics and further optimize computational efficiency for real-world applicability.

Another study (Javaid et al. 2023) explored the multifaceted challenges of cybersecurity, 
with the results ultimately highlighting how healthcare institutions are particularly vulnera-
ble due to a combination of valuable medical data and weaker cybersecurity infrastructures. 
That study provides a comprehensive overview of threat vectors such as data breaches and 
phishing attacks but stops short of offering healthcare-specific, actionable recommendations.

Meanwhile, the work in Cyran (2018) presents a different technological perspective for 
healthcare data management. That study proposes that blockchain technology be used to 
develop secure and efficient methods for healthcare data sharing. They argue that the decen-
tralized and immutable characteristics of blockchain make it a robust solution to eliminate 
single points of failure and ensure data integrity. However, that paper focuses primarily on 
blockchain technology as a remedy for healthcare data challenges, and it ignores the com-
plexities involved in integrating this advanced technology into existing healthcare infra-
structure. The limitation here is the lack of consideration of the practical challenges and 
potential disadvantages of a blockchain-based healthcare data management system.

3.3  Clinical validation and regulatory compliance

Clinical validation and regulatory compliance in healthcare inherently involve taking secu-
rity and privacy measures to ensure that machine learning models are safe and accurate, pro-
tect patient data, and adhere to relevant regulations. These are essential aspects of deploying 
machine learning models and algorithms as well as AI-driven solutions in healthcare while 
ensuring patient safety (Ghosh et al. 2021). This crucial topic is elucidated in the following:

Clinical Validation Clinical validation involves rigorous testing and evaluation of 
machine learning models and algorithms to ensure their accuracy, reliability, and clinical 
utility in real-world healthcare settings (Walonoski et al. 2018). It typically involves assess-
ing a model’s performance in diverse patient populations while considering various clinical 
scenarios and then comparing its results with those of human experts or established medical 
standards. Clinical validation helps confirm that the model’s predictions and recommen-
dations are clinically meaningful and beneficial to patient care (Misra et al. 2017). The 
area under the Receiver Operating Characteristic curve (AUC-ROC) is a frequently utilized 
metric for clinical validation. This curve graphically represents the True Positive Rate (sen-
sitivity) versus the False Positive Rate (1-specificity) at different threshold levels, thereby 
providing a detailed assessment of the model’s capacity to distinguish between classes. 
Mathematically, AUC-ROC can be represented as:

	
AUC − ROC =

1

∫
0
TPR

(
FPR−1 (x)

)
dx
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Another essential statistical measure is the F1 score, which considers both precision and 
recall when evaluating a model’s performance:

	
F1score =

2× Precision×Recall

Precision+ Recall

Regulatory Compliance Regulatory compliance in healthcare directly mandates the imple-
mentation of robust security measures and stringent privacy protections for AI systems to 
meet legal and ethical standards. In healthcare, regulatory compliance refers to adherence 
to legal and industry-specific regulations and standards governing the use of AI and data 
in medical applications. For example, in the United States, the Health Insurance Portabil-
ity and Accountability Act (HIPAA) establishes protocols for safeguarding the privacy of 
patient data, while the Food and Drug Administration (FDA) regulates the approval process 
for medical devices and software. Compliance ensures that healthcare organizations and AI 
developers meet legal requirements and maintain the highest ethical standards in healthcare 
AI deployment (Higgins and Johner 2023).

In a clinical setting, these measures are typically computed for diverse patient popula-
tions to ensure generalizability across various demographics and clinical scenarios.

For regulatory compliance, one possible approach is to apply frameworks like the Com-
mon Criteria for Information Technology Security Evaluation (ISO/IEC 15408), which 
involves formal mathematical modeling of security attributes and threat scenarios (Bates et 
al. 2020). Compliance can be statistically quantified through metrics like the Compliance 
Score (CS), which evaluates an organization’s adherence to various regulations:

	
CS =

TotalNumberofStandards

NumberofCompliantStandards
× 100

Compliance with HIPAA regulations in the United States might also involve statistical 
assessments of risk levels related to data breaches, which can be modeled using Bayesian 
networks or other probabilistic models.

	 RiskScore = LikelihoodofBreach× ImpactofBreach

Clinical validation and regulatory compliance are closely linked; a machine learning model 
that excels in clinical performance metrics must also meet stringent regulatory standards to 
be deployed in healthcare settings (Verma et al. 2020). For example, before obtaining FDA 
approval, the AUC-ROC or F1 scores of a medical machine learning model must be shown 
to be statistically significant and clinically relevant. This often involves extensive clinical 
trials and expert reviews.

One study (Weng 2020) emphasizes the promise of deep learning algorithms for diagno-
sis and prediction in healthcare settings. While the focus on benchmarking these AI models 
against clinical standards is certainly a strength, focusing solely on deep learning models 
may be a significant limitation. In particular, taking such a narrow focus could neglect other 
machine learning techniques that could be easier to interpret or better suited to specific clini-
cal applications. To address this issue, future research should consider including a variety of 

1 3

12  Page 20 of 107



Robustness in deep learning models for medical diagnostics: security…

machine learning approaches, such as decision trees or ensemble methods, to ensure a more 
complete coverage of the tools available for healthcare analytics.

Nicholson (2017) provides invaluable insight into the regulatory landscape. However, 
focusing solely on regulatory aspects without linking them to real-world clinical validation 
outcomes may limit the model’s applicability. Suggested improvements may include case 
studies that explicitly show how regulatory requirements have affected the development, 
validation, and deployment of AI models in healthcare. This would offer a more complete 
picture and guidance for professionals dealing with these challenges.

However, another study (Magrabi et al. 2019) focused on the difficulties associated with 
applying machine learning algorithms in healthcare settings. While it is crucial to identify 
challenges, such a paper might fall short of proposing specific solutions or guidelines for 
overcoming these hurdles. An appendix or section dedicated to best practices or recom-
mended frameworks for achieving reliable validation drawn from successful case studies 
would be a helpful addition.

3.4  Model accountability

Accountability is a critical aspect affecting the robustness of machine learning models in 
healthcare, thereby ensuring the longevity of accurate, safe, and accountable AI systems 
post-deployment (Pronovost et al. 2018).

Continuous Monitoring This involves regular assessments of the machine learning mod-
el’s performance and behavior in real-world healthcare settings. Tracking metrics such as 
accuracy, precision, recall, and others helps identify deviations or degradation in perfor-
mance (DeVore and Champion 2011). Continuous monitoring can help detect issues such as 
concept drift (changes in the model’s input data over time) or adversarial attacks that may 
impact model reliability (Meier et al. 2021).

In technical terms, continuous monitoring could involve defining a set of performance 
metrics M = {m1, m2, . . . , mn}  to be evaluated at regular intervals T. Common metrics 

could include accuracy, precision, and recall. For example, accuracy could be defined math-
ematically as:

	
Accuracy =

TP + TN

TP + TN + FP + FN

Here, TP, TN, FP, and FN represent the counts of true positives, true negatives, false posi-
tives, and false negatives, respectively.

Concept drift can be measured using statistical tests. One approach is to perform a Chi-
square test assessing independence on data features at different times. If the test indicates a 
significant change, that could serve as an alert for concept drift.

Accountability Accountability in AI ensures and traces fair decision-making, where mea-
sures like Demographic Parity aim to equitably distribute outcomes across sensitive demo-
graphic attributes. This involves mathematical representations of fairness. For instance, 
Demographic Parity might be defined as:

	
P
(
Ŷ = 1|D = 0

)
= P

(
Ŷ = 1|D = 1

)
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where Ŷ  is the prediction and D is a sensitive demographic attribute like race or gender, with 
the ultimate aim of ensuring equal distribution of positive outcomes across the demographic 
groups.Challenges and Technical Solutions In a healthcare setting, Kullback–Leibler diver-
gence can be used to measure how much the data distribution Pt at time t diverges from a 
baseline distribution P0:

	
DKL (Pt||P0) =

∑

i

Pt (i) log
Pt (i)

P0 (i)

In healthcare, KL divergence can be used to compare the distribution of data at a certain 
time Pt with a baseline distribution P0. If DKL  exceeds a predefined threshold, it signals the 
need for model retraining or adjustment.

Kennedy et al. (2011) at Mayo Clinic Arizona (MCA) developed and tested a data-driven 
model aiming to achieve improved service quality and long-term value in anticipation of 
value-based purchasing, where reimbursement is influenced by patient experience and care 
quality. This model has seven elements, including using varied data to drive improvements, 
ensuring accountability for service quality, offering consulting tools, emphasizing service 
values, providing training, continuous supervision, and integrating recognition and rewards. 
When fully staffed, departments with patient satisfaction levels below the 90th percentile 
saw significant improvements in patient perceptions. This framework could guide other 
healthcare institutions transitioning to value-based purchasing systems.

Kass and Faden (2018) discussed how, although medical innovations offer immense 
potential health benefits, most medical data remains unanalyzed, with insights rarely 
applied to enhance care. The Learning Health Care System (LHCS) aims to fill this gap, 
being ethically based on mutual understanding in which patients allow their data to be used 
for continuous learning, and healthcare systems commit to improving care based on these 
insights. This study underscores the ethical obligations of LHCS, emphasizing patient rights 
and dignity and advocating three respect-promoting actions: patient engagement, transpar-
ency in learning processes, and accountability in integrating newly acquired knowledge.

3.5  XAI of responsible ML-based medical applications

Explainable AI (XAI) refers to AI systems that are structured to offer transparent and com-
prehensible justifications for their decisions and behaviors. This transparency is particularly 
vital in the medical field due to the high stakes involved in healthcare decisions (Lombardi 
et al. 2022).

Explainable AI (XAI) in Medicine The ability of healthcare professionals to understand 
and trust AI recommendations is crucial for effective implementation. XAI not only facili-
tates compliance with regulatory standards that demand transparency in decision-making 
processes, it also ensures that ethical considerations are met (Jahan et al. 2023a). In health-
care, where decisions can significantly impact patient outcomes, the ability to comprehend 
and verify AI-driven conclusions is essential for patient safety, ethical responsibility, and 
maintaining the integrity of medical practices (Khodabandehloo et al. 2021).

Interpretability challenges of AI models in medicine The complexity of AI models, and 
particularly of deep learning algorithms, poses significant interpretability challenges. These 
models often function as “black boxes,” where the decision-making process is opaque and 
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not easily understood, even by experts. In medicine, where every decision can have pro-
found implications, the inability to interpret AI decisions can represent a major obstacle 
(Jahan et al. 2023a).

Misinterpretation of AI outputs or unrecognized errors in AI systems can lead to incor-
rect diagnoses, inappropriate treatment recommendations, or missed patient nuances. The 
complexity of medical data, combined with the intricacies of AI algorithms, increases these 
challenges, ultimately underscoring the importance of explainability in medical AI applica-
tions (Band 2023).

Benefits of XAI in Healthcare XAI significantly enhances trust among clinicians and 
patients, a crucial aspect of any therapeutic relationship. When clinicians understand the 
rationale behind AI-driven recommendations, their confidence in utilizing these tools 
increases, thereby fostering a more harmonious integration of AI in clinical settings 
(Duamwan and Bird 2023). Improved decision-making is another critical benefit; with XAI, 
physicians can make more informed decisions by understanding the “why” behind AI sug-
gestions. This insight allows them to more effectively compare AI input with their clinical 
judgment. XAI can also serve as an educational tool for medical professionals. By offering 
insight into AI decision-making processes, XAI can help clinicians deepen their understand-
ing of certain conditions, thus facilitating continuous learning and improving their profes-
sional competencies (Jahan et al. 2023b).

XAI focuses primarily on understanding the decision-making processes of AI models. 
While XAI itself does not have specific ‘mathematical equations’ like those found in clas-
sical physics or mathematics, it uses various methods and algorithms to interpret complex 
models. Some of the common methods in XAI and the mathematical concepts on which 
they are based are described below.

XAI’s role in facilitating enhanced learning and medical professional development can-
not be overstated. By providing clear explanations for its recommendations, XAI allows 
healthcare professionals to gain new insights into patient care. This process helps validate 
the AI’s suggestions and contributes to the medical practitioner’s knowledge base, ulti-
mately leading to improved patient care practices. For instance, understanding the factors 
that lead an AI system to identify a particular treatment plan can help clinicians recognize 
similar patterns in future cases. This ongoing learning process, which is supported by XAI, 
ensures that medical professionals remain at the forefront of technological advancements by 
improving their ability to deliver high-quality patient care (Amoroso et al. 2023).

Some researchers have focused on Explainable AI in healthcare, including a study by 
Essemlali et al. (2020). The authors of that study utilized a modified variant of the deep 
BrainNet convolutional neural network (CNN) (Ur Rehman et al. 2016) that was trained 
using diffusion-weighted MRI (DW-MRI) tractography connectomes from individuals with 
Mild Cognitive Impairment (MCI) and Alzheimer’s Disease (AD). This work aimed to bet-
ter understand structural connectomics in these conditions. They demonstrated that simple 
BrainNetCNN, when utilized in conjunction with explainable AI methods to classify brain 
images, could underscore particular brain areas and their links in AD. The results demon-
strate that regions exhibiting significant structural differences between groups correspond 
with those that have been recognized in previous AD studies. This highlights the potential 
utility of deep learning in elucidating structural connectomes from MRI diffusion tractogra-
phy to unpack the intricate structure within these connectomes.
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However, there are certain limitations to this approach that should be acknowledged, 
such as potential model overfitting, bias in datasets, and the need for broader validation 
in diverse patient groups. Future improvements could focus on incorporating larger, more 
diverse datasets to enhance generalizability and refine AI models to increase accuracy and 
minimize biases, thus strengthening the reliability of findings in the broader context of 
degenerative disease research (ur Rehman et al. 2018, 2019).

Kamal et al. (2021) established a novel approach to diagnosing Alzheimer’s Disease 
(AD) by combining machine learning techniques with both MRI images and gene expres-
sion data. They utilized SpinalNet and CNN for image analysis along with k-nearest neigh-
bors (KNN), Xboost, and support vector classifier (SVC) for gene expression classification. 
Notably, the authors integrated an explainable AI method, Local Interpretable Model-
Agnostic Explanations (LIME), to make the results more transparent and understandable. 
This method clarified how the classifiers predicted diseases and identified key genes in AD. 
While CNN achieved a high accuracy of 97.6%, SVC was found to be the most effective for 
gene expression data.

However, the complexity of integrating multiple data types and AI methods leads to cer-
tain challenges, including potential problems with overfitting and interpreting data. Future 
improvements could focus on refining the integration of these diverse datasets and further 
enhancing the interpretability of AI models to support more accurate and reliable diagnostic 
processes.

3.6  Ethical consideration in healthcare

Informed consent and patient-centered care are critical ethical issues when implementing 
machine learning models and AI-driven decision support systems in healthcare. These issues 
are focused on respecting patient autonomy, ensuring transparency, and delivering health-
care that is tailored to individual patient needs and preferences (Čartolovni et al. 2022). An 
explanation of these important aspects follows:

Informed Consent This is a fundamental ethical principle that requires healthcare provid-
ers to obtain free and informed consent from patients before any medical procedure or inter-
vention, including the use of AI and machine learning in their care (Naveed 2023). When AI 
systems are involved in diagnosing, treating, or assisting in patient care, healthcare provid-
ers must communicate the purpose, benefits, risks, and potential alternatives to patients in 
a way that they can understand. Informed consent provides patients with the autonomy to 
make informed decisions about their healthcare and to determine whether or not they want 
AI-driven interventions to be included in their care (Ahmad et al. 2023a).

Several aspects come into play when considering informed consent and patient-centered 
care from a technical perspective. These include the metrics that are used to quantify the 
“effectiveness” of consent procedures, privacy-preserving methods in data analysis, and 
personalization algorithms for patient-centered care (Amann et al. 2020). Statistical mea-
sures can be used to quantify the effectiveness of obtaining informed consent. For exam-
ple, a Bayesian model could be used to compare the “awareness” of one’s choices before 
and after receiving an explanation about the AI-driven intervention. This model can use 
variables such as time spent reading consent forms, the number of questions asked by the 
patient, and even psychometric measures to assess understanding.
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InformednessScore =

PostExplanation− PreExplanationUnderstanding

TotalPossibleUnderstanding

In this context, “Understanding” can refer to a composite score based on patients’ responses 
to a set of standardized questions designed to assess their grasp of given AI technologies 
(Jellouli et al. 2023).

Privacy-Preserving Algorithms Techniques like Differential Privacy can be used to 
address privacy concerns in AI-driven healthcare. This mathematical framework quantifies 
the extent to which the output of a function (e.g., an AI model’s prediction) changes after a 
single database entry is modified, thus providing a measure of data privacy.

	
ε = ln

(
Pr [Outputwithoutdata]

Pr [Outputwithdata]

)

Here, ε  represents the privacy loss parameter. Lower values of ε  indicate better privacy 
guarantees.

Personalization in Patient-Centered Care Machine learning models used in patient-cen-
tered care might incorporate multi-criteria decision-making algorithms to weigh various 
aspects of a patient’s medical history, current health status, and personal preferences. For 
example, the “Weighted Sum Model” could be employed as follows:

	 PersonalizationScore = w1× ClinicalOutcome + w2× PatientPreference+ w3× Cost + · · ·

where w1, w2, w3, . . . are weights that can be adapted over time based on patient feedback 
and clinical effectiveness. However, various quantitative and algorithmic techniques can be 
applied to measure and enhance the effectiveness of informed consent and patient-centered 
care in healthcare settings employing machine learning and AI technologies. These methods 
can serve as the foundation for ongoing assessment and continual improvement in these 
critical ethical dimensions (Beil et al. 2019).Informed consent and patient-centered care 
are crucial ethical dimensions in the implementation of machine learning and AI in health-
care. In a relevant study, Naik et al. (2022) highlights that the complexity and opacity of 
machine learning models pose a significant challenge for healthcare providers in adequately 
informing patients. That paper suggests that providers often lack the technical expertise to 
explain the decision-making process used with machine learning models, ultimately leading 
to incomplete or insufficient informed consent.

Holtz et al. (2023) note that the AI-driven transformation of the medical field will lead 
to concerns regarding ethical considerations, data privacy, representation, and the potential 
redundancy of physicians. However, AI cannot replicate a doctor’s nuanced understanding 
of a patient’s personal life and surroundings. That paper emphasizes the diminishing focus 
on patient-centered communication and argues for its resurgence, positing that AI integra-
tion could free up more time for meaningful patient-doctor interactions. Such enhanced 
communication would foster trust, rapport, and empathy, ultimately facilitating better health 
outcomes.

Harrison and Sidey-Gibbons (2021) delves into the potential utility of unstructured text, 
such as medical records and patient feedback, as valuable data for clinical research through 
natural language processing (NLP). Using free software, the authors demonstrate the use of 
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three NLP techniques on public medicine review data: lexicon-based sentiment analysis of 
four drugs, clustering of similar drugs using unsupervised machine learning (LDA), and the 
prediction of drug review sentiments with three supervised machine learning models. The 
obtained results highlight the viability of these methods, with sentiment analysis revealing 
varying drug perceptions and varying accuracy of the drug ratings predicted by machine 
learning models. That study offers a hands-on guide for analyzing extensive text data, com-
plemented by accessible, reproducible code. Future research could address the limitations of 
these methods and explore their applications in broader clinical contexts.

3.7  Robustness in medical applications

In this section, we present a summary of the various forms of robustness that have been inves-
tigated within the realm of medical systems. We also highlight some of the key approaches 
and techniques that have been suggested as ways to enhance the resilience of these systems 
potentially. Robustness is a crucial aspect of medical systems as it significantly aids physi-
cians in diagnosing and treating various diseases with greater accuracy and confidence. In 
the following sections, we will discuss several specific types of robustness that are critical 
in this context, including Noise Robustness, Adversarial Robustness, Domain Robustness, 
Conceptual Robustness, Model Robustness, Interpretable Robustness, Scalable Robustness, 
Ethical Robustness, Resilient Robustness, and Transfer Robustness. Each of these types of 
robustness addresses different challenges in ensuring that medical systems perform reliably 
and effectively under various conditions.

Robustness applications: a big picture
Medical systems must effectively manage noisy, incomplete, or inconsistent data, while 

also being adaptable to changes in the patient population and evolving medical practices 
over time (Huang et al. 2020; Hamon et al. 2020). In recent years, researchers have focused 
on developing robust medical systems to improve the accuracy and reliability of medical 
diagnoses (Akkus et al. 2019). Many studies have focused on exploring the applications 
of robustness in medical systems to improve their accuracy and reliability (Md Nor et al. 
2020; Masud et al. 2021). Various types of robustness, including noise, adversarial, domain, 
conceptual, and model robustness, have been explored in this context.

Noise Robustness This refers to the ability of a medical system to handle noisy data, such 
as data with missing values or errors (Najafi et al. 2019; Pandey and Jain 2022). Various 
factors, such as measurement errors, sensor malfunctions, or data transmission errors, can 
introduce noise into medical systems. Agarwal and Zhang (2022) focused on developing 
algorithms that are robust to noise to achieve improved accuracy and reliability in diagnosis 
systems. Noise robustness deals with the ability of a system to handle noisy data. It can be 
mathematically modeled using statistical techniques, such as signal-to-noise ratio, mean 
squared error, or Bayesian inference, to characterize the noise properties and then devise 
noise-robust algorithms.

To simulate noisy labels in melanoma and lymph node datasets, we can randomly choose 
a specific percentage γ of images from each class and then change their labels using a 
conventional method. This leads to the formation of a training data set containing a certain 
number of images with inaccurate labels. Specifically, the noisy label y′i  can be defined 
as being equal to the clean label yi  with a probability of 1− y , and as a different label 
yk (whereyk �= yi)  with a probability of y.  By introducing this noise, we can obtain a 
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dataset in which a certain proportion of images has corrupted labels (Xue et al. 2022). 
Another way to represent noise robustness can be found in regression problems. In regres-
sion, a common approach to handle noise is to introduce regularization, such as L2 regu-
larization. The general equation for L2 regularized linear regression, also known as Ridge 

regression, is as follows: ||y − xW ||2 + λ ||W ||2, where y  represents the target variable 
(dependent variable), x  represents the feature matrix (independent variables), W  repre-
sents the weight vector, ||2 denotes the squared Euclidean norm, and λ  is the regulariza-
tion parameter that controls the trade-off between fitting the training data and controlling 

the magnitude of the weights. The first term, ||y−xW ||2, measures the squared difference 

between the predicted target values (XW) and the actual target values (Y). This term quanti-

fies how well the model fits the training data. The second term, λ ||W ||2 , is the regulariza-

tion term. It penalizes the magnitude of the weight vector W, thus discouraging large weight 
values. This regularization term helps prevent overfitting and improves noise robustness by 
reducing the model’s sensitivity to small variations in the input data. By adjusting the value 
of the regularization parameter λ, it is possible to control the strength of the regularization. 
A higher λ emphasizes the regularization term, leading to a more robust model that is less 
sensitive to noise in the training data.

Numerous researchers have dedicated their efforts to discussing the robustness of noise 
in various research domains. In a notable example, Dagni et al. (2018) proposed a training 
strategy that incorporates label noise directly into a network architecture focusing on the 
binary classification of breast mammography. Further investigation is needed to understand 
the types and characteristics of noise that are commonly found in medical image anno-
tations. Such investigation will involve examining noise sources, such as inter-observer 
variability, imaging artifacts, or inherent ambiguity in image features, to understand the 
challenges associated with noisy annotations. In another study, Xue et al. (2019) introduced 
a robust training approach for CNN classifiers that employs online sample mining and re-
weighting based on model uncertainty, while a robust training method for CNN classifiers 
was introduced in a different study by Zhu et al. (2019) that incorporated online sample 
mining and re-weighting according to model uncertainty while also introducing a technique 
including an automatic quality assessment module and an overfitting control module to 
adjust the network parameters. The development of realistic noise models and simulation 
techniques can also help create synthetic datasets with controlled noise levels and types. 
This ultimately enables a systematic evaluation of the robustness of deep learning models 
to different types and levels of annotation noise. Xue et al. (2020) suggested an innovative 
loss function that integrates noisy labels with local visual indicators to improve semantic 
segmentation. Xue et al. (2020) introduced a joint optimization scheme that includes a label 
correction module. In the broader field of deep learning, noise label learning has received 
considerable attention in natural image processing.

Certain techniques focus on calculating a hidden label transition matrix to adjust for 
losses associated with noisy samples. For instance, Patrini et al. (2017) estimated the 
transition matrix by introducing an additional SoftMax operation while implementing a 
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dual-phase approach that first computes the label transition matrix and then performs error 
correction on potentially noisy samples. The performance of these techniques depends sig-
nificantly on estimating the posterior of the noisy class, which is often a difficult task due to 
the randomness of label noise and intricate data biases, which can potentially lead to errors 
in the estimation of the transition matrix. Existing evaluation metrics for medical image 
segmentation may not adequately reflect the impact of noisy annotations. Further research 
is needed to develop specific evaluation metrics that can quantify the effect of different 
types and levels of annotation noise on segmentation performance. Studies should focus 
on accurately modeling noise, designing robust algorithms to handle diverse noise types, 
assessing the data quality affected by noise, and generalizing noise robustness techniques to 
various fields, as noise robustness can make systems less vulnerable to attacks that involve 
exploiting noise injection or interference, thereby enhancing security against certain threats.

Adversarial Robustness Adversarial robustness refers to the ability of a medical system 
to resist deliberate attacks or manipulations of data, such as by malicious actors seeking 
to manipulate or subvert the system (Ghaffari Laleh et al. 2022; Wang 2021). Adversarial 
robustness focuses on designing resilient systems to deliberate attempts to manipulate or 
subvert their operation. It involves modeling adversarial attacks and developing defense 
mechanisms using game-theoretic or adversarial modeling frameworks. Adversarial attacks 
can take various forms, such as input perturbations, data poisoning, or model evasion 
(Madry et al. 2018). Developing algorithms that are robust to adversarial attacks can ensure 
the security and integrity of diagnosis systems, as discussed by Miyato et al. (2017). Con-
sider a classification task where we have a dataset with input–output pairs represented as 
(x, y), where x is the input data, and y is its corresponding label. In this context, we aim to 
train a model f (x; θ) parameterized by θ that accurately predicts y for unseen inputs. How-
ever, it is also important for the model to withstand adversarial attacks. To frame adversarial 
robustness in mathematical terms, we can approach it as a minimax optimization challenge. 
The goal here is to determine the ideal model parameters, denoted as θ*, that simultaneously 
minimize the classification loss on clean examples and maximize the worst-case loss on 
adversarial examples. We can express this as:

	 θ∗ = argminθ ∗max δL (f (x + δ; θ) , y) + αR (δ)

where θ represents the model parameters while δ is the adversarial perturbation applied to 
the input x. Meanwhile, L is a loss function that measures the model’s prediction error, R is 
a regularization term that encourages small perturbations, and α is a trade-off parameter that 
controls the importance of robustness relative to accuracy.The inner maximization problem 
represents the attacker’s objective of finding the worst-case perturbation that maximizes the 
loss of the model; the outer minimization problem represents the defender’s objective of 
finding model parameters that minimize the worst-case loss.

Finlayson et al. (2018) investigates adversarial attacks against deep learning models 
used in medical applications. The authors of that study explore the vulnerabilities of medi-
cal deep learning systems to various attack techniques, and they propose potential defense 
mechanisms to enhance adversarial robustness. In another study, Kaviani et al. (2022) pres-
ent a comprehensive survey of adversarial attacks and defenses on artificial intelligence (AI) 
in medical imaging informatics. It explores different aspects of these methods, including 
attack generation strategies and their impact on the performance of DNNs. The paper also 
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highlights the challenges in and future directions for improving the robustness of neural net-
works in medical imaging informatics. By providing an overview of the current landscape 
of adversarial attacks and defenses in this domain, this survey enhances the understanding 
of potential security risks and informs the development of robust AI systems for medical 
imaging applications. In another study, Navarro et al. (2021) present an evaluation of the 
robustness of self-supervised learning in the context of medical imaging. That evaluation 
encompasses various medical imaging modalities and datasets, examining the robustness 
of self-supervised models against different types of perturbations and attacks. The findings 
provide insights into the strengths and limitations of self-supervised learning in the medical 
imaging domain, ultimately highlighting the need for further advancements and defense 
mechanisms to enhance the robustness of these models.

Since adversarial robustness is a critical consideration in cybersecurity, computer vision, 
and machine learning, it must address problems such as developing robust defense mecha-
nisms against sophisticated attacks, understanding the limits of robustness, and balancing 
robustness with other performance criteria. The surveys analyzed also show that adversarial 
robustness must mitigate the risks associated with data poisoning, evasion attacks, or model 
manipulation, thus achieving enhanced system security against adversarial threats.

There is also a need for further research and analysis of specific adaptive adversarial 
attack strategies that can target medical systems (Liu et al. Aug. 2024; Abdukhamidov et al. 
2024). Understanding potential attack vectors, such as input perturbations, data poisoning, 
or adversarial examples that are specific to the medical domain would provide insight into 
the vulnerabilities of these systems and ultimately enable the development of more robust 
defense mechanisms.

Further, it would be beneficial to investigate the generalizability of robust defense mech-
anisms across different medical subdomains. Medical datasets can vary significantly regard-
ing data modalities, imaging techniques, and clinical applications. Therefore, exploring the 
transferability and performance of adversarial defense mechanisms across diverse medi-
cal subdomains would provide a more comprehensive understanding of their effectiveness. 
Investigating techniques that can simultaneously enhance both robustness and accuracy, 
such as robust optimization, ensemble methods, or regularization techniques, would also 
be valuable in developing more practical and effective defense mechanisms for medical 
systems.

Domain Robustness Domain Robustness in the medical domain that focuses on ensuring 
that a mathematical model performs consistently and accurately across different domains 
or distribution shifts. By employing mathematical techniques such as domain adaptation 
and transfer learning, models can effectively incorporate domain changes and enhance their 
robustness in the medical domain. Domain robustness refers to the ability of a medical sys-
tem to generalize well to different domains, such as different patient populations or medical 
institutions (Banu and Amirtharajan 2020; Na and Park 2021; Li et al. 2020). In medical 
systems, domain shifts can occur due to various factors, such as changes in patient demo-
graphics, medical practices, or data collection methods. Di et al. (2021) discussed systems 
that are robust to domain shifts and which can, therefore, improve the generalizability and 
applicability of diagnosis systems.

Domain robustness focuses on the ability of a system to perform consistently across dif-
ferent domains or under distribution shifts. It involves statistical modeling, such as domain 
adaptation or transfer learning, to account for changes in distribution. Domain Robustness 
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refers to the ability of a system or model to perform consistently and accurately across dif-
ferent domains or with distribution shifts. We can mathematically express this concept by 
considering a set of domains or distributions, denoted as D = {D1, D2, …, DN}, where each 
domain Di represents a distinct data distribution in the medical field. Suppose we have a 
mathematical model M that aims to solve a specific medical task, such as disease diagnosis 
or medical image analysis. The performance of an M model can be evaluated using perfor-
mance metrics such as accuracy, precision, or recall. To achieve Domain Robustness, model 
M should exhibit consistent and reliable performance across all domains in D. In other 
words, for any given domain Di, the model performance should remain stable and accurate. 
Mathematically, we can express this as:

	 P (M,Di) ≈ P (M,Dj) , foralli, j ∈ {1, 2, . . . , N} ,

where P (M,Di) represents the performance of a model M  in the Di  domain, and ≈ 
denotes approximate equality. This equation indicates that the model performance should 
be similar across different domains. Several mathematical techniques can be used to ensure 
Domain Robustness. One common approach is domain adaptation, where the model is 
trained on a source domain with abundant labeled data and then adapted to a target domain 
with limited labeled data. This adaptation process aligns the statistical properties and char-
acteristics of the source and target domains, reducing the domain shift and enhancing the 
model’s performance on the target domain.Several researchers have aimed to explain the 
concept of domain robustness within the medical field in particular. Li et al. (2020) focused 
on domain generalization in the pursuit of improving the robustness of medical image clas-
sification models across different domains. It addresses the challenge of limited labeled data 
by leveraging unlabeled data from multiple source domains. However, further investigation 
is needed into the proposed system’s scalability and computational efficiency in handling 
large-scale medical datasets. Gadepally et al. (2022) explored the challenges involved in 
generalization in medical imaging, including domain shift and dataset bias. They discussed 
various techniques for improving generalization performance and provided insight into the 
importance of dataset diversity.

In another study, Gadepally et al. (2022) addressed some challenges involved in unsu-
pervised domain adaptation by proposing a novel approach that leverages causal structure 
to enhance model selection. The authors recognized that existing methods for unsupervised 
domain adaptation often struggle to achieve satisfactory performance due to the lack of 
labeled target domain data. To overcome this limitation, the study introduced a framework 
that incorporates causal reasoning to guide the selection of a robust model for adaptation. 
By analyzing the causal relations between source and target domains, the proposed approach 
aims to identify and utilize the most relevant features that align with the target domain. 
However, there is a need for empirical evaluations and comparative studies to more deeply 
assess the impact of causal reasoning on adaptation performance across various domains 
and datasets.

Challenges may also arise from the nature of large-scale datasets and complex causal 
relationships, which pose issues in terms of computational resources and real-time applica-
bility. While exploring strategies to improve scalability and efficiency, investigating adap-
tive learning mechanisms and self-organization strategies within the multi-agent system 
would ultimately enhance the system’s flexibility and adaptability in dynamic medical envi-
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ronments. In deep learning, optimizing hyperparameters is essential for enhancing model 
robustness, particularly in medical contexts where reliability is crucial. Methods like Bayes-
ian optimization provide a more efficient way to select hyperparameters, thereby improving 
model performance and resistance to adversarial attacks. Techniques such as adaptive learn-
ing rates and robustness-focused tuning further refine models, thus enabling them to main-
tain high accuracy even under adverse conditions. These advanced approaches significantly 
strengthen models against adversarial threats while ensuring adaptability to various data 
perturbations, meaning they play vital roles in developing reliable AI systems in healthcare.

However, a combination of grid search and Bayesian optimization can be used to fine-
tune hyperparameters, with a particular focus on enhancing model robustness against adver-
sarial attacks. In this process, key parameters such as learning rate, regularization strength, 
and network depth are optimized, as these significantly impact a model’s ability to resist 
adversarial perturbations (Ye et al. 2022). Unlike conventional hyperparameter optimiza-
tion, this approach integrates adversarial training within the optimization process, while 
specifically targeting robustness as a performance metric. A comparative analysis demon-
strates that this method outperforms other state-of-the-art approaches, such as random search 
and evolutionary algorithms, in bolstering the model’s defense against adversarial attacks. 
The relationship between the optimized hyperparameters and the observed improvements 
in robustness can be further elucidated through detailed mathematical discussions and com-
parative evaluations (Di et al. 2021).

Ultimately, domain robustness is crucial in scenarios where the training and deploy-
ment domains differ, which is often the case in real-world applications. Domain robustness 
ensures generalization and performance stability across diverse environments. Substantial 
research is needed focused on accurately modeling domain shifts, developing domain-
invariant representations, handling unlabeled target domain data, and addressing the bias 
introduced by the source domain. Domain robustness enhances system resilience when fac-
ing domain-specific attacks or changes, ensuring consistent performance and maintaining 
security across different deployment scenarios.

Conceptual Robustness Conceptual robustness is vital in natural language processing, 
information retrieval, or knowledge-based systems. It refers to the ability of a medical diag-
nosis system to handle variations in the definition and interpretation of medical concepts, 
such as disease symptoms or risk factors. Conceptual robustness ensures the effectiveness 
of a system despite variations in the expression of concepts or information. In medical diag-
nosis systems, conceptual variations can arise due to differences in medical terminology, 
cultural or regional disparities, or the evolving nature of medical knowledge. Developing 
algorithms that are robust to conceptual variations can improve the accuracy and validity 
of diagnosis systems (Alnajem et al. 2019). Conceptual robustness deals with maintaining 
system performance under conceptual or semantic changes in the input data. It involves 
modeling high-level concepts, semantic spaces, or ontologies to handle variations in input 
representation. Consider a conceptual model M that takes input data x and produces an 
output or prediction y. The goal is to characterize the conceptual robustness of the model 
by ensuring that it maintains its understanding and reasoning abilities across different varia-
tions in the input space.

We can mathematically express the conceptual robustness problem as an optimization 
problem with the objective of finding model parameters θ* that minimize the discrepancy 
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or loss between the model’s predictions in different domains or input variations. This can 
be represented as:

	 θ∗ = argminθΣD (L (M (x; θ) ,M (x′; θ)))

where

	● θ represents the model parameters.
	● D denotes different domains or variations in the input space.
	● L is a loss function that measures the discrepancy or difference between the model’s 
predictions in different domains or input variations.

x and x′ are inputs from different domains or variations.Here, the optimization problem aims 
to find model parameters that minimize the overall discrepancy in the model’s predictions 
across various domains or input variations. The choice of the loss function L depends on the 
specific problem as well as the desired notion of conceptual robustness.

Several researchers have put substantial effort into explaining the concept of Conceptual 
Robustness within the medical domain. For example, Shaikh et al. (2021a) highlight the 
potential of artificial intelligence (AI) in medicine, particularly in clinical decision support 
(CDS), while emphasizing the importance of AI in managing large volumes of patient data 
to reach optimal clinical decisions. That study further explores advancements in medical 
image analysis, such as Radiomics, and how machine learning has improved our understand-
ing of diseases and their management. Another study by Natsiavas et al. (2019) revealed the 
increasing application of KE in DS, particularly for Adverse Drug Event (ADE) assess-
ment, with potential improvements in Adverse Drug Reaction (ADR) predictions and drug 
interactions detection. However, most such studies remained at the proof-of-concept stage, 
signaling a need for more comprehensive research to integrate KE methods into routine DS 
practices, especially with the emergence of newer data sources like genetic databases and 
social media.

Sheehan et al. (2013) proposed a conceptual framework for the design of robust clini-
cal decision support systems (CDSS). It emphasized the importance of ensuring concep-
tual robustness by aligning the system’s knowledge representation with clinical practice 
guidelines and incorporating contextual information for accurate and reliable decision sup-
port. Common limitations of these studies include the challenge of moving from theoretical 
concepts to practical applications and ensuring the reliability of the proposed technologies 
under diverse real-world conditions. For future implementations, these technologies need 
to be refined to ensure they are adaptable, accurate, and aligned with continually evolving 
clinical practices.

Model Robustness Model robustness refers to the ability of a medical diagnosis sys-
tem to maintain its performance and accuracy under different conditions, such as changes 
in training data, model parameters, or input data. Model robustness is a crucial aspect of 
ensuring that a model performs reliably and consistently in real-world scenarios (Lane et al. 
2015). It helps mitigate the risks of overfitting, data biases, or model instability, thus lead-
ing to more reliable and generalizable models. Model robustness helps mitigate the risks of 
model manipulation or exploitation by ensuring system security against attacks that seek to 
undermine model performance. In medical diagnosis systems, model instability can stem 
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from factors such as overfitting, underfitting, or model drift. The development of algorithms 
that are robust to model instability can ensure the reliability and consistency of diagnosis 
systems, as discussed by Madry et al. (2018).

We can express this concept of model robustness, which includes the analysis of model 
stability, sensitivity, or robust optimization techniques, as an optimization problem, the goal 
of which is to find model parameters that minimize the expected loss in the distribution of 
perturbations (Beyer and Sendhoff 2007). This can be represented as:

	 θ∗ = argminθ ∗ E [L (f (x + δ; θ) , y)]

where

	● θ represents the model parameters.
	● δ represents the perturbation applied to the input x.
	● L is a loss function that measures the discrepancy or error between the model’s predic-

tions and the ground truth y.

E [·] denotes the expectation over a distribution of perturbations.The optimization prob-
lem aims to find model parameters that minimize the expected loss while considering the 
model’s performance under different perturbations. The choice of the perturbation distribu-
tion and the loss function depend on the specific problem and the desired notion of model 
robustness. The perturbation δ can take various forms depending on the context and the type 
of robustness being considered (Beyer and Sendhoff 2007). For example, it can represent 
random noise, adversarial perturbations, or variations in the input domain. The model f can 
be any type of model, such as a neural network, a statistical model, or a decision tree-based 
model. The mathematical modeling of model robustness focuses on optimizing the model 
parameters to improve its robustness against perturbations.

Several researchers have attempted to explain the concept of Model Robustness within 
the medical domain. For example, Joel et al. (2022) investigated the robustness of deep 
learning models trained on diagnostic images in the field of oncology using adversarial 
images. The authors of that study recognized that deep learning models are susceptible to 
adversarial attacks, where imperceptible perturbations are added to input images to deceive 
the models into producing incorrect predictions. They evaluated the performance of the 
models on both the original and adversarial images, analyzing any significant changes in 
their predictions. The results of the study reveal that the deep learning models exhibit vul-
nerabilities to adversarial attacks. The performance of the models deteriorates significantly 
when presented with adversarial images, thus leading to misclassifications and erroneous 
predictions. The authors discuss the implications of these vulnerabilities and emphasize the 
need to develop robust deep-learning models in oncology to enhance their reliability and 
clinical applicability. However, future studies in this area should focus on further research 
and the development of robust techniques to ensure the reliability and trustworthiness of 
deep learning-based diagnostic systems in oncology.

Wang et al. (2022b) introduced SurvMaximin, a robust federated approach for trans-
porting survival risk prediction models in healthcare. SurvMaximin leverages federated 
learning and the maximin principle to optimize model transportability while preserving 
patient privacy and handling variations in data distributions across different institutions. 
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The obtained experimental results demonstrated that SurvMaximin achieves competitive 
performance in model transportability and robustness, thus offering a promising solution 
for the collaborative development and deployment of survival risk prediction models in a 
manner that preserves privacy.

Cui et al. (2021) presents DEAttack, a differential evolution-based attack method for 
assessing the robustness of medical image segmentation algorithms. DEAttack generates 
adversarial examples that can deceive segmentation models by iteratively modifying pixel 
values in the input images. The proposed method effectively highlights vulnerabilities in 
segmentation models and provides valuable insights for improving the robustness of medi-
cal image segmentation techniques—lastly, Kajić et al. (2012) presented an automated 
method for segmenting the choroid in eye images using optical coherence tomography 
(OCT). Utilizing a statistical model, the method accurately differentiated the choroid from 
other structures in the eye. It showed promising results in accurately segmenting the choroid 
in both healthy and diseased eyes, and it can therefore potentially aid in the diagnosis of 
ocular conditions.

Interpretable Robustness Interpretable robustness refers to the ability of a medical diag-
nosis system to provide interpretable and understandable explanations for its decisions 
(Chen et al. 2018). In medical systems, interpretability is important for gaining the trust and 
acceptance of clinicians and patients (Wang et al. 2021). Developing algorithms that are 
robust to interpretability challenges, such as black box models or complex decision bound-
aries, can improve the interpretability and transparency of diagnosis systems, as presented 
in Molnar et al. (2020), Zeiler and Fergus 2014).

We can express the concept of interpretable robustness that prioritizes both accuracy and 
interpretability as the robustness of the model to perturbations, with the aim of ensuring that 
small changes in the input data do not lead to significant changes in the model’s predictions 
or explanations. The goal of a robust interpretable ML system is to create models that not 
only make accurate predictions but also provide explanations for their decisions in a manner 
that can be understood by humans (Ali et al. 2023).

Consider a binary classification problem where we have a dataset consisting of input–
output pairs: {(x1, y1) , (x2, y2) , . . . , (xn, yn)} ,  where xi represents the input features and 
yi represents the corresponding class labels. To build an interpretable and robust model, 
we can use a combination of techniques, such as linear models, rule-based models, and 
regularization.

	● Linear Models: Linear models provide interpretability by assigning weights to the input 
features, which indicate their importance in determining the output. We can formulate 
the linear model as:

	● f (x) = β0 + β1x1 + β2x2 + · · · + βpxp,

where f(x) represents the predicted output; x1, x2, …, xp are the input features; and β0, 
β1, β2, …, βp are the corresponding weights. Analyzing the magnitude and sign of the 
weights makes it possible to understand the influence of each feature on the model’s 
decision.

	● Rule-based Models: Rule-based models provide explicit decision rules that map 
input features to class labels. These rules are often expressed in the form of logical 
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statements or if–then rules. We can represent a rule-based model as a set of rules: 

f (x) =
{
Rule1, Rule2, . . . , Rulem

}
,  where each Rulei consists of conditions and 

corresponding class labels. Examining the rules allows us to gain insights into how the 
model makes decisions based on different combinations of input features.

	● Regularization: Regularization techniques can be used to promote sparsity and stability 
in the model’s parameters. L1 regularization (Lasso) encourages some weights to be 
exactly zero, effectively leading to the selection of a subset of features that are most 
relevant to the prediction task. This helps simplify the model and makes it more inter-
pretable. L2 regularization (Ridge) can also be used to prevent large weight magnitudes, 
thus leading to a smoother decision boundary and reducing the model’s sensitivity to 
small changes in the input data.

Several researchers have attempted to explain the concept of Interpretable Robustness in the 
medical domain. Linardatos et al. (2021) focused on developing methods for explaining and 
interpreting machine learning models. That study centered on machine learning interpreta-
tion methods, and it provided a literature review and taxonomy of these techniques. It also 
included links to their programming implementations, thus providing a valuable resource 
for both researchers and practitioners in the complex realm of machine learning interpret-
ability. The authors discussed how AI systems make decisions, particularly in critical fields 
like healthcare.

Alvarez-Melis and Jaakkola (2018) presented an in-depth detailed analysis of interpret-
ability, which states that, for explanations provided by models to be truly effective, they 
must consistently correlate with similar inputs. To evaluate interpretability, new criteria for 
measuring such consistency are presented. The findings suggest that many current interpret-
ability strategies do not work well when assessed using these criteria. Nevertheless, that 
study offered techniques that can be used to enhance the consistency of prevalent interpreta-
tion methods.

The approach taken by the authors highlights a critical gap in the domain of AI interpret-
ability: the need for explanations to be both accurate and stable across similar data points. 
While their metrics offer a fresh perspective, potential limitations include the universality 
of these metrics across diverse AI applications and the risk of oversimplifying complex 
interpretability aspects in the pursuit of robustness. In terms for future implementations, 
ensuring that explanations are robust can lead to more transparent and reliable AI systems, 
which is particularly critical in high-stakes areas like medicine or finance. Embedding these 
metrics into AI development tools could become standard practice that promotes the design 
of models that are both powerful and comprehensible.

Gilpin et al. (2018) sought to establish best practices and highlight unresolved challenges 
by defining the core explainability and interpretability concepts and categorizing the exist-
ing research in this area. The authors of that study also underscored the imperfect nature of 
current explanatory methods, particularly for deep neural networks, cumulating in a pro-
posal for potential directions for future XAI research based on our findings.

The authors emphasize the growing importance of XAI in the face of increasingly com-
plex algorithms. Their work underlines the need to standardize and evaluate XAI meth-
odologies. Potential limitations of their study may include the breadth of XAI techniques 
they cover and the risk of oversimplifying the diversity of explainability challenges across 
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various domains. That study focused on the insufficiency of explanations for deep neural 
networks, which suggests a significant gap in current research. In terms of future imple-
mentations, their findings could help develop standardized XAI frameworks and evaluation 
metrics that would play an instrumental role in creating universally understood and trusted 
AI systems in a variety of sectors ranging from healthcare to finance.

Scalable Robustness Scalable robustness refers to the ability of a medical system to han-
dle large-scale data and computational requirements (Verbraeken et al. 2020; Jayabalan and 
Jeyanthi 2022). In medical systems, scalability is important for processing and analyzing 
large amounts of medical data as well as providing timely and accurate diagnoses. Ngiam 
and Khor (2019) considered that systems that are robust to scalability challenges, such as 
distributed computing or parallel processing, can improve the scalability and efficiency of 
diagnosis systems. Scalable robustness focuses on achieving robustness at scale in large-
scale systems or datasets. It involves designing algorithms and architectures that can effi-
ciently handle massive amounts of data while maintaining robustness.

	● Stochastic Gradient Descent (SGD) Equation: In many large-scale learning scenarios, 
stochastic gradient descent is employed to incrementally optimize model parameters us-
ing mini-batches of data (Oymak 2019). The update equation for SGD can be written as:

	 θ+1
t = θt − α∇L (θt, x, y) ,

	● where θₜ represents the model parameters at time step t, α is the learning rate, and ∇L (θₜ, 
x, y) is the gradient of the loss function L with respect to θₜ computed on a mini-batch of 
data (x, y). This equation updates the model parameters by subtracting a gradient frac-
tion from the current parameter values.

	● Regularization techniques are used to prevent overfitting and improve the generalizabil-
ity of models in large-scale systems (Wu et al. 2019b). One common form of regulariza-
tion is L2 regularization (Ridge), which adds a penalty term to the loss function. The 
regularization equation can be written as follows:

	 Loss (θ) = Loss (θ) + λ ||θ||22 ,

	● where Loss (θ)  represents the original loss function, θ  is the model parameter vector, 

||θ||22 is the squared L2 norm of the parameter vector, and λ  is the regularization pa-
rameter that controls the strength of regularization. This equation penalizes large values 
of the parameter vector, which encourages the model to distribute the weights more 
evenly and reduces over-reliance on a few features. These equations provide a glimpse 
into the mathematical modeling of scalable robustness. However, it is important to note 
that the specific equations used can vary depending on the algorithms and architectures 
employed, and that different techniques may require different equations or modifica-
tions to suit the specific requirements of robustness in large-scale systems or datasets.
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However, several researchers have attempted to clarify the concept of Scalable Robustness. 
Lestas and Vinnicombe (2005) demonstrated a method that could be used to ensure the sta-
bility of consensus protocols with diverse dynamics without central control. This is achieved 
by each agent performing a self-assessment, which eliminates the need for complete net-
work knowledge. Using examples involving random graphs, the research has revealed that 
the proposed solutions remain effective in extensive networks, even with dynamic hetero-
geneity. While the findings apply to symmetric protocols, there are more stringent stability 
guidelines for non-symmetric interconnections.

That paper introduces a decentralized approach to maintaining the stability of consensus 
protocols while emphasizing its effectiveness even in the presence of diverse dynamics. A 
potential limitation is that the primary application of that approach is to symmetric proto-
cols, implying that non-symmetric interconnections may not provide benefits that are as 
effective, given the more stringent stability conditions. Future implementations could delve 
deeper into optimizing protocols for non-symmetric interconnections, and further research 
could enhance the nonlinear extensions within the IQC framework, ultimately expanding 
the applicability and efficiency of the approach to more complex network structures.

Zhang et al. (2015) introduce a resilient and scalable strategy. A unique segmentation 
technique is designed to label areas of interest (like cells) precisely, and hierarchical voting 
is employed in combination with a repulsive active contour mechanism. A hashing-cen-
tric retrieval system is also formulated to classify these regions using an extensive train-
ing dataset. When tested on the complex task of distinguishing two lung cancer variants 
using numerous histopathological images from several patients, the study solution records 
an impressive accuracy of 87.3%, and the search across half a million cells was completed 
in 1.68 s.

That study presented a novel approach to detailed medical image analysis that particu-
larly excels in differentiating the two major types of lung cancer. However, potential limita-
tions could arise from the generalizability of the method to other disease categorizations 
or variations in image quality and source. Although this method is highly accurate, it still 
has much room for improvement. The technique’s adaptability to other types of medical 
imaging and its integration with emerging AI models could be further explored, which will 
likely enhance its diagnostic accuracy and speed, thus making it more valuable in real-world 
clinical applications.

Ethical Robustness Ethical robustness refers to a medical system’s ability to uphold 
ethical principles and values, such as fairness, privacy, and autonomy (Antunes et al. 2018; 
Holzinger et al. 2022). Ethical considerations are particularly important in medical systems 
to ensure equal and respectful treatment of patients and to protect their rights and interests. 
Arrieta and Roy discussed the ethical robustness of diagnosis systems in Barredo Arrieta et 
al. (2020), Roy et al. 2023b), which must be robust to ethical challenges such as bias, dis-
crimination, or unintended consequences to ensure the ethical integrity and accountability 
of diagnostic systems.

In the context of ethical robustness in medical systems, mathematical modeling can 
help address ethical challenges such as bias, discrimination, and unintended consequences. 
While the specific equations used may depend on the techniques and algorithms used, the 
commonly applied equations in this domain are as follows:

1- Fairness Equation (Fairness Metrics) Fairness indices quantify and measure the fair-
ness of the medical system while ensuring equitable treatment across different demographic 
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groups. One popular fairness metric is the equalized odds or equal opportunity difference, 
which measures the difference in true positive rates (TPR) or false positive rates (FPR) 
among different groups. The fairness equation can be expressed as follows:

	 FairnessMetric = |TPR (group1)− TPR (group2)|

where TPR (group1) represents the true positive rate for group 1, TPR (group2) repre-
sents the true positive rate for group 2, and | | denotes the absolute difference. This equation 
quantifies the disparity in the system’s performance between different groups, thus mak-
ing it possible to identify and mitigate instances of unfair treatment.2- Privacy Equation 
(Differential Privacy) Differential privacy is a privacy-preserving technique that aims to 
protect individuals’ sensitive information during data processing. It ensures that including 
or excluding an individual’s data does not significantly affect the system’s results or conclu-
sions. The privacy equation can be expressed as follows:

	 Pr
[
Output1

]
≤ eexp (ε) ∗ Pr

[
Output2

]

where Pr [Output1] and Pr [Output2] are the probabilities of obtaining different outputs 
for two datasets that differ only in terms of one individual’s information, and ε is the privacy 
parameter. This equation forces the difference in probabilities to be bounded by the expo-
nential of the privacy parameter, which provides a quantitative measure of privacy guaran-
tees. It is important to note that these equations represent examples of ethical considerations 
and mathematical modeling techniques in medical systems specifically. Ethical robustness 
requires a comprehensive framework that considers multiple ethical dimensions and may 
include additional equations, methodologies, and techniques to address specific challenges 
related to fairness, privacy, and autonomy in the medical system.Several researchers have 
dedicated efforts to explaining the concept of Ethical Robustness. Amugongo et al. (2023) 
provided some recommendations for moving from generic guidelines to a case-specific ethi-
cal framework, with AI mHealth app used as an example. Drawing from AI4People (Auto-
motive Committee), the EU High-Level Expert Group, and Human Rights, we integrate 
an “ethics by design” approach. These groups emphasized seven principles: fairness, agil-
ity, precision, safeguarding humanity, respect, trust and accountability, and reproducibility. 
Incorporating these principles into standard software development processes makes it pos-
sible to address ethical concerns proactively.

However, developers should be trained on ethical guidelines while ensuring a proactive 
“ethics by design” approach. Feedback from stakeholders should also be obtained regularly 
to maintain relevance and ensure compliance with ethical considerations. This case-specific 
approach, while more feasible, may not be universally applicable or exhaustive. Relying 
on existing frameworks may also overlook emerging ethical challenges that are unique to 
rapidly evolving AI technologies.

Pitas (2021) introduced some issues that are related to the ethical and regulatory robustness 
of Autonomous Systems (AS), which also include some drones and Autonomous Vehicles 
(AV); these face ethical, security and privacy challenges due to their embedded intelligence. 
Their versatile applications, which range both the civilian and military domains, when com-
bined with potential cybersecurity vulnerabilities, pose a risk of misuse, both accidental and 
intentional. Current legislation addresses these issues inadequately, particularly in terms of 
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data collection, privacy, and use. While efforts are being made to establish privacy laws and 
technical measures to protect the use of AS and data, key concerns remain unsolved, such as 
the distinction between personal and non-personal data and the “re-identification” of data. 
Recommendations include improved cybersecurity training for AS developers and compre-
hensive data governance policies. A limitation is the emerging stage of data management 
and protection in AVs, which leads to unresolved data privacy issues.

Resilient Robustness Resilient robustness refers to a medical system’s ability to recover 
and adapt to unexpected or disruptive events, such as system failures, data breaches, or natu-
ral disasters (Fang and Zio 2019; Moskalenko and Moskalenko 2022). In medical systems, 
resilience is an important aspect of maintaining the continuity and availability of diagnoses 
and minimizing the impact of disruptions on patient outcomes. Zamir et al. (2020), Nan and 
Sansavini 2017) also discussed systems that are robust to resilience challenges, such as fault 
tolerance, redundancy, or disaster recovery, which can improve the resilience and reliability 
of diagnosis systems. In the context of resilient robustness in medical systems, mathemati-
cal modeling can help address the challenges related to fault tolerance, redundancy, and 
disaster recovery. The commonly used equations for these purposes are presented below:

1- Redundancy Equation (N-Version Programming) Redundancy techniques such as 
N-version programming involve running multiple versions of the diagnostic system concur-
rently and comparing their outputs to detect and mitigate errors or faults. The redundancy 
equation can be represented as:

	
Output (system) = MajorityV ote

(
Output

(
version1

)
, Output

(
version2

)
,

. . . , Output (versionn)

)
,

where Output(system) represents the final output of the system, and Output(version₁), 
Output(version₂), …, Output(versionₙ) are the outputs of different versions of the diagnosis 
system. The majority vote operation selects the output that has been agreed upon by the 
majority of versions. This equation helps improve resilience by reducing the likelihood of 
misdiagnoses and enhancing error tolerance.2- Mean Time to Recovery (MTTR) Equation 
The Mean Time to Recovery (MTTR) is a metric that quantifies the average time required to 
recover from a system failure or disruption. It represents the system’s ability to restore func-
tionality and resume normal operations. The MTTR equation can be expressed as follows:

	
MTTR =

∑(
Downtime1 +Downtime2 + · · · +Downtimen

)

N

where Downtime₁, Downtime₂, …, Downtimeₙ represent the durations of individual system 
downtime events, and N is the total number of downtime events considered. This equation 
calculates the average downtime duration over multiple incidents, with the calculated value 
providing a measure of the system’s recovery efficiency and resilience. These equations rep-
resent examples of mathematical modeling techniques that are used in resilient robustness 
for medical systems. Resilient robustness requires a comprehensive approach that considers 
the system architecture, fault tolerance mechanisms, and disaster recovery strategies. The 
specific equations and methodologies employed may vary depending on the nature of the 
disruptions and the system’s design goals. These four concepts are vital for understanding 
agriculture’s adaptability, and the distinctions among these concepts lie in the system com-
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ponents and perturbation type. Therefore, it has some limitations like potential variability in 
assessment methods under different scenarios. Recommendations to adapt to unpredictable 
changes include enhancing diversity and adaptive capacity in agriculture. Several research-
ers have attempted to explain the concept of resilient robustness. For example, Urruty et 
al. (2016) addressed some agricultural systems issues with a focus on the resiliency of the 
systems that face increasing uncertainty due to global warming and price volatility, thus 
necessitating sustainability under both average and extreme conditions. This review dis-
tinguishes four overlapping concepts: stability, robustness, vulnerability, and resilience, 
that can be used to evaluate agriculture’s response to perturbations. Zhu and Başar (2015) 
discussed some critical infrastructure elements, like power grids and transportation ele-
ments, that are increasingly reliant on open networks, thus introducing challenges that may 
affect control systems that focus on resilient Robustness issues. Traditional control system 
designs are focused on physical disturbances and modeling uncertainties, and integrating 
them with modern information technologies exposes them to certain vulnerabilities stem-
ming from cyber components. Software vulnerabilities in these systems open avenues for 
potential threats and attacks, as evidenced by the Stuxnet worm targeting Siemens SCADA 
systems. Therefore, this study has limitations for current control system designs that might 
not account for all potential cyber vulnerabilities, thus requiring constant vigilance and 
updates. However, it is necessary to enhance cybersecurity measures and regularly update 
software to combat evolving cyber threats.Transfer Robustness Transfer robustness refers to 
the ability of a medical system to transfer knowledge and skills acquired from one domain to 
another, such as from one disease or modality to another (Abbas 2022; Asif et al. 2022). In 
medical diagnosis systems, transfer learning is an important aspect for leveraging similari-
ties and differences between different medical conditions and treatments as well as reducing 
the need for large amounts of labeled data. Abbas discussed in detail the systems used in 
the above study in Abbas (2022), which are robust to transferring learning challenges, such 
as domain adaptation, fine-tuning, or multi-task learning, and which can thus improve the 
transferability and efficiency of diagnosis systems.

In the context of transfer robustness in medical diagnostic systems, mathematical model-
ing can help address the challenges of domain adaptation, fine-tuning, and multi-task learn-
ing. The commonly used equations in this domain are as follows:

1- Domain Adaptation Equation (Adversarial Adaptation) Domain adaptation techniques 
aim to transfer knowledge and models from a source domain (where labeled data is abun-
dant) to a target domain (where there is little labeled data). Adversarial adaptation is one 
such technique that aligns the feature distributions between the source and target domains. 
The domain adaptation equation is given by:

	 Loss = Loss (source) + λ ∗AdversarialLoss (target)

where Loss(source) is the loss on the source domain, Adversarial Loss(target) is the adver-
sarial loss on the target domain, and λ is a regularization parameter that controls the balance 
between the two losses. This equation combines the loss on the source domain with the 
adversarial loss on the target domain, so the model is encouraged to learn domain-invariant 
representations and improve transferability.2- Multi-Task Learning Equation Multi-task 
learning is a technique where a model is trained to perform multiple related tasks simul-
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taneously. This can be beneficial in medical diagnosis systems where different diseases or 
modalities share common features. The multi-task learning equation can be expressed as:

	 Loss = Loss
(
task1

)
+ Loss

(
task2

)
+ . . .+ Loss (taskn)

where Loss (task1) , Loss (task2) , ..., Loss (taskn) are the losses associated with indi-
vidual tasks, and n is the total number of tasks. This equation combines losses from multiple 
tasks and jointly optimizes model parameters, thus allowing the model to leverage shared 
knowledge and ultimately improving the performance of different tasks. Transfer robustness 
requires careful consideration of specific domains, tasks, and available data. The choice of 
equations and methodology may vary depending on the transfer learning challenges and 
the specific objectives of the diagnosis system.Some scholars have elucidated the idea of 
transfer robustness. For example, Bhardwaj et al. (2021) introduced a transfer learning-
based CNN system for automatically detecting DR lesions and assessing their severity 
levels. Leveraging a pre-trained architecture, that paper proposes two models: the Image 
Feature-based Transfer Learning (IFTL) model, which extracts image features from CNN’s 
fully connected layers, and the Prominent Feature-based Transfer Learning (PFTL) model, 
which employs statistical methods aiming to filter out irrelevant features. By combining 
CNNs with an SVM classifier, the study achieved significant performance even when used 
with smaller datasets, ultimately reducing computational complexity. The approach was 
then validated using the MESSIDOR dataset for retinal images, and its generalizability was 
confirmed using the IDRiD dataset. The results of comparative tests show that the method 
surpasses existing solutions. It should be noted that that study has some limitations like sys-
tem performance, which may vary when used with different datasets or imaging techniques. 
However, it is recommended that future research focus on improving feature extraction 
techniques to achieve even greater accuracy.

Medical diagnosis datasets consist of specialized medical imaging like MRI and X-rays, 
requiring expert annotations and strict privacy controls due to their sensitive nature(Johann 
et al. 2023). These datasets are typically smaller and less accessible, with varying quality 
that depends on medical equipment and patient factors. The tasks associated with medical 
data are complex and directly impact clinical decisions, requiring models to meet rigorous 
regulatory standards for accuracy and reliability (Blagec et al. 2022). However, common 
computer vision datasets include natural images with simpler, often crowdsourced anno-
tations. They are large, publicly available, and involve fewer privacy concerns. The data 
quality is more consistent, and tasks range from simple object recognition to complex scene 
understanding, generally without direct clinical implications. Validation standards are less 
stringent, focusing on usability rather than clinical compliance, reflecting the broader and 
less specialized nature of these datasets. Table 2 summarizes the main differences between 
medical diagnosis and common vision task datasets (Johann et al. 2023; Albahri et al. 2023; 
Drenkow et al. 2021).

In the field of medical diagnostics, the robustness of deep learning models is heavily 
influenced by the datasets used during training, and the deployment of these widely used 
datasets in medical diagnoses is essential for understanding the specific challenges and 
opportunities within this domain. Notable datasets such as MIMIC-III, ChestX-ray14, and 
the UK Biobank have established themselves as benchmarks for developing and evaluating 
deep learning models in medical diagnostics. These datasets often contain patient informa-
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tion that is heterogeneous, noisy, and limited in volume compared to the expansive datasets 
that are typically utilized in general computer vision tasks like ImageNet. The variability 
in data quality, which is coupled with the inherent complexity of medical images, necessi-
tates meticulous preprocessing and model design to mitigate biases that could compromise 
diagnostic accuracy and the robustness of AI systems in medical applications (Vaishnavi et 
al. 2022).

The differences between medical and general computer vision datasets also present 
significant security concerns (Kaviani et al. 2022). Medical datasets are inherently more 
sensitive and frequently contain fewer samples, thus making models more vulnerable to 
adversarial attacks. Unlike general vision tasks, where data is abundant, the limited avail-

Aspect Medical diagnoses Common computer 
vision tasks

Data format Specialized medical 
imaging (MRI, CT, X-rays, 
etc.), often grayscale, 3D, 
or multi-channel with de-
tailed anatomical structures

Natural images 
(photographs of 
objects, scenes), 
typically RGB with 
clear, well-defined 
objects

Annotations Highly specialized annota-
tions by domain experts, 
including segmentation 
masks or pixel-level 
annotations

Simpler annotations, 
often crowdsourced, 
such as bounding 
boxes or segmenta-
tion without needing 
expert knowledge

Size and 
Availability

Smaller datasets due to 
acquisition challenges, 
privacy concerns, and 
restricted access

Larger, publicly 
available datasets 
with open access 
and less restriction

Data Privacy & 
Ethical

Strict privacy laws, ethical 
standards, and controlled 
access are essential 
due to sensitive patient 
information

Fewer privacy con-
cerns, mainly avoid-
ing copyright and 
identifiable personal 
data exposure

Data Quality Quality varies with imag-
ing modality, equipment, 
and patient factors; prepro-
cessing is often needed

Consistent quality; 
images collected 
with standardized 
settings and more 
varied in content

Task Complexity Tasks involve com-
plex, clinically relevant 
problems impacting 
patient care, requiring high 
accuracy

Tasks range from 
simple (object 
recognition) to com-
plex (scene under-
standing), generally 
less critical

Regulatory and 
Standards

Models must meet strict 
validation and regula-
tory standards (e.g., FDA 
approval), emphasizing 
interpretability

Less stringent vali-
dation; focuses on 
benchmark scores 
and usability 
rather than clinical 
standards

Examples ADNI, MIMIC, PadChest, 
Retinal OCT Images 
(Johann et al. 2023)

ImageNet, COCO, 
CIFAR, ADE20K 
(Blagec et al. 2022)

Table 2  Differences between da-
tasets used in medical diagnoses 
and common computer vision 
tasks
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ability of medical data may make it difficult to sufficiently capture the full variability of 
conditions, thereby leading to overfitting and heightened susceptibility to adversarial per-
turbations. Moreover, the specialized nature of medical data means that adversarial attacks 
could exploit unique characteristics of medical images, potentially resulting in harmful 
misdiagnoses. These factors underscore the need to develop robust and secure AI models 
that are specifically designed to address the complexities and security challenges posed 
by medical datasets (Krizhevsky et al. 2017). The unique characteristics of medical datas-
ets also introduce specific security threats that directly impact the robustness of diagnostic 
models(Wang and Wang 2023). For example, the limited variability in medical datasets can 
make models more vulnerable to adversarial attacks, as small, imperceptible changes to the 
input data can lead to incorrect diagnoses (Silva and Najafirad 2020). Such vulnerabilities 
undermine the model’s robustness, as the system fails to maintain high performance under 
adversarial conditions (Krizhevsky et al. 2017). Table 3 provides an overview of evaluations 
of the impact of robustness techniques in medical diagnostic systems, as has been docu-
mented across various studies. The table highlights the effectiveness of these techniques 
on different medical datasets, such as imaging and patient records, ultimately emphasizing 
their role in improving diagnostic accuracy and system reliability.

3.8  ML for robust diagnoses: applications

ML for Robust Diagnoses is a rapidly growing field that has the potential to revolutionize 
the way medical diagnoses are made. To elaborate, Machine learning (ML) algorithms can 
be used to process vast amounts of data from medical imaging, genetic sequencing, and 
electronic health records to help diagnose complex diseases (Alves et al. 2021). The robust-
ness of ML models is crucial to their effectiveness in medical diagnoses. In this section, we 
will discuss how unsupervised learning, supervised learning, semi-supervised learning, and 
reinforcement learning can be used to improve the robustness of ML models in medical 
diagnosis systems (Abbas 2022).

1.	 Unsupervised Learning Unsupervised learning is a type of ML that involves training 
models on data that has no pre-existing labels or categories. Instead, the algorithm 
identifies patterns and relationships in the data to ultimately create its own classifica-
tions (Casolla et al. 2020). Unsupervised learning can be used to identify groups of 
patients with similar medical conditions or to detect anomalies in medical images. By 
identifying patterns and outliers in the data, unsupervised learning can help improve the 
robustness of medical systems (Shen et al. 2021).

2	 Supervised Learning This is a type of ML that involves training models on labeled 
data to predict new, unlabeled data (Muhammad and Yan 2015). In medical systems, 
supervised learning can be used to predict a patients’ likelihood of developing a certain 
medical condition based on their symptoms or medical history. By accurately clas-
sifying patients into different medical conditions, supervised learning can improve the 
robustness of medical systems (Żurański et al. 2021).

3	 Semi-Supervised Learning Semi-supervised learning is a type of ML that involves train-
ing models on a combination of labeled and unlabeled data. This approach is particu-
larly useful in medical systems where labeled data may be limited or difficult to obtain. 
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By using both labeled and unlabeled data, semi-supervised learning can improve the 
accuracy and robustness of ML models in medical systems (Reddy et al. 2018).

4	 Reinforcement Learning Reinforcement learning is a type of ML that involves train-
ing models to make decisions based on rewards and punishments. In medical systems, 
reinforcement learning can be used to recommend treatment options based on patient 
outcomes. By learning from patient outcomes, reinforcement learning can help improve 
the robustness of medical systems (Kaelbling et al. 1996).

Figure 7 provides a visual introduction to the application of machine learning algorithms 
in improving the robustness of medical systems through adversarial training. The figure 
illustrates the process by which a convolutional neural network (CNN), a class of deep 
learning algorithms that is particularly adept at processing visual data, is trained to with-
stand adversarial examples. In the first phase, which is labeled as “Adversarial Training,” 
training images are processed by adding perturbations—intentional distortions that are cre-
ated by manipulating the input data based on the gradient of the loss with respect to the 
input image (input gradient). These perturbations are typically small and imperceptible, but 
they are designed to mislead the AI model. By training CNN on both original and perturbed 
images, the model learns to recognize and resist these adversarial patterns, thus improving 
its reliability.

The robust CNN architecture is detailed and includes layers such as convolutional layers 
for feature extraction, batch normalization layers for learning stabilization, ReLU (Recti-
fied Linear Unit) for non-linear activations, and denoise both inter-layers and intra-layers, 
which serve to reduce the noise in the data. The final part of the network consists of fully 
connected layers that make the ultimate classification decision. During the testing phase, 
new images (testing images) are subjected to adversarial attacks—similar perturbations are 
used to evaluate the network’s performance under adversarial conditions (Pansota et al. 
2021). The application of ML algorithms in medical systems has great potential to improve 

Fig. 7  A comparative look at robust CNNs: adversarial applications in medical image analysis
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the accuracy and efficiency of diagnoses. However, to ensure the effectiveness of these 
models, their robustness must be carefully considered. By utilizing different types of ML 
approaches, such as unsupervised learning, supervised learning, semi-supervised learning, 
and reinforcement learning, we can improve the reliability of medical systems and ulti-
mately achieve improved patient outcomes.

The integration of machine learning algorithms with medical imaging techniques has 
revolutionized the field by automating aspects of image analysis and providing radiologists 
with invaluable support in their diagnostic interpretations (Roland et al. 2022). By leverag-
ing the power of machine learning, healthcare professionals can process vast amounts of 
imaging data to detect abnormalities with greater accuracy and efficiency. Machine learning 
models can learn from labeled datasets and identify complex patterns and subtle features 
in medical images that may be difficult to detect through human observation alone (Cen et 
al. 2022).

This synergy between machine learning and medical imaging holds immense potential 
to expedite the identification of critical conditions, thus enabling prompt interventions and 
ultimately improving patient outcomes. By providing the ability to assist in disease iden-
tification, predict disease progression, and guide personalized treatment plans, machine 
learning in medical image diagnostics has become an invaluable tool in modern healthcare 
practices.

ML algorithms can also play an essential role in genomics research, where they can help 
analyze genetic sequencing data to identify potential disease markers and develop targeted 
therapies (Javed et al. 2023). By examining massive sets of genomic data, machine learning 
models can discover intricate patterns and relationships that may not be easily discernible 
through human analysis alone. This capability opens new possibilities in precision medi-
cine, where treatment can be tailored to an individual’s genetic makeup, thus optimizing 
efficacy and minimizing adverse effects. Incorporating machine learning into electronic 
health records (EHRs) is also a very promising approach. ML models can leverage the 
wealth of information contained in EHRs to identify patterns, risk factors, and correlations 
across diverse patient populations.

However, applying machine learning techniques to the diagnosis and treatment of dis-
eases has the potential to revolutionize healthcare practices (Liu et al. 2022). Advancements 
in machine learning algorithms have revolutionized medical systems, thus offering unprec-
edented precision and dependability. Adversarial training, which is a technique in which 
models are exposed to manipulated inputs, equips these systems with the ability to resist 
subtle perturbations that could lead to diagnostic errors.

The robust CNN’s ability to correctly classify these manipulated images, despite the 
presence of adversarial perturbations, indicates its robustness and reliability for medical 
diagnostic purposes. A few of the numerous ways that the machine learning improves the 
diagnosis are mentioned below:

1.	 Medical Imaging Analysis Machine learning algorithms can learn from large datas-
ets of annotated medical images to accurately detect and classify abnormalities. Deep 
learning models, such as convolutional neural networks (CNNs), can analyze image 
features and patterns to help radiologists make more precise diagnoses (ur Rehman et 
al. 2018; Niyirora et al. 2022). Transfer learning techniques enable pre-trained models 
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to be adapted to specific medical imaging tasks, thus reducing the need for extensive 
labeled data (ur Rehman et al. 2019).

2.	 Disease Prediction and Progression Machine learning models can analyze diverse 
patient data, including demographic, genetic, and lifestyle factors, to predict the risk 
of developing specific diseases (Anter and Abualigah 2023). Longitudinal data analysis 
and predictive modeling techniques can help identify the patterns of disease progres-
sion, thus facilitating more timely interventions. Ensemble models and interpretable 
machine learning approaches can increase prediction accuracy and provide insight into 
the factors influencing disease progression (Koçak et al. 2023).

3.	 Personalized Treatment Approaches By integrating genetic data, clinical records, and 
treatment outcomes, machine learning algorithms can identify the biomarkers that are 
associated with drug response and tailor treatment plans accordingly. Reinforcement 
learning techniques can optimize treatment strategies by learning from patient feedback 
and adapting treatment plans over time. Collaborative filtering and recommendation 
systems can aid in selecting optimal drug combinations based on patient characteristics 
and previous treatment responses (Abd-Ellah et al. 2023).

4.	 Genomic Analysis Machine learning algorithms can analyze large-scale genomic datas-
ets to identify disease-associated genetic variants, detect gene expression patterns, and 
predict disease risk. Feature selection techniques help identify the most relevant genetic 
features for disease diagnosis and treatment. Deep learning models can unravel com-
plex genetic interactions and discover new disease mechanisms (Elseddik et al. 2023).

5.	 Decision Support Systems Machine learning algorithms can analyze patient data, clini-
cal guidelines, and medical literature to provide evidence-based recommendations to 
healthcare professionals. Natural language processing (NLP) techniques make it pos-
sible to extract valuable information from unstructured clinical text, such as electronic 
health records and medical literature. Explainable AI techniques help generate transpar-
ent and interpretable decision support systems, which provides insight into the reason-
ing behind recommendations (Ahmad et al. 2023b).

6.	 Electronic Health Records (EHR) Analysis Machine learning algorithms can mine 
large-scale EHR data to identify patterns, risk factors, and correlations that are associ-
ated with specific diseases. Clustering and anomaly detection algorithms help iden-
tify patient subgroups and detect unusual patterns in EHR data. Time-series analysis 
techniques can identify patterns of disease progression and predict patient outcomes 
(Albayati et al. 2023).

7.	 Drug Discovery and Development Machine learning models can assist in the virtual 
screening of large chemical libraries to identify potential drug candidates with desired 
properties (Sugimoto et al. 2023). Generative models and reinforcement learning can 
aid in de novo drug design and optimization. Predictive models can assess drug safety 
profiles and identify potential adverse effects during the early stages of drug develop-
ment (Wang et al. 2022c).

8.	 Precision in Oncology Machine learning algorithms can integrate genomic data, clini-
cal records, and treatment outcomes to predict optimal treatment options for cancer 
patients (El-Ghany et al. 2023). Survival analysis techniques can be used to select 
patient subgroups with different prognoses and guide personalized treatment deci-
sions. Radiomics, which combines medical imaging and machine learning, can extract 
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quantitative features from images to predict tumor behavior and response to treatment 
(Bordoloi et al. 2023).

9.	 Remote Patient Monitoring Machine learning algorithms can analyze sensor data from 
wearable devices to remotely monitor vital signs, activity levels, and disease-specific 
indicators. Anomaly detection algorithms can flag deviations from normal physiologi-
cal patterns, thus alerting healthcare providers to potential health risks. Predictive 
models can anticipate deterioration in a patient’s condition, thus allowing for timely 
interventions and reduced hospital readmissions (Liu et al. 2023).

10.	 Medical Research and Clinical Trials Machine learning models can analyze large-scale 
clinical trial data to identify treatment efficacy, detect adverse effects, and identify 
subgroups of patients who respond best to specific interventions. Feature engineering 
and selection techniques can extract important predictors from clinical trial data, thus 
increasing the accuracy of treatment outcome predictions. Machine learning algorithms 
can assist in patient selection for clinical trials based on specific eligibility criteria, ulti-
mately achieving a more targeted and efficient recruitment process (Shim et al. 2023; 
Yadav et al. 2022).

11.	 Early Detection and Diagnosis Machine learning models allow for the early detec-
tion of diseases by identifying subtle patterns or biomarkers in patient data. Fusions of 
multi-modal data, such as genetic, imaging, and clinical data, help achieve more accu-
rate and comprehensive diagnoses. Ensemble learning techniques combine the predic-
tions of multiple models to improve diagnostic accuracy.

12.	 Prognostic Modeling Machine learning algorithms predict disease prognosis and esti-
mate patient outcomes based on various clinical and genetic factors. Longitudinal data 
analysis techniques can model disease progression over time and predict future out-
comes. Survival analysis methods estimate survival probabilities and identify prognos-
tic factors that influence patient outcomes (Elseddik et al. 2023).

13.	 Treatment Response Prediction Machine learning models are used to predict individual 
patient responses to specific treatments or interventions. Real-time patient monitoring 

Fig. 8  Adversarial perturbations in medical diagnostics: a visual explanatio
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data is integrated with machine learning algorithms to personalize treatment decisions 
and optimize response rates. Interpretable machine learning methods are used to iden-
tify key factors influencing treatment response and thereby guide treatment selection 
(Anooj et al. 2023; Mahoto et al. 2023).

14.	 Clinical Risk Assessment Risk prediction models are developed using machine learning 
to identify patients who are at high risk of developing specific diseases or complica-
tions. Electronic health records, genetic data, and lifestyle factors are included to assess 
individual risk profiles. Machine learning can also identify risk factors and optimize 
risk stratification strategies in clinical practice (Zhang et al. 2023b). However, Fig. 8 
depicts the process of generating adversarial examples from original medical images, 
which is a key concept for studying the robustness of AI in medical diagnosis. Generat-
ing adversarial examples, as depicted in the diagram, are essentially an application of 
machine learning that is intended to test and enhance the precision and reliability of 
diagnostic models (Dai et al. 2023). In machine learning, particularly in the context of 
medical diagnostics, it is crucial that models are not only accurate but also resilient to 
various types of data perturbations. Adversarial examples serve as a tool that can be 
used to challenge and evaluate the robustness of these models (Priya and Dinesh 2023).

By intentionally adding noise or perturbations to medical images and observing whether the 
AI model can still correctly diagnose the condition, researchers can identify vulnerabilities 
in a model. This process can be used to refine models, thus making them more resistant to 
potential real-world variations and adversarial attacks. Therefore, this practice is considered 
to be vital to the development of machine learning applications that maintain high precision 
in medical diagnoses under a wide range of conditions (Bhandari et al. 2023).

The original chest X-ray image is shown in the first row. Adversarial perturbations (visual 
noise that is often imperceptible to the human eye) are added to this image. These pertur-
bations are calculated by an algorithm and are designed to be small (scaled by a factor of 
epsilon above 255, where epsilon is a small value) but sufficiently effective to mislead an AI 
system. The result is an adversarial example, which is an image that looks almost identical 
to the original to a human but contains carefully crafted distortions that can cause the image 
to be misclassified by an AI model (Tsai et al. 2023). The second row follows the same 
process with a fundus photograph, which is used to diagnose conditions that are related 
to the retina. Again, adversarial perturbations are added to the original image to obtain an 
adversarial example. The purpose of creating such examples is to test and improve the AI 
systems’ resistance to such subtle attacks that can potentially lead to incorrect diagnoses 
(Muoka et al. 2023).

In each of these applications, machine learning techniques provide the basis for harness-
ing the power of extensive and complex data sets. They efficiently navigate through multiple 
layers of information, whether the information consists of clinical trials, imaging genomics, 
or electronic health records, to discern patterns that may elude traditional methodologies. 
Their prowess extends beyond mere diagnosis; they empower medical professionals by pre-
dicting treatment outcomes, facilitating early disease detection, and personalizing medical 
interventions based on individual patient data. This is reinforced by combining multi-modal 
data sources, from genetics to medical imaging, thus ensuring a comprehensive analysis that 
leads to more accurate and timely medical decisions.
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Application Data 
used

ML 
techniques

Purpose Benefit for 
healthcare

Challenges Potential 
impact

Required 
expertise

Medical 
Imaging 
Analysis

Anno-
tated 
medi-
cal 
images

CNNs, 
Transfer 
Learning

Detect and 
classify 
abnormalities

Assists 
in precise 
diagnoses

Requires 
extensive 
labeled 
data

Improved 
diagnostic 
accuracy

High (Data 
Science, 
Radiology)

Disease 
Predic-
tion and 
Progression

Pa-
tient 
demo-
graph-
ics, 
ge-
netic, 
life-
style 
factors

Predictive 
Modeling, 
Ensemble 
Models

Predict disease 
risk, iden-
tify progression 
patterns

Timely 
interven-
tions, 
improved 
outcomes

Interpret-
ability of 
models

Preven-
tative 
healthcare 
strategies

Moderate 
to High 
(Epidemi-
ology, Data 
Science)

Person-
alized 
Treatment 
Approaches

Ge-
netic 
data, 
clini-
cal 
re-
cords, 
treat-
ment 
out-
comes

Reinforce-
ment 
Learning, 
Collabora-
tive Filtering

Tailor treatment 
plans, identify 
biomarkers

Personal-
ized patient 
care

Integrating 
diverse 
data types

Enhanced 
treatment 
efficacy

High (Ge-
netics, Data 
Science)

Genomic 
Analysis

Ge-
nomic 
datas-
ets

Feature 
Selec-
tion, Deep 
Learning

Identify genetic 
variants, predict 
disease risk

Novel 
disease 
mecha-
nisms 
discovery

Handling 
large-scale 
data

Advances 
in genom-
ics and 
person-
alized 
medicine

High 
(Genetics, 
Bioinfor-
matics)

Decision 
Support 
Systems

Pa-
tient 
data, 
clini-
cal 
guide-
lines, 
medi-
cal 
litera-
ture

NLP, 
Explainable 
AI

Provide 
evidence-based 
recommenda-
tions

Enhance 
clinical 
decision-
making

Requires 
high-qual-
ity data 
sources

More 
informed 
clinical 
decisions

Moderate 
to High 
(Health 
Informat-
ics, AI)

Electronic 
Health 
Records 
(EHR) 
Analysis

EHR 
data

Clustering, 
Time-Series 
Analysis

Identify pat-
terns, predict 
patient 
outcomes

Insight into 
disease 
correlations

Pri-
vacy and 
security 
concerns

Better 
popula-
tion health 
manage-
ment

Moderate 
(Health 
Informat-
ics, Data 
Science)

Drug Dis-
covery and 
Develop-
ment

Chem-
ical 
librar-
ies

Generative 
Models, 
Predictive 
Modeling

Screen for drug 
candidates, 
predict safety 
profiles

Faster drug 
discovery

Compu-
tational 
costs

Acceler-
ated drug 
market 
entry

High (Phar-
macol-
ogy, Data 
Science)

Table 4  Comparative analysis of machine learning innovations in healthcare delivery
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Application Data 
used

ML 
techniques

Purpose Benefit for 
healthcare

Challenges Potential 
impact

Required 
expertise

Precision 
Oncology

Ge-
nomic 
data, 
clini-
cal 
re-
cords, 
treat-
ment 
out-
comes

Survival 
Analysis, 
Radiomics

Predict treat-
ment options, 
understand 
tumor behavior

Personal-
ized cancer 
treatment

Data 
heteroge-
neity and 
integration

Improved 
cancer 
treatment 
outcomes

High 
(Oncol-
ogy, Data 
Science)

Remote 
Patient 
Monitoring

Sensor 
data 
from 
wear-
ables

Anomaly 
Detection, 
Predictive 
Modeling

Monitor pa-
tients remotely, 
alert health 
risks

Reduced 
hospital 
readmis-
sions

Data 
interpreta-
tion and 
accuracy

Enhanced 
chronic 
disease 
manage-
ment

Moderate 
(Health 
Informat-
ics, Data 
Analysis)

Medical 
Research 
and Clini-
cal Trials

Clini-
cal 
trial 
data

Feature En-
gineering, 
Machine 
Learning 
Algorithms

Identify treat-
ment efficacy, 
optimize trials

Improved 
clini-
cal trial 
outcomes

Com-
plex trial 
designs

More 
efficient 
clinical 
research

High 
(Clinical 
Research, 
Data 
Science)

Early De-
tection and 
Diagnosis

Multi-
modal 
data 
(ge-
netic, 
imag-
ing, 
etc.)

Ensemble 
Learning, 
Fusion 
Techniques

Early detection 
of diseases

More com-
prehensive 
diagnoses

Requires 
advanced 
data 
analysis

Early in-
terventions 
and better 
outcomes

High (Data 
Science, 
Clinical 
Medicine)

Prognostic 
Modeling

Clini-
cal 
and 
ge-
netic 
factors

Longitu-
dinal Data 
Analysis, 
Survival 
Analysis

Predict progno-
sis and patient 
outcomes

More 
informed 
clinical 
decisions

Long-
term data 
collection

Improved 
life expec-
tancy and 
quality of 
life

Moderate 
to High 
(Epidemi-
ology, Data 
Science)

Treatment 
Response 
Prediction

Pa-
tient 
moni-
toring 
data, 
treat-
ment 
data

Inter-
pretable 
Machine 
Learning

Predict treat-
ment responses

Optimized 
treatment 
efficacy

Dynamic 
treatment 
adaptation

Personal-
ized and 
adaptive 
therapies

Moderate 
to High 
(Clinical 
Medicine, 
Data 
Science)

Table 4  (continued) 
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As the amounts of medical data grow exponentially, these machine learning models 
also evolve, thus showcasing greater accuracy in addition to the ability to discover new 
information, such as disease subtypes or drug interactions. The emphasis on explainable AI 
also ensures that diagnostic and prognostic decisions remain transparent and interpretable, 
which strengthens trust among both clinicians and patients. Therefore, machine learning not 
only augments the medicine’s capacity for diagnosis and treatment but also ensures that a 
more holistic and patient-centric approach to healthcare is taken.

Table 4 summarizes the vital roles that machine learning (ML) plays in healthcare, high-
lighting key applications from image analysis to drug discovery. It compares data types, ML 
techniques, goals, and benefits while also considering implementation challenges and poten-
tial impacts on healthcare, ultimately providing a snapshot of ML’s transformative influence 
on medical diagnostics and patient care. The “Potential Impact” column in this table aims 
to provide insights into how these applications might change healthcare outcomes, patient 
care, and medical research in the long term. The “Required Expertise” column indicates the 
interdisciplinary knowledge necessary to develop and implement machine learning applica-
tions, which often require a combination of domain expertise in healthcare and technical 
knowledge in data science and machine learning.

4  Assessing and improving robustness: tools and techniques

In the emerging field of deep learning, as models become increasingly sophisticated, it is 
paramount to ensure their robustness against adversarial attacks. Adversarial attacks intro-
duce subtle and often unnoticeable changes to the input data to mislead the model, which 
makes them a serious problem, particularly in critical applications like medical diagnosis. 
As summarized in Fig. 9, several packages and libraries have been developed to evaluate 
and increase the reliability of machine learning models in the face of these challenges:

Fig. 9  Overview of existing packages for AI model robustness and security
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4.1  Adversarial robustness toolbox (ART)

The Adversarial Robustness Toolbox is a comprehensive library that provides a wide range 
of tools and techniques that can be used to analyze and enhance the resilience of machine 
learning models to adversarial attacks (Woldeyohannes 2021). In particular, it offers vari-
ous attack methods, defense mechanisms, and evaluation metrics to assess the robustness 
of models. ART supports multiple deep learning frameworks, including TensorFlow and 
PyTorch, which makes it universally applicable to a variety of medical systems. ART is 
widely used and offers a rich set of functionalities. It provides a high level of flexibility in 
terms of attack and defense methods, thus allowing users to compare different techniques 
and assess their effectiveness in improving model robustness. ART also has an active com-
munity and receives continuous updates, which ensures that new advancements in robust-
ness research are incorporated into the library (Hu 2021).

Nicolae et al. (2018) introduced the Adversarial Robustness Toolbox (ART), which is a 
complete Python library intended to assist developers and researchers in protecting machine 
learning models from adversarial threats. ART offers resources for creating and implement-
ing defenses, assessing them through adversarial attacks, and measuring model robustness. 
The toolbox is compatible with a range of machine learning models, including deep neu-
ral networks, decision trees, and support vector machines. ART also accommodates com-
parisons of model robustness by allowing users to select a machine learning model and 
a dataset and then assess its baseline accuracy. Adversarial examples are generated using 
ART-supported attacks, such as the Fast Gradient Sign Method (FGSM) (Ruiz et al. 2022). 
The model’s accuracy in these adversarial examples provides an indication of its vulner-
ability. Defenses that are available for ART, like adversarial training or feature squeezing, 
can then be applied. The defended model’s performance on new adversarial examples can 
be evaluated and compared to the baseline defense or other defenses, ultimately providing a 
quantitative measure of its robustness (Qayyum et al. 2021).

Goodfellow et al. (2015) introduces the concept of adversarial examples and demon-
strates their effectiveness in fooling machine learning models. The authors of that study uti-
lized the CleverHans library to generate adversarial examples and evaluate their impact on 
various neural network architectures. That study discussed different attack methods that are 
implemented in CleverHans, such as the Basic Iterative Method (BIM) and Fast Gradient 
Sign Method (FGSM) methods, while presenting strategies to improve model robustness. 
Meanwhile, Kurakin et al. (2017) explored the vulnerability of machine learning models to 
adversarial attacks at scale. To this end, they used the CleverHans library to generate adver-
sarial examples and evaluated their impact on multiple classifiers, including deep neural 
networks. That study investigated the transferability of adversarial examples across dif-
ferent models along with the effectiveness of various defense mechanisms. The use of the 
CleverHans library allowed the authors to experiment with different attack and defense 
strategies on a large scale.

Papernot et al. (2016) also introduced the CleverHans library itself, providing an over-
view of its features, functionality, and usage. The authors highlighted the importance of 
benchmarking and evaluating the robustness of machine learning models against adver-
sarial attacks and ultimately presented CleverHans as a comprehensive toolbox for conduct-
ing such evaluations. They discussed the attack methods implemented, including FGSM, 
BIM, and Carlini-Wagner L2 attack. That study also demonstrated the usage of CleverHans 
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for adversarial training and showcased its compatibility with popular machine learning 
frameworks.

4.2  Foolbox

Foolbox is another popular Python library for generating and evaluating adversarial attacks 
against machine learning models. It supports various attack methods, including gradient-
based attacks, decision-based attacks, and score-based attacks. Foolbox is compatible with 
multiple deep learning frameworks, such as PyTorch, TensorFlow, and Keras, thus making it 
suitable for assessing the resilience of medical systems (Rauber et al. 2020). It also provides 
a user-friendly interface for generating adversarial attacks and evaluating their effective-
ness. It offers a wide range of attack algorithms, which facilitates more comprehensive com-
parisons. However, compared to ART, Foolbox may have a smaller set of pre-implemented 
defense mechanisms (Rauber et al. 2020).

Rauber et al. (2017) introduced the Foolbox library and its features for use in comparing 
the reliability of machine learning models. The authors discussed various attack methods 
implemented in Foolbox, such as the Projected Gradient Descent (PGD), Fast Gradient Sign 
Method (FGSM), and DeepFool. They also demonstrated the usage of Foolbox to evaluate 
the robustness of various models, including deep neural networks, against these attacks. 
The paper also drew attention to the extensibility and ease of use of the Foolbox package. 
In another study, Dong et al. (2020b) presented a comprehensive evaluation of different 
adversarial attacks and defenses for image classification models. They utilized the Foolbox 
library to implement various attack methods, including FGSM, PGD, and CW (Carlini and 
Wagner) attacks, to generate adversarial examples. The researchers then evaluated the effi-
ciency of various defense strategies in countering these attacks while using Foolbox as a 
comparison framework (Xie et al. 2020).

4.3  IBM adversarial robustness toolbox (ART)

The IBM Adversarial Robustness Toolbox (Nicolae et al. 2018) is an extensive open-source 
library that is dedicated to machine learning security. It offers a range of tools and tech-
niques to evaluate and improve the resilience of models against adversarial attacks. ART 
supports different attack techniques, defense mechanisms, and model certification methods. 
It also includes tools that can be used for data preprocessing, feature extraction, and visual-
ization (Nicolae et al. 2018).

IBM ART is similar to the Adversarial Robustness Toolbox mentioned earlier, but it also 
has additional features and enhancements. It offers a comprehensive set of robustness analy-
sis features and provides state-of-the-art model certification techniques. IBM ART is actively 
maintained and continuously updated, thus providing access to the latest advancements in 
resilience research (Nicolae et al. 2018). Xie et al. (2020) introduced a novel approach 
called Robust Representation Matching (RRM), which transfers the robustness of a model 
that has been trained against adversarial attacks to another model designed for the same task, 
regardless of architectural differences. Under the influence of the student–teacher learning 
paradigm, RRM introduces a distinctive training loss that motivates the student model to 
adopt the robust characteristics of the teacher model. Compared to existing methods, RRM 
has excellent model performance and significantly reduces the training time required for 
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adversarial training. On the CIFAR-10 dataset, RRM trains a robust model approximately 
1.8 times faster than the current state-of-the-art model. Notably, RRM remains effective 
even when applied to higher-dimensional datasets. On Restricted-ImageNet, RRM achieves 
an impressive improvement in training speed of approximately 18 times for a ResNet50 
model compared to standard adversarial training techniques.

4.4  AI Fairness 360

AI Fairness 360 (Bellamy et al. 2019) is an open-source toolkit created by IBM Research 
that offers a suite of metrics, algorithms, and methods for reducing bias, with the ultimate 
aim of evaluating and improving the fairness and resilience of machine learning models. It 
encompasses features for identifying bias, assessing fairness, and training models with fair-
ness considerations (Trewin 2018).

Usage: Researchers and practitioners who are interested in addressing bias and fair-
ness issues in machine learning models can apply AI Fairness 360, which has been used 
in research papers focusing on algorithmic fairness, bias mitigation, and fairness-aware 
learning (Bellamy et al. 2019). Bellamy et al. (2019) introduced AI Fairness 360 (AIF360), 
a novel open-source Python toolkit that is specifically designed for algorithmic fairness. 
AIF360 is released under the Apache v2.0 license and serves two main objectives: to facil-
itate the seamless integration of fairness research algorithms into industrial applications 
and to establish a standardized framework to help fairness researchers exchange and assess 
algorithms.

The AI Fairness 360 toolkit consists of numerous fairness metrics that can be tailored 
to both datasets and models. These metrics are accompanied by comprehensive explana-
tions, thus allowing users to thoroughly understand their interpretability and implications. 
AIF360 also incorporates advanced algorithms to mitigate bias in both datasets and mod-
els. To increase accessibility, it also provides an interactive web interface, thereby offering 
an intuitive introduction to the toolkit’s concepts and capabilities. This user-friendly inter-
face helps line-of-business users, researchers, and developers enrich the toolkit with new 
algorithms and enhancements while utilizing it for performance benchmarking purposes. 
AIF360 integrates a robust testing infrastructure to maintain code quality and reliability. By 
including these features, AIF360 aims to support the application of fairness principles in 
real-world scenarios and increase collaboration among fairness researchers.

4.5  Certified robustness to adversarial examples (Cleverhans v3)

Cleverhans v3 (Papernot et al. 2016) is an updated version of the CleverHans library that 
provides robustness certifications for machine learning models against adversarial attacks. 
It offers methods for computing certified lower bounds on adversarial accuracy and also 
provides certified defense techniques.

Usage: Researchers and practitioners who are interested in formally certifying the robust-
ness of machine learning models against adversarial attacks can use Cleverhans v3. It has 
been used in research papers addressing certified robustness, provable defenses, and robust 
training (Goodfellow et al. 2016). Asha and Vinod (2022) presented a comprehensive analy-
sis and comparison of three prominent adversarial machine learning (AML) tools: ART, 
CleverHans, and Foolbox, across various dimensions. The effectiveness of these tools was 

1 3

12  Page 58 of 107



Robustness in deep learning models for medical diagnostics: security…

examined by evaluating multiple adversarial samples. That study encompassed six differ-
ent adversarial attacks conducted on diverse datasets while considering a range of machine 
learning models, namely InceptionV3, ResNet, and Madry. The Cifar-10 dataset was uti-
lized for ResNet, ImageNet was used for InceptionV3, and MNIST was used for Madry. 
Specifically, CleverHans with the InceptionV3 model achieved an impressive efficiency of 
0.95. The total attack accuracy and perturbation rate achieved by CleverHans were reported 
as 0.74 and 0.126, respectively. Overall, this analysis sheds light on the strengths and capa-
bilities of ART, CleverHans, and Foolbox in terms of the attack effectiveness, defense mech-
anisms, and subjective perception of perturbed outputs.

4.6  Robustness gym

Robustness Gym is a library that provides a unified environment that can be used in evaluat-
ing the robustness of machine learning models. It offers a set of standardized tasks, bench-
marks, and metrics for assessing model resilience to various types of attacks, including 
adversarial examples and data corruption (Goel et al. 2021).

Usage: Researchers and practitioners interested in benchmarking and comparing the reli-
ability of different machine learning models can utilize Robustness Gym. It has been used 
in a range of research papers focusing on robustness evaluation, benchmarking, and adver-
sarial defense. Goel et al. (2021) introduced Robustness Gym (RG) as an evaluation tool-
kit for assessing the robustness of natural language processing (NLP) systems. RG unifies 
four evaluation paradigms and provides a common platform for comparing and developing 
evaluation methods. One case study revealed the existence of performance degradation in 
sentiment modeling, while an analysis of named entity linking (NEL) systems and summa-
rization models highlights both challenges and performance differences. RG is ultimately 
useful for both practitioners and researchers in evaluating and analyzing NLP systems.

Ovaisi et al. (2022) proposed a comprehensive approach to reliability evaluation by 
considering multiple dimensions such as transformations, sub-populations, distributional 
disparity, attacks, and data sparsity. Although there are existing libraries that can be used 
to compare recommender system models, there is no dedicated software library for full 
assessments of resilience in various scenarios. As a significant contribution, we introduce 
Robustness Gym for RecSys (RGRecSys), which is a toolkit that is specifically designed to 
uniformly evaluate the robustness of recommender system models.

4.7  IBM federated learning toolkit

The IBM Federated Learning Toolkit (IBM 2022) is a software library designed to support 
secure and privacy-conscious machine learning within the federated learning framework. It 
offers resources and methods for training models on decentralized data without exchanging 
raw data, thus maintaining privacy and increasing robustness.

Usage: Researchers and developers interested in federated learning and secure collab-
orative training can utilize the IBM Federated Learning Toolkit, which has been used in 
research papers focusing on privacy-preserving machine learning, distributed learning, and 
secure aggregation (IBM). Lo et al. (2022) explored a number of architectural patterns that 
were specifically developed to address the design challenges that are specific to federated 
learning systems. These patterns present adaptable solutions to frequently occurring issues 
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in the software architecture design which have been derived from an extensive review of the 
relevant literature. Covering a variety of elements such as client and model management, 
model training and aggregation, as well as configuration, these patterns are synchronized 
with the various state transitions observed throughout the federated learning model’s life-
cycle. This offers a crucial direction for effectively integrating these patterns into the archi-
tecture of federated learning systems.

Choudhury et al. (2019) presented a novel federated learning framework that was spe-
cifically designed to address these challenges. This framework makes it possible to train 
a global model from locally stored health data across multiple sites while ensuring two 
levels of privacy protection. First, this has the advantage of avoiding the need to transfer 
or share raw data during the model training process, thus preserving the confidentiality of 
sensitive information. Secondly, it incorporates a differential privacy mechanism to provide 
additional safeguards against potential privacy attacks. A comprehensive evaluation using 
electronic health data from one million patients in two healthcare applications demonstrates 
the effectiveness and viability of the proposed federated learning framework. The results 
highlight its ability to enhance privacy protection while maintaining the utility and effec-
tiveness of the global model.

4.8  MIST (ML-driven intrusion detection system)

MIST is a machine learning-driven Intrusion Detection System (IDS) library. It provides 
algorithms and tools that can be used to detect and mitigate security threats and intrusions 
in computer networks. MIST combines machine learning techniques with network traffic 
analysis to identify anomalous patterns and potential attacks (Otoum 2019).

Usage: Researchers and practitioners in the field of network security and intrusion detec-
tion can use MIST to develop robust IDS solutions. It has been used in research papers 
focusing on network security, anomaly detection, and intrusion prevention (Otoum 2019). 
However, Alsarhan et al. (2021) introduced a novel approach by utilizing a support vec-
tor machine (SVM) for MIST (Machine learning-driven Intrusion Detection System) in 
VANET. SVM offers a number of computational advantages due to its structural charac-
teristics, such as efficient handling of finite samples and independence between algorithm 
complexity and sample dimension. Intrusion detection in VANET poses a non-convex 
and combinatorial problem that requires the use of intelligent optimization algorithms to 
increase the accuracy of the SVM classifier. Particle swarm optimization (PSO), Genetic 
algorithm (GA), and ant colony optimization (ACO) are used as optimization techniques in 
that study. The experimental findings highlight the superiority of GA over those other two 
optimization algorithms in terms of performance.

Ge et al. (2021) presented a new approach to intrusion detection in the IoT by employing 
a customized deep learning technique. That approach utilizes a sophisticated IoT dataset, 
which includes authentic IoT traces and realistic attack scenarios such as denial of ser-
vice, distributed denial of service, data gathering, and data theft. A multi-class classification 
model—i.e., a feed-forward neural network with embedding layers—is designed specifi-
cally to handle high-dimensional categorical features. The study also uses transfer learning 
to process these features, ultimately facilitating the development of a binary classifier using 
another feed-forward neural network model. After thorough testing, the proposed method 
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exhibits high accuracy in classification tasks for both binary and multi-class models, thus 
confirming its efficiency in detecting intrusions in IoT environments.

4.9  DeepSecure

DeepSecure is a Python library that focuses on deep learning-based security applications. 
It offers tools and models for tasks such as malware detection, intrusion detection, and 
network traffic analysis. DeepSecure provides pre-trained models and utilities for building 
robust and secure deep learning models in security domains (Rouhani et al. 2018).

Usage: Researchers and developers interested in applying deep learning techniques to 
security applications can utilize DeepSecure. It has been used in research papers focusing 
on deep learning for cybersecurity, malware detection, and network security (Kuadey et al. 
2021). Pandey et al. (2016) developed a secure identification framework using deep neural 
networks that was specifically tailored to template protection in face password systems. 
They utilized deep convolutional neural networks (CNNs) to learn how to convert face 
images into maximum entropy binary (MEB) codes. The efficacy of this method has been 
validated through experiments on the Extended Yale B, CMU-PIE, and Multi-PIE face data-
bases, where it achieved a high genuine accept rate (GAR) of 95% with a zero false accept 
rate (FAR), all while ensuring solid template security.

Pandey et al. (2015) introduced an innovative Deep Secure Encoding framework aiming 
to achieve secure classification with deep neural networks while emphasizing biometric 
template protection for facial recognition. This approach utilizes deep convolutional neural 
networks (CNNs) to link face classes and high entropy secure codes strongly. These codes 
are then hashed using standard hash functions like SHA-256, ultimately creating secure 
facial templates. The efficacy of this method was proven through tests on two well-known 
face databases, CMU-PIE and Extended Yale B, with the results exhibiting top-tier match-
ing performance. The key features of this approach include cancelability, high security, and 
the avoidance of impractical assumptions. The proposed scheme is also adaptable for use in 
both identification and verification modes, which enhances its versatility and applicability.

4.10  Microsoft SEAL (simple encrypted arithmetic library)

Microsoft SEAL is a library for performing homomorphic encryption operations, which 
facilitate secure computation on encrypted data. It offers tools and utilities for encrypt-
ing data, performing operations on encrypted data, and decrypting the results, ultimately 
enabling secure computation while preserving data privacy (Chen et al. 2017).

Usage: Researchers and developers interested in secure and privacy-preserving machine 
learning can utilize Microsoft SEAL in building robust and secure applications. It has been 
used in a number of research papers focusing on homomorphic encryption, secure multi-
party computation, and privacy-preserving analytics (Laine et al. 2017).

Natarajan and Dai (2021) developed SEAL-Embedded, the inaugural homomorphic 
encryption (HE) library tailored for embedded systems, while emphasizing the CKKS 
approximate homomorphic encryption scheme. This library integrates numerous compu-
tational and algorithmic enhancements along with a sophisticated memory re-use strat-
egy. These features ultimately enable efficient memory use and high-performance CKKS 
encoding and encryption on embedded devices, thus maintaining robust security. This 
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makes SEAL-Embedded a complete solution for creating privacy-focused applications. As 
an example of its utility, it can perform asymmetric encryption of 2048 single-precision 
numbers in just 77 ms on the Azure Sphere Cortex-A7 platform and 737 ms on the Nordic 
nRF52840 Cortex-M4 platform, all within a modest 136 KB RAM footprint.

Laine and Player (2016) introduced the Simple Encrypted Arithmetic Library (SEAL) as 
a comprehensive and meticulously crafted homomorphic encryption library. Our primary 
objective was to develop a solution that not only exhibited robust engineering and clear 
documentation but also operated independently without relying on external dependencies. 
We aimed to make SEAL accessible to a wide range of users, including experts and indi-
viduals with limited or no cryptographic expertise. This library can be accessed at http://
sealcrypto.codeplex.com and is made available under the MSR License Agreement, while 
ensuring compliance with licensing requirements and intellectual property rights.

4.11  Seldon Alibi

Seldon Alibi is a Python library that provides tools and algorithms for machine learning 
model inspection, explainability, and debugging. It offers techniques for model interpreta-
tion, adversarial detection, and outlier detection, ultimately enabling the evaluation and 
improvement of model robustness and security (Klaise et al. 2021).

Usage: Researchers and practitioners interested in model explainability and robustness 
can utilize Seldon Alibi to analyze and enhance the trustworthiness of machine learning 
models. It has been used in research papers focusing on model interpretability, adversarial 
detection, and model debugging.

Klaise et al. (2021) presented Alibi, a Python library (available at https://github.com/
SeldonIO/alibi) designed to provide transparent insights into machine learning model pre-
dictions. This open-source library provides sophisticated algorithms for explainability in 
both classification and regression models which are suitable for both model-agnostic (black-
box) and model-specific (white-box) situations. Alibi Explain supports various data types 
(tabular, text, images) while also offering both local and global explanation capabilities. 
With its unified API, users can easily work with explanations in a consistent manner. To 
ensure reliability, Alibi Explain follows the best development practices, as it undergoes 
extensive testing for code correctness and algorithm convergence in a continuous integra-
tion environment. The library provides comprehensive documentation on methods, usage, 
and theoretical backgrounds, which are accompanied by a collection of practical use cases. 
As a production-ready toolkit, Alibi Explain integrates with machine learning deployment 
platforms like Seldon Core and KFServing, and it also offers distributed explanation capa-
bilities using Ray.

Rosa et al. (2022) focused on explainable artificial intelligence (XAI), which has recently 
come to be used across various scientific disciplines, thus shedding light on the rationale 
behind machine learning predictions. By offering transparency and interpretability, XAI 
techniques enhance trust and improve outcomes in decision-making processes driven by 
artificial intelligence. The use of XAI can be particularly valuable in the realm of human 
mobility research, as it promotes confidence in AI-driven analyses. That study presents a 
comparative analysis of XAI methods in the context of a regression problem related to smart 
human mobility. Decision Tree, LIME, SHAP, and Seldon Alibi are employed as explain-
able approaches to characterize human mobility patterns using a dataset derived from New 
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York Services. The obtained results demonstrate that all of these approaches yield insights 
and indicators that are meaningful in addressing our research problem.

4.12  IBM AI Explainability 360

IBM AI Explainability 360 is an open-source library that focuses on providing interpret-
ability and explainability techniques for machine learning models. It offers a comprehensive 
set of algorithms and visualizations to help understand and explain the decisions made by 
models, thus enhancing their trustworthiness and robustness (Arya et al. 2021).

Usage: Researchers and practitioners interested in model interpretability and transpar-
ency can utilize IBM AI Explainability 360. It has been used in research papers focusing on 
explainable AI, model interpretability, and model debugging (Ganapavarapu et al. 2023).

Arya et al. (2022) noted the increasing demand for explanations in the context of artificial 
intelligence and machine learning algorithms, which come from a range of stakeholders 
such as citizens, regulators, experts, and developers. In response to these diverse needs, 
they introduced AI Explainability 360, an open-source software toolkit, in 2019. This tool-
kit encompasses ten advanced methods for explainability and two evaluation metrics. This 
paper presents an evaluation of the toolkit’s impact through multiple case studies, statistical 
analyses, and feedback from the community. The results underscore the varied benefits and 
enhancements experienced by different user groups who have adopted this toolkit, including 
the independent LF AI & Data Foundation. The paper also highlights the toolkit’s adaptable 
design, showcases instances of its usage, and emphasizes the availability of comprehensive 
educational resources and documentation for users.

Bellamy et al. (2019) discussed the growing significance of fairness in machine learn-
ing models, particularly in critical domains like mortgage lending, hiring practices, and 
prison sentencing. To address this issue, they introduced AI Fairness 360 (AIF360), an 
open-source Python toolkit released under the Apache v2.0 license which is accessible at 
https://github.com/ibm/aif360. The purpose of this toolkit is to promote the integration of 
fairness research algorithms with real-world applications and establish a common platform 
for fairness researchers to exchange and assess algorithms. AIF360 offers a wide array of 
fairness metrics for both datasets and models along with comprehensive explanations. It 
also includes algorithms to mitigate bias in both data and models. The toolkit also features 
an interactive web interface that serves as a user-friendly introduction for individuals in 
various roles, including line-of-business users, researchers, and developers. This helps users 
extend the toolkit by incorporating their own algorithms and enhancements while facilitat-
ing performance benchmarking.

4.13  OpenDP

OpenDP is a library that provides differential privacy features to analyze and share sensitive 
data while maintaining privacy. It offers mechanisms for adding noise to data, perform sta-
tistical analysis on differentially private data, and enable privacy-aware data collaborations.

Usage: Researchers and practitioners who are interested in privacy-preserving data anal-
ysis and secure data sharing can utilize OpenDP. It has been used in research papers focus-
ing on differential privacy, secure data collaboration, and privacy-aware analytics (Tian 
2023). Tian (2023) introduced an extension to the OpenDP library software framework that 
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enables it to handle differential privacy (DP) composition with adaptive privacy budgets 
using Renyi Differential Privacy (RDP). The authors achieved that by developing a Renyi 
filter and odometer, and they then established their privacy guarantees through a generaliza-
tion of RDP Adaptive Composition. They also implemented a constructor that converts any 
odometer into a filter, thereby extending the applicability of their results. These advance-
ments facilitate the practical deployment of machine learning algorithms and interactive 
query interfaces in real-world scenarios, ultimately allowing for adaptive updates to the 
privacy budget.

4.14  DeepArmor

DeepArmor is a comprehensive endpoint protection platform that leverages machine learn-
ing to detect and prevent advanced cyber threats, including malware, ransomware, and zero-
day attacks. It uses deep learning models and behavioral analysis to identify and mitigate 
security risks in real time, thus providing robust security for endpoints.

Usage: Organizations and individuals concerned with securing their endpoints from 
advanced cyber threats can deploy DeepArmor as part of their security infrastructure. It 
has been used in research papers and industry applications focusing on endpoint security, 
machine learning-based threat detection, and malware prevention.

Ji et al. (2019) focused on the cognitive systems and machine learning techniques that 
have had great benefits in various applications. However, the recent surge in adversarial 
attacks, encompassing data poisoning, evasion attacks, and exploratory attacks, poses a 
threat to machine learning methods and can expose sensitive model parameters. To address 
these challenges, the authors of that study introduced DeepArmour, a cognitive system for 
malware classification and defense against adversarial attacks. Their approach relies on a 
voting system comprising three distinct machine-learning malware classifiers: random for-
est, multi-layer perceptron, and structure2vec. DeepArmour also incorporates adversarial 
countermeasures such as feature reconstruction and adversarial retraining to bolster robust-
ness. In evaluating DeepArmour on a dataset featuring 12,536 malware samples spanning 
five categories, they found that it achieved an accuracy of 0.989 through tenfold cross-
validation. They also conducted a white-box evasion attack on the dataset to assess the 
system’s resilience, with DeepArmour demonstrating an accuracy of 0.675 for the generated 
unknown adversarial attacks. After retraining with just 10% adversarial samples, DeepAr-
mour’s accuracy improved to 0.839.

Table 5 serves as an analytical guide that can be used to compare and contrast two spe-
cialized machine learning packages that are designed with an emphasis on security and 
robustness in AI applications: secML and TensorFlow Privacy. Meanwhile, Table 6 pro-
vides an overview and comparative analysis of various security-oriented machine learning 
packages that are designed to enhance robustness in AI applications. While these packages 
address general AI and machine learning security needs, their relevance extends to medi-
cal diagnostics, where the use of specialized medical datasets like ChestX-ray14 or BraTS 
necessitates the development of robust defenses against adversarial and privacy threats to 
ensure reliable and secure medical diagnoses.
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5  Measuring robustness: quantitative approaches and evaluation 
techniques

In machine learning, robustness refers to a model’s ability to perform well and make accu-
rate predictions across various conditions, inputs, and scenarios. Evaluating the robustness 
of a model is a crucial aspect of ensuring its reliability and generalization beyond the train-
ing data. Here are some common metrics and approaches used to evaluate the robustness of 
machine learning models that are also summarized in Fig. 10:

5.1  Adversarial testing

Adversarial testing entails deliberately adding minor alterations to the input data to evaluate 
the model’s susceptibility to attacks (Gaur et al. 2022). Adversarial examples are crafted 
to cause the model to make incorrect predictions while remaining imperceptible to human 
observers (Huang and Li 2023). Metrics like accuracy on adversarial examples and robust-
ness against various attack methods (e.g., Projected Gradient Descent, Fast Gradient Sign 
Method) can be used in these cases. In the context of medical diagnosis, adversarial test-
ing can simulate different lighting conditions, image qualities, or even variations in patient 
demographics. The model’s performance should ideally remain stable and accurate despite 
these perturbations (Hendrycks and Gimpel 2017).

The concept of adversarial examples involves perturbing input data to cause a neural 
network to misclassify it. The Fast Gradient Sign Method (FGSM) is an efficient approach 
that is used to generate of adversarial examples. The process can be mathematically sum-
marized as follows:

Given an input data point x , its true label y_true , a neural network with a loss function 
L , and a small perturbation ε:

Compute the gradient of the loss with respect to the input data:

	 ∇_xL (x, y_true) .

This step involves calculating the gradient of the loss function (L) with respect to the input 
data (x). y_true  represents the true label of the input data. The gradient (∇_x ​) represents 
the direction in which the loss would increase the most if one were to tweak the input data. 
This is calculated using backpropagation.

Normalize the gradient:

	 ∇_xL (x, y_true) / ||∇_xL (x, y_true)|| .

After the gradient has been obtained, it is normalized to ensure that the direction of the 
gradient is maintained but that the magnitude is scaled to 1. This is done by dividing the 
gradient by its norm (∥⋅∥), which is the length of the gradient vector. Normalizing the gradi-
ent ensures that the modifications to the input data are made in the direction that affects the 
loss the most while keeping the scale of the changes consistent.

Create an adversarial example by adding the normalized gradient scaled by

	 ε : x_adversarial = x + ε * sign (∇_x L (x, y_true)) .
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Finally, an adversarial example is created by adding a small perturbation to the original 
input data (x). The perturbation is the sign of the gradient multiplied by a small factor (ε ), 
which controls the magnitude of the change. The function sign (⋅⋅) returns the sign of each 
element in the gradient vector (i.e., + 1 or − 1), which is used to create a small change in 
the input that is likely to change the model’s prediction. Therefore, the adversarial example 
(xadversarial) is a slightly modified version of the original input that is intended to mislead 
the model into making an incorrect prediction.

Madry et al. (2018) delve into the creation of adversarial examples and the vulnerabilities 
they reveal in neural networks. In particular, they discussed different techniques for gener-
ating adversarial examples, such as the Fast Gradient Sign Method, and they highlighted 
the importance of adversarial training to enhance model robustness against these attacks. 
Meanwhile, Goodfellow et al. (2015) proposed the concept of adversarial examples—inputs 
that differ slightly from the original data and cause misclassification of deep neural net-
works. The authors investigated how these adversarial perturbations affect neural networks 
and introduced the Fast Gradient Sign Method (FGSM) as an efficient method for generat-
ing adversarial examples. That study also focused on the observation that neural networks, 
despite achieving impressive performance on clean data, are susceptible to small changes 
in the input that humans can barely perceive. The results show that adversarial examples 
exploit the linearity of the neural networks’ decision boundaries and that even imperceptible 
perturbations can lead to incorrect predictions. The paper also suggests adversarial training 
as a potential solution to enhance model robustness. By augmenting the training dataset with 
adversarial examples and training the model to classify them correctly, the model becomes 
more resistant to adversarial attacks. This approach introduces a form of regularization that 
encourages the model to behave consistently, even in the presence of perturbations.

However, that study focused primarily on understanding the existence of adversarial 
examples and their creation while offering limited guidance on practical defense strate-
gies. The proposed adversarial training method might require substantial computational 
resources and can be vulnerable to stronger attack methods. The trade-off between accuracy 
and robustness is yet to be thoroughly explored, and the effectiveness of adversarial training 
on complex tasks is yet to be fully understood. Further studies could investigate practical 
adversarial defense mechanisms beyond adversarial training, such as input preprocessing, 
regularization techniques, and model ensembles. Such studies could also explore ways to 
improve the efficiency and scalability of adversarial training methods, ultimately making 
them more accessible for real-world applications. Some of the adversarial defenses are men-
tioned in Table 7.

5.2  Domain generalization and transfer learning

Evaluating a model’s performance across different domains or datasets is important to 
ensure its robustness. If a model trained on one dataset performs well on another previously 
unseen dataset, that indicates that the model has learned to generalize and is less sensitive 
to data distribution shifts. Healthcare datasets can come from various hospitals, equipment, 
and demographics. Domain generalization techniques assess a model’s generalization abil-
ity across diverse data sources. In this case, evaluation involves testing the model’s perfor-
mance on data from hospitals or regions that were not part of its training set.
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Package 
name

Description Main 
features

Application/usage Effective 
approaches 
to robustness 
(advantages)

Limitations/
disadvantages

Imple-
mented 
defens-
es

secML 
(Pintor 
et al. 
2022)

A Python 
library for 
secure and 
explainable 
machine 
learning

Secure, 
robust 
AI & 
ML 
support
It can 
imple-
ment 
Evasion 
and
Poison-
ing 
attacks

Researchers and 
practitioners 
interested in secure 
and explainable 
machine learning

Offers a 
comprehensive 
set of features 
for secure and 
explainable ma-
chine learning
Supports mul-
tiple machine 
learning tasks 
and models

May have a learn-
ing curve for users 
unfamiliar with the 
library
Limited community 
support compared 
to more widely used 
libraries

1. 
Coun-
termea-
sures 
against 
evasion
2. 
Coun-
termea-
sures 
against 
poison-
ing

Tensor-
Flow 
Privacy 
(Ramage 
and Mc-
Mahan 
2017)

An exten-
sion of 
TensorFlow 
for privacy-
preserving 
machine 
learning

Imple-
ments 
differ-
ential 
privacy 
tech-
niques 
in Ten-
sorFlow 
and 
Enables 
privacy-
aware 
model 
training
Not 
explic-
itly de-
signed 
for 
adver-
sarial 
attacks 
but 
focuses 
on pre-
venting 
data 
leakage

Researchers and 
practitioners con-
cerned with privacy 
in machine learning

Seamlessly 
integrates with 
TensorFlow, a 
widely used ma-
chine learning 
framework
Offers a range 
of differen-
tial privacy 
techniques

Limited support for 
models implemented 
using frame-
works other than 
TensorFlow
Requires familiar-
ity with differential 
privacy concepts and 
techniques

1. 
Differ-
ential 
privacy 
mecha-
nisms
2. 
Noise 
addi-
tion 
tech-
niques

Table 6  Overview and comparative analysis of security-oriented machine learning packages for robust AI 
applications
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Package 
name

Description Main 
features

Application/usage Effective 
approaches 
to robustness 
(advantages)

Limitations/
disadvantages

Imple-
mented 
defens-
es

IBM 
Dif-
ferential 
Privacy 
Library 
(Bassily 
and 
Smith 
2015)

A collection 
of differen-
tial privacy 
algorithms 
and mecha-
nisms 
developed 
by IBM 
Research

Offers 
Private 
data 
analy-
sis, 
synthet-
ic data 
genera-
tion
Not de-
signed 
for 
adver-
sarial 
attacks

Researchers and de-
velopers interested 
in incorporating 
differential privacy 
techniques

Provides a 
range of dif-
ferential privacy 
algorithms and 
mechanisms
Supports priva-
cy-preserving 
data analysis 
and sharing

May require 
additional imple-
mentation effort 
for integrating with 
existing systems
Limited documenta-
tion and community 
support compared 
to more widely used 
libraries

Differ-
ential 
privacy 
mecha-
nisms, 
like the 
La-
place 
and 
Gauss-
ian 
mecha-
nisms

Open-
Mined 
(Ayre 
2023)

An open-
source com-
munity and 
platform for 
privacy-
preserving 
machine 
learning 
and secure 
data col-
laboration

Pro-
vides 
tools, 
librar-
ies, and 
frame-
works 
for 
privacy-
enhanc-
ing 
technol-
ogies

Researchers and de-
velopers interested 
in building privacy-
preserving and 
secure ML models

Offers a wide 
range of 
privacy-enhanc-
ing tools and 
libraries
Supports 
various privacy 
preserving tech-
niques, includ-
ing federated 
learning and se-
cure multi-party 
computation

May have a steeper 
learning curve due 
to the complexity of 
privacy-preserving 
techniques
Limited support 
for certain machine 
learning frameworks 
or architectures

1. Fed-
erated 
learn-
ing 
mecha-
nisms
2. En-
crypted 
compu-
tation 
meth-
ods

Table 6  (continued) 
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Package 
name

Description Main 
features

Application/usage Effective 
approaches 
to robustness 
(advantages)

Limitations/
disadvantages

Imple-
mented 
defens-
es

OWASP 
(Burato 
et al. 
2017)

An orga-
nization 
focused on 
improving 
software 
security, 
offering 
resources, 
guidelines, 
and tools 
for web 
application 
security

Com-
prehen-
sive 
set of 
resourc-
es and 
tools 
for web 
applica-
tion 
security
It can 
imple-
ment 
many 
attacks, 
like 
Base 
Class 
Evasion 
Attacks, 
Base 
Class 
Poison-
ing 
Attacks, 
etc

Developers and se-
curity professionals 
aiming to enhance 
web application 
security

Offers a wealth 
of resources 
and tools for 
web application 
security
Provides 
vulnerability 
scanning and 
secure coding 
guidelines

Focuses primarily 
on web application 
security and may not 
cover other domains
The rapidly evolving 
threat landscape may 
necessitate frequent 
updates and adjust-
ments to security 
practices

Coun-
termea-
sures 
against 
evasion
Coun-
termea-
sures 
against 
poison-
ing

Artificial 
Intel-
ligence 
Robust-
ness 
Toolbox 
(Fawzi 
et al. 
2016)

A Python 
library for 
evaluating 
and enhanc-
ing the 
robustness 
of machine 
learning 
models 
against 
adversarial 
attacks

Pro-
vides 
tools 
and 
algo-
rithms 
for gen-
erating 
adver-
sarial 
samples
It can 
imple-
ment—
Fast 
Gradi-
ent Sign 
Method 
(FGSM)
Jaco-
bian-
based 
Salien-
cy Map 
Ap-
proach 
(JSMA)

Researchers and 
practitioners inter-
ested in assessing 
and improving 
model robustness

Enables evalua-
tion and analy-
sis of model 
robustness 
against adver-
sarial attacks
Provides 
techniques 
for generating 
adversarial 
samples and 
hardening 
models

Primarily focuses on 
robustness against 
adversarial attacks 
and may not cover 
other types of 
vulnerabilities
May require careful 
configuration and 
parameter tuning for 
effective use

ART.
de-
fences.
detec-
tor.
evasion
ART.
de-
fences.
detec-
tor.
poison

Table 6  (continued) 
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Package 
name

Description Main 
features

Application/usage Effective 
approaches 
to robustness 
(advantages)

Limitations/
disadvantages

Imple-
mented 
defens-
es

ART
(adver-
sarial 
robust-
ness 
toolbox) 
(Nicolae 
et al. 
2018)

An open-
source 
library for 
adversarial 
robustness 
and gen-
eralization 
of machine 
learning 
models

Offers 
tools 
and 
algo-
rithms 
for 
adver-
sarial 
attacks 
and 
defenses
It can 
also 
imple-
ment 
many 
attacks, 
like 
Base 
Class 
Evasion 
Attacks, 
Base 
Class 
Infer-
ence 
Attacks, 
etc

Researchers and 
practitioners inter-
ested in evaluating 
and improving 
model robustness

Provides a wide 
range of tools 
and algorithms 
for adversarial 
robustness and 
generalization
Supports 
adversarial 
training and 
robust model 
evaluation

May require ad-
ditional compu-
tational resources 
and time for certain 
adversarial attack 
methods
Some methods may 
impact model per-
formance or require 
careful parameter 
tuning

ART.
de-
fences.
detec-
tor.
evasion
Subset 
Scan-
ning 
Detec-
tor
Binary 
Activa-
tion 
Detec-
tor
Binary 
Input 
Detec-
tor, 
Data 
Prov-
enance 
Defense
ART.
de-
fences. 
detec-
tor.
poison
Activa-
tion 
De-
fence
Spec-
tral 
Sig-
nature 
Defense

Table 6  (continued) 
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Package 
name

Description Main 
features

Application/usage Effective 
approaches 
to robustness 
(advantages)

Limitations/
disadvantages

Imple-
mented 
defens-
es

AI Fair-
ness 360 
(Bella-
my et al. 
2019)

A publicly 
available 
toolkit for 
evaluating 
the suscep-
tibility of 
machine 
learning 
models to 
adversarial 
examples

Pro-
vides 
metrics 
and 
algo-
rithms 
for 
measur-
ing and 
mitigat-
ing bias 
and 
fairness 
issues 
in ML 
models

Researchers and 
practitioners inter-
ested in addressing 
bias and fairness in 
ML models

Provides a 
comprehensive 
set of tools and 
metrics for bias 
and fairness 
evaluation
Offers algo-
rithms for bias 
mitigation and 
fairness-aware 
training

Requires careful 
consideration of 
fairness metrics and 
trade-offs in model 
development
May require ad-
ditional data prepro-
cessing and feature 
engineering for bias 
mitigation

Model 
expla-
nation 
and 
inter-
pret-
ability 
tech-
niques

Clever-
hans v3 
(Paper-
not et al. 
2016)

An open-
source 
library for 
benchmark-
ing the vul-
nerability 
of machine 
learning 
models to 
adversarial 
examples

Sup-
ports 
adver-
sarial 
training 
and ro-
bustness 
evalua-
tion

Researchers and 
practitioners inter-
ested in assessing 
model vulnerabil-
ity to adversarial 
attacks

Offers a wide 
range of adver-
sarial attacks 
and defenses 
for model 
vulnerability 
assessment
Supports adver-
sarial training 
and robustness 
evaluation

Some adversarial 
attacks may require 
additional computa-
tional resources and 
time
Some defenses may 
impact model per-
formance or require 
careful parameter 
tuning

1. 
Adver-
sarial 
train-
ing 
tech-
niques
2. 
Input 
trans-
forma-
tion 
meth-
ods

Robust-
ness 
Gym 
(Rau-
ber et al. 
2017)

A toolkit 
for evaluat-
ing and 
benchmark-
ing the 
robustness 
of machine 
learning 
models 
through 
various 
attacks and 
defenses

Pro-
vides a 
unified 
inter-
face for 
imple-
menting 
and 
evalu-
ating 
adver-
sarial 
attacks 
and 
defenses
Pertur-
bation 
tech-
niques 
for NLP

Researchers and 
practitioners inter-
ested in evaluating 
model robustness 
using standardized 
benchmarks

Offers a unified 
interface for 
implementing 
and evaluat-
ing adversarial 
attacks and 
defenses
Supports mul-
tiple domains 
and machine 
learning models

May require addi-
tional computational 
resources and time 
for certain attack 
methods
Some defenses may 
impact model per-
formance or require 
careful parameter 
tuning

Offers 
evalu-
ation 
metrics 
for 
robust-
ness

Table 6  (continued) 
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Package 
name

Description Main 
features

Application/usage Effective 
approaches 
to robustness 
(advantages)

Limitations/
disadvantages

Imple-
mented 
defens-
es

IBM 
Feder-
ated 
Learning 
Toolkit 
(Ludwig 
et al. 
2007)

An open-
source 
toolkit for 
privacy-
preserving 
federated 
learning

Offers 
tools 
and 
frame-
works 
for 
devel-
oping 
privacy-
pre-
serving 
feder-
ated 
learning 
systems

Researchers and 
developers inter-
ested in privacy-
preserving federated 
learning

Provides tools 
and frameworks 
for privacy-pre-
serving feder-
ated learning
Supports dis-
tributed training 
and model 
aggregation
Ensures privacy 
guarantees for 
data sharing

Requires careful 
consideration of 
privacy risks and 
legal requirements 
in federated learning 
setups
May have a learning 
curve for users unfa-
miliar with federated 
learning concepts 
and frameworks
Limited support 
for certain machine 
learning frameworks 
or architectures

Differ-
ential 
privacy 
mecha-
nisms

Deep-
Armor 
(deep-
armor.
com)

An 
endpoint 
protection 
platform 
that uses 
AI to detect 
and prevent 
malware 
attacks

Pro-
vides 
tech-
niques 
for 
quan-
tifying 
and 
miti-
gating 
infor-
mation 
leakage 
in ML 
models

Security profession-
als and organiza-
tions looking for 
AI-based malware 
detection and pre-
vention solutions

Provides 
real-time threat 
intelligence 
and proac-
tive defense 
capabilities
Supports end-
point protection 
across various 
platforms 
and operating 
systems
Actively 
updated with 
evolving threat 
intelligence

Primarily focuses on 
malware detection 
and prevention and 
may not cover other 
aspects of model 
security
Requires a subscrip-
tion or other licens-
ing for commercial 
use
Limited customiza-
tion options com-
pared to open-source 
solutions

Real-
time 
threat 
intel-
ligence 
and 
proac-
tive 
defense 
capa-
bilities

Mi-
crosoft 
SEAL 
(Fawaz 
et al. 
2021)

An open-
source ho-
momorphic 
encryption 
library for 
secure com-
putation on 
encrypted 
data

Utilizes 
AI and 
machine 
learning 
tech-
niques 
for ad-
vanced 
mal-
ware 
detec-
tion and 
preven-
tion

Researchers and 
practitioners 
interested in secure 
computation and 
privacy-preserving 
machine learning

Provides a com-
prehensive set 
of homomor-
phic encryption 
techniques and 
operations
Supports 
various machine 
learning tasks 
on encrypted 
data

Requires familiarity 
with homomorphic 
encryption concepts 
and techniques
May have a learn-
ing curve for users 
unfamiliar with 
encryption-based 
computation
Some operations 
may require addi-
tional computational 
resources and time

Homo-
mor-
phic 
encryp-
tion 
tech-
niques

Table 6  (continued) 
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Package 
name

Description Main 
features

Application/usage Effective 
approaches 
to robustness 
(advantages)

Limitations/
disadvantages

Imple-
mented 
defens-
es

Seldon 
Alibi 
(Klaise 
et al. 
2021)

An open-
source 
library for 
machine 
learning 
model 
explain-
ability and 
monitoring

Enables 
secure 
compu-
tation 
on en-
crypted 
data 
using 
homo-
morphic 
encryp-
tion 
tech-
niques

Researchers and 
practitioners 
interested in model 
explainability and 
monitoring

Offers a range 
of tools and 
techniques for 
model explain-
ability and 
evaluation
Supports vari-
ous explainabil-
ity methods and 
metrics

May require careful 
selection and inter-
pretation of explain-
ability methods and 
metrics
Limited support 
for certain machine 
learning frameworks 
or architectures

Model 
expla-
nation 
and 
inter-
pret-
ability 
tech-
niques 
to 
under-
stand 
model 
vulner-
abili-
ties

IBM AI 
Explain-
ability 
360 (Ga-
napa-
varapu 
et al. 
2023)

An open-
source 
toolkit for 
explaining 
the deci-
sions and 
behaviors 
of machine 
learning 
models

Sup-
ports 
various 
explain-
ability 
methods 
and 
evalu-
ation 
metrics
Enables 
moni-
toring 
and 
drift de-
tection 
in ML 
models

Researchers and 
practitioners 
interested in model 
explainability and 
interpretability

Offers a com-
prehensive set 
of algorithms 
and tools for 
model explain-
ability and 
interpretability
Provides 
visualization 
and post-hoc 
explanation 
techniques

May require careful 
selection and inter-
pretation of explain-
ability methods and 
metrics
Limited support 
for certain machine 
learning frameworks 
or architectures

Various 
model 
ex-
plain-
abil-
ity and 
trans-
par-
ency 
tech-
niques 
to 
under-
stand 
and 
poten-
tially 
miti-
gate bi-
ases 
and 
vulner-
abili-
ties

OpenDP 
(Gaboar-
di et al. 
2020)

An open-
source 
library for 
differential 
private data 
analysis and 
machine 
learning

Pro-
vides a 
suite of 
algo-
rithms 
and 
tools for 
model 
explain-
ability 
and in-
terpret-
ability

Researchers and 
practitioners 
interested in 
privacy-preserving 
data analysis and 
machine learning

Offers a wide 
range of tools 
and algorithms 
for differential 
private data 
analysis
Supports 
various differ-
entially private 
mechanisms 
and models

Requires familiar-
ity with differential 
privacy concepts and 
techniques
May have limitations 
in handling complex 
privacy scenarios

Differ-
ential 
privacy 
mecha-
nisms 
for 
various 
data 
analy-
ses

Table 6  (continued) 

1 3

12  Page 74 of 107



Robustness in deep learning models for medical diagnostics: security…

Mathematical Representation In the context of machine learning, Domain Generaliza-
tion, and Transfer Learning are techniques used to ensure that a model M trained on one or 
more source domains D1, D2…. Dn can perform well on the target domain Dt, which may 
not have been seen during training. Domain Generalization involves training a model M on 
multiple source domains (M = Train (D1, D2…, Dn)) and then evaluating its performance 
on another target domain Performance (M, Dj) = Test (M, Dj)), where Dj is a domain that 
was not part of the training set. Meanwhile, Transfer Learning involves first training the 
Mpretrain model on the source domain Ds Mpretrain = Train (Ds)), then adapting it to the 
target domain Dt through a process denoted as Madapt = Adapt (Mpretrain, Dt), and finally 
evaluating the adapted model’s performance on the target domain Performance (Madapt, 
Dt) = Test (Madapt, Dt)). These methodologies are fundamental to creating robust models 
that can handle various types of data distributions and apply the knowledge that has been 
acquired in one or several domains to solve problems that are different yet related.

	 Mpretrain = Train (Ds)

	 Madapt = Adapt (Mpretrain,Dt)

	 Performance (Madapt,Dt) = Test (Madapt,Dt)

Research by Ganin et al. (2016) focuses on training models that can generalize well across 
different domains. They discuss methods to reduce the distribution gap between the source 
and target domains, thus allowing the model to perform effectively in unseen scenarios. 
Another study by Ganin and Lempitsky (2015) addressed the domain adaptation challenge, 
where a model trained on one dataset (source domain) is expected to generalize well to 
another dataset (target domain). The authors introduce an unsupervised domain adaptation 
technique that minimizes the difference between source and target domain feature repre-
sentations while retaining task-specific information. By minimizing the domain classifier’s 
accuracy and maximizing the task classifier’s accuracy, the model learns to disentangle 
domain-specific characteristics from task-related features. The paper demonstrates the effi-
cacy of their approach on various image classification tasks across domains. However, the 

Fig. 10  Overview of robustness evaluation techniques for machine learning models
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Table 7  Comparative analysis of adversarial defense techniques in medical applications
Method Effectiveness Computational 

efficiency
Scalability with 
large datasets

Real-world applica-
tion considerations

Multi-Perturba-
tion Adversarial 
Training

High robustness 
against diverse attack 
vectors

High compu-
tational cost 
due to multiple 
perturbations

Limited scalability; 
resource-intensive

Effective but may not 
be practical for real-
time applications

Misclassification-
Aware Adversarial 
Training

Strong defense by 
focusing on high-risk 
misclassifications

Moderate 
computational 
demands

More scalable but 
still requires careful 
tuning

Suitable for critical 
medical scenarios 
with fewer resource 
constraints

Global Attention 
Noise (GATN) 
Injection

Effective in disrupt-
ing adversarial 
patterns

Computation-
ally efficient

Scales well with 
large datasets

Practical for 
deployment in 
resource-limited 
environments, but 
varied effectiveness

Adversarial Logit 
Pairing (ALP)

Good improve-
ment in robust-
ness with pairwise 
regularization

Moderate 
computational 
overhead

Scalable with proper 
resource allocation

Balances robustness 
and efficiency, but 
requires careful hy-
perparameter tuning

Randomized 
Smoothing

Provides certified ro-
bustness with proba-
bilistic guarantees

Low computa-
tional cost

Highly scal-
able; simple 
implementation

Practical for large-
scale applications 
but may have lower 
robustness in certain 
scenarios

Input Gradient 
Regularization

Enhances robust-
ness by minimiz-
ing gradient-based 
vulnerabilities

High computa-
tional cost due 
to regulariza-
tion complexity

Limited scalability; 
resource-demanding

Effective but may 
slow down train-
ing, making it less 
suitable for urgent 
applications

Defensive 
Distillation

Moderately effec-
tive by reducing 
model sensitivity to 
perturbations

Low to moder-
ate computa-
tional demand

Scales well with 
moderate computa-
tional resources

Useful in scenarios 
where model inter-
pretability is key, but 
may be less effective 
against stronger 
attacks

Feature Squeezing Reduces attack 
surface by limiting 
input space

Low computa-
tional cost

Highly scalable; 
lightweight and easy 
to implement

Practical for real-
time applications 
with resource con-
straints, but may not 
defend against more 
sophisticated attacks

PixelDefend Effective against 
specific types of 
adversarial attacks 
by reconstructing 
inputs

High com-
putational 
demands due to 
complex input 
reconstruction

Limited scalability; 
not ideal for very 
large datasets

Suitable for targeted 
defense, but may 
be impractical for 
general use due 
to computational 
requirements

Spatial Smoothing Provides robustness 
against spatially lo-
calized perturbations

Low to moder-
ate computa-
tional cost

Scalable with careful 
implementation

Practical for certain 
types of medical 
images, but may not 
generalize well to all 
attack types
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domain-adversarial training method used in the research assumes that domain shift occurs 
at the feature level, which is not always applicable in real-world scenarios. The domain 
adversarial framework may not be sufficient to handle either extreme domain shifts or sce-
narios in which domain-specific information is crucial to the target task. That paper does not 
deeply address the impact of dataset bias or its potential transfer across domains. Further 
research could investigate more sophisticated domain adaptation techniques for feature- 
and task-level domain shifts. Another direction could involve addressing the challenge of 
extreme domain shifts and ensuring effective adaptation in scenarios with limited labeled 
target data.

5.3  Out-of-distribution (OOD) detection

Models should be able to detect when the input data presented to them differs significantly 
from their training data. Metrics such as the Area Under the Receiver Operating Charac-
teristic Curve (AUROC) can be used to evaluate a model’s ability to distinguish between 
in-distribution and out-of-distribution samples. The ability to detect OOD samples is critical 
in a medical system, as it prevents the model from making confident but incorrect diagnoses 
for conditions in which it has yet to be trained. An effective OOD detection mechanism 
ensures that physicians are alerted when the model encounters unknown cases, thus prompt-
ing them to review and confirm the diagnosis before taking further actions.

Mathematical Representation Out-of-distribution (OOD) detection often relies on the 
premise that the model should output different confidence scores for in-distribution (ID) and 
OOD samples. In a deep learning context, models trained with SoftMax as their final layer 
produce probability distributions over the classes. The confidence of a model on a particular 
input can be measured as the maximum SoftMax probability:

	 confidence (x) = maxiP (y = i|x)

where P(y = i∣x) is the SoftMax probability of class i given input x. This confidence is typi-
cally high for well-trained models on ID data. However, for OOD samples, the confidence 
should ideally be lower, indicating the model’s uncertainty.One standard method for OOD 
detection using deep neural networks involves the use of the temperature-scaled SoftMax. 
The equation then becomes:

	
confidence (x) = maxi

ezi/T∑
j e

zi/T

where zi is the logit for class i (i.e., the output of the model before the SoftMax), and T is the 
temperature parameter. By scaling with a higher temperature, the SoftMax outputs become 
more uniform (i.e., closer to a uniform distribution), which can make it easier to detect OOD 
samples based on their confidence scores. To assess the model’s capability to differentiate 
between ID and OOD samples, the Receiver Operating Characteristic (ROC) curve can be 
used. This curve illustrates the true positive rate (sensitivity) versus the false positive rate 
(1-specificity) for various confidence thresholds. The Area Under the ROC Curve (AUROC) 
provides a single metric for evaluating the model’s performance in detecting OOD samples. 

1 3

Page 77 of 107  12



H. Javed et al.

Specifically, an AUROC of 0.5 implies no discrimination, similar to random guessing, while 
an AUROC of 1.0 signifies error-free discrimination.In the context of a medical system:

1.	 High confidence in ID samples means that the model is confident in its training-based 
diagnosis.

2.	 Low confidence (or ideally, recognized as OOD) for OOD samples means the model 
assumes that it hasn’t seen such a case before and is uncertain about its prediction.

This mechanism can be a safety net to ensure that physicians intervene when the model 
encounters unknown conditions.

Out-of-distribution (OOD) detection is an active area of research, especially given the 
importance of robust and trustworthy machine learning models. Here are some research 
studies on OOD detection and related techniques in which several authors discussed OOD 
detection:

OOD detection is an important domain in deep learning that focuses on a model’s abil-
ity to recognize input that diverges substantially from its training distribution. Hendrycks 
and Gimpel (2017) introduced a foundational approach advocating the utilization of max 
SoftMax probability from neural network classifiers to differentiate misclassified and 
OOD instances. However, its simplicity represents a potential drawback; relying solely on 
SoftMax probabilities may miss more subtle cases of OOD. Subsequent works like Lee et 
al. (2018) offered unified solutions for OOD and adversarial attack detection, such as by 
employing temperature-scaled SoftMax variants. Nevertheless, this approach can be more 
computationally intensive, particularly for large models. Ren et al. (2019) proposed a likeli-
hood-ratio-based method that combines generative and discriminative models. The need to 
use a generative model, which is not always available or feasible, may represent a limitation. 
Choi et al. (2018) explored ensembles of generative models for robust OOD detection while 
employing the Watanabe-Akaike Information Criterion (WAIC) as a measure. However, 
using different ensemble methods may increase computational and memory requirements. 
While these contributions have significantly advanced the OOD detection field, a recurring 
theme is the trade-off between complexity, computational demands, and detection efficacy. 
Future works may benefit from exploring lightweight yet effective solutions, potentially 
through the development of hybrid approaches or the use of self-supervised learning para-
digms for different data distributions.

5.4  Robust feature representations

Evaluating the robustness of learned features is crucial for model performance. Robust fea-
tures withstand perturbations and enhance generalization across different scenarios. This 
evaluation involves stability metrics or comparing feature representations across different 
perturbed versions of the input data. Stability metrics assess how small changes in input data 
affect model predictions, particularly in medical diagnosis, where they are used to assess 
the impact of alterations in input data (such as lighting conditions in medical images) on 
the diagnoses made by the model. Greater stability in feature representations minimizes the 
likelihood of erratic diagnoses arising as a result of minor input variations.
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Robust feature representations aim to identify functions (typically nonlinear) that trans-
form raw input data into a space, highlighting and preserving intrinsic properties, even in 
the presence of noise or variations.

Definition: Let f : Rn → Rm  be a function (often a neural network) that maps raw 
input x ∈ Rn  to a feature representation z ∈ Rm .

Robustness: A representation z is considered to be robust if small perturbations 
in the input x only result in small perturbations in z. Formally, for a perturbed input 
‘x’ with ‖x− x′‖ 2 ≤ ε , the corresponding feature representations should be close, 

i.e., ‖f (x)− f (x′)‖ 2 ≤ δ , where δ is a small positive value.
Stability Metrics: Stability is often assessed by computing the Lipschitz constant of f.  

If L is the Lipschitz constant f, then for any x and ‘x’:

	 ‖f (x)− f (x′)‖ 2 ≤ L · ‖x− x′‖ 2

A smaller Lipschitz constant indicates more stable feature representations, meaning the rep-
resentation changes slowly as the input changes.

Disentanglement: Disentangled representations aim to separate out the independent 
factors of variation in the data. Let z = [z1, z2, ...zm] be the components of the feature 
representation. The representations are said to be disentangled if a change in one factor 
of variation in x predominantly changes only one zi while leaving others approximately 
unchanged.

Invariant Representations: Invariance implies that the feature representation remains 
unchanged under specific input transformations. Formally, if T is a transformation such that 
x′ = T (x), then an invariant representation ensures that f (x) ≈ f (x′) for all such trans-
formations within a set.

In a nutshell, robust feature representations mathematically encapsulate the idea that 
intrinsic data properties are captured in a manner that is resistant to noise, irrelevant varia-
tions, and specific transformations, ensuring stability, disentanglement, and invariance.

However, it is pivotal to include robust feature representations in the realm of deep learn-
ing, as this ensures that models extract salient and consistent patterns from data that remain 
invariant to various perturbations. One groundbreaking work in this area is by Goodfel-
low et al. (2015), which scrutinized the susceptibility of neural networks to adversarial 
examples and proposed adversarial training as a regularization method. While effective, 
adversarial training can be computationally expensive. Bengio et al. (2013) emphasized 
learning representations that are factorized over underlying explanatory factors, with their 
results suggesting that disentangling the learned features can improve robustness. However, 
explicitly enforcing disentanglement can sometimes lead to compromised performance. 
Moreover, Zhang et al. (2021) pointed out that deep neural networks can memorize noise 
and questioned the robustness of their learned representations. This brings forth the chal-
lenge of ensuring feature robustness without excessive memorization. A landmark work by 
Kornblith et al. (2019) used similarity metrics to assess the transferability and robustness 
of features, but their findings raised questions on the universality of these metrics across 
domains. Lastly, Sabour et al. (2017) introduced Capsule Networks that aim to learn spa-
tial hierarchies between features, thus ensuring more robust feature representations against 
adversarial attacks. However, scalability and computational efficiency remain challenges 
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for Capsule Networks. While strides have been made in learning robust features, the balance 
between computational efficiency, interpretability, and true robustness is a frontier yet to 
be fully navigated, suggesting that research should continue exploring hybrid methods and 
domain-specific adaptations.

5.5  Dataset shift and covariate shift

Changes in data distribution can impact a model’s performance. Metrics like the Wasser-
stein distance or Maximum Mean Discrepancy (MMD) can help quantify the divergence 
between training and test data distributions, thus providing insights into the model’s poten-
tial sensitivity to dataset shifts. Medical datasets often come from different populations, 
demographics, or even time periods. In medical diagnosis, evaluation could involve measur-
ing how well the model adapts to new patient groups without a significant loss of accuracy.

Dataset Shift At its core, a dataset shift occurs when the probability distribution that 
generated the training data Ptrain (X, Y ) differs from the one that generated the test data 

Ptest (X, Y ). Formally, we have a dataset shift if: Ptrain (X, Y ) �= Ptest (X, Y ).
There are different types of dataset shifts, but one of the most common forms is Covari-

ate Shift.
Covariate Shift Covariate shift occurs when the input distributions (or covariate distribu-

tions) differ between training and test sets, while the conditional distributions of the outputs 
given the inputs remain the same. Mathematically:

	 Ptrain (X) �= Ptest (X)

	 Ptrain (Y |X) = Ptest (Y |X)

Several techniques and metrics can be employed to handle and measure covariate shift:
Wasserstein Distance Used in the context of optimal transport, the Wasserstein distance 

(or Earth Mover’s Distance) between two distributions Ptrain  and Ptest  is the minimum 
mass transport cost that is needed to transform Ptrain  into Ptest . 1-Wasserstein distance 
is defined as: W1 (Ptrain, P test) = infγ ∈ Γ (Ptrain, P test)E (x, x′) ∼ γ [‖x− x′‖]
, where Γ (Ptrain, P test) denotes the set of all joint distributions on X ×X  with margins 
Ptrain  and Ptest . Understanding and measuring datasets and covariate shifts is crucial, 
particularly in domains like healthcare, where data distributions can vary across patient 
groups, demographics, and regions. Metrics like MMD and Wasserstein distance provide 
a solid basis for quantifying and subsequently accounting for these shifts, thus ensuring 
model robustness and reliability across varied distributions.

Dataset shift, particularly covariate shift, where the input distributions change while 
conditional distributions remain constant, poses significant challenges in machine learn-
ing applications. A seminal work by Shimodaira (2000) introduced weighting for re-weight 
training instances in an attempt to counteract covariate shifts. However, a limitation is that 
these weights can be noisy or even infeasible for high-dimensional data. Bengio et al. (2013) 
applied optimal transport, particularly the Wasserstein distance, to align distributions from 
different domains. Despite its mathematical elegance, its practical application can be com-
putationally intensive for large datasets. In another study, “Invariant Representations for 
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Causal Inference”, Gretton et al. (2012) explored invariant representations to ensure robust-
ness across different environments, pointing to the complex relationship between invariant 
features and covariate shift. However, extracting invariant features is not always a straight-
forward task. In the paper “Optimal kernel choice for large-scale two-sample tests”, Shi 
et al. (2021) provided a nonparametric approach that involved using the Maximum Mean 
Discrepancy (MMD) to measure distribution disparity, although it could have high com-
putational costs when used with large-scale datasets. In summary, while these works pres-
ent a strong foundation for addressing dataset shift, there is a recurring need to balance 
between robustness, computational efficiency, and adaptability to diverse, real-world shifts, 
suggesting that there is a path for hybrid methods or domain-adaptive architectures in future 
research (Sabour et al. 2017).

5.6  Certification and verified robustness

Some methods aim to guarantee a model’s robustness. These methods involve computing 
a certification bound, which measures how far the model’s predictions can deviate from 
certain perturbations. If the model’s predictions remain within the certified bound, it is con-
sidered to be robust. A certification of robustness ensures that the diagnostic model’s predic-
tions will remain within specified limits, even under adversarial conditions. In healthcare, 
this may mean providing confidence intervals for the predicted probability of diagnosis. 
Verified robustness guarantees that model diagnoses are accurate even when faced with 
perturbations. This can be achieved by incorporating medical knowledge into the model 
architecture.

Certification Bound Given a model f and an input x with the prediction y = f (x), the 
certification process involves identifying a bound ε  such that, for all perturbed inputs, ‘x’ 

satisfies ‖x′ − x‖ ≤ ε (typically within some standard, e.g., L2 norm), and the model’s pre-
diction f (x′) does not deviate beyond certain predefined limits. In other words, for the 

classifier:f (x′) = y  for all ‘x’ in the ε -ball around x.
Confidence Intervals in Healthcare In the context of healthcare, the certified bound can 

be interpreted as a confidence interval. Suppose the model predicts the probability p  of a 
particular diagnosis. A robustness certification can guarantee that, for perturbations in the 
ε , the predicted probability remains within the limits [p− δ, p + δ] ,  where δ  is a small 
deviation.

Verified Robustness While certification limits deviations, verified robustness often lever-
ages formal methods to provide more robust guarantees. This involves mathematically 
proving that the model’s predictions remain accurate under all possible perturbations in a 
defined set. Given a model f, an input x, and its perturbed versions ‘x’, the verified robust-

ness ensures: ∀x′ : ‖x′ − x‖ ≤ ε ⇒ f (x′) = y  This implies that, for all threshold pertur-

bations, the model’s predictions remain consistent with the original predictions.
To achieve verified robustness, particularly in domain-specific contexts like healthcare, 

domain knowledge can be incorporated into the constraints. For instance, in medical imag-
ing, perturbations that alter key image features (e.g., tumor size in a scan) cannot be specifi-
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cally considered, which would help ensure that the model’s predictions are consistent even 
under these medically relevant perturbations.

As an emerging field, the Certification and Verified Robustness has been the subject 
of extensive exploration to ensure model reliability under adverse conditions. A primary 
paper by Cohen et al. (2019) introduced a method to certify the robustness of deep neu-
ral networks using randomized smoothing, but it can have prohibitive computational costs 
in certain applications. In another work, Gehr et al. (2018) Raghunathan et al. presented 
a dual approach that could be used to provide verifiable robustness guarantees, although 
scalability for deeper networks remains a challenge. Raghunathan et al. (2018) used semi-
definite programming to offer robustness certification; the drawback is that it may not be 
sufficiently tight for use with all datasets. In a domain-specific context, Gehr et al. (2018) 
presented an approach where they integrated abstract interpretation with neural networks to 
guarantee robustness specifically for vision-based tasks, but the method’s generalizability 
in other fields is still under exploration. Finally, Singh et al. (2019) proposed an analysis 
framework using an abstract interpretation of deep neural network robustness, suggesting 
that domain-specific layers could improve certification boundaries. In summary, while these 
works present promising approaches for certification and verified robustness, challenges 
like computational cost, scalability, and domain specificity still require further exploration 
and refinement.

5.7  Ensemble and diversity-based approaches

Training multiple diverse models and combining their predictions can enhance robust-
ness. Disagreement among ensemble members can serve as an indicator of uncertainty and 
robustness. It is possible to use metrics like ensemble diversity and accuracy improvement 
compared to individual models. In medical diagnostics, using a set of diverse models can 
provide more accurate and robust diagnoses by aggregating multiple perspectives on the 
same patient case. For instance, an ensemble can include models that have been trained on 
different patient demographics, imaging modalities, or disease manifestations.

Ensemble Prediction Consider a set of N models {M1,M2, ...,MN} . Given an input x, 

the prediction of each model Mi  is yi = Mi (x) .  The ensemble prediction ŷ  can be an 
average for a majority vote: ŷ = mode {y1, y2, ..., yN} .

Diversity Metric Diversity can be quantified using various metrics. A simple metric is 

pairwise disagreement: D = 2
N(N−1)

N∑
i=1

N∑
j=i+1

d (yi, yj), where d (yi, yj) is a disagreement 

function (1 if yi �= yj  and 0 otherwise for classification).
Ensemble Accuracy Improvement The accuracy improvement of the ensemble over indi-

vidual models can be quantified as: ∆ = Aensemble − 1
N

N∑
i=1

AMi
, where Aensemble  is the 

accuracy of the ensemble and AMi  is the accuracy of the ith  model.
Uncertainty Estimation Disagreement among ensemble members can be used to estimate 

prediction uncertainty. For a classification task with classes C1, C2, ..., CK , the uncertainty 
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U can be derived from the entropy of the class probabilities: U = −
K∑
k=1

p (Ck) logp (Ck), 

where p (Ck) is the proportion of ensemble members predicting class Ck .
In the context of medical diagnosis, the ensemble approach’s power lies in aggregating 

predictions from models that might have been trained on diverse data sources or with dif-
ferent architectures. This aggregation reduces the risk associated with any single model’s 
biases or shortcomings and provides a broader, more reliable perspective on a patient’s case.

Ensemble methods have long been recognized for their potential to improve the predic-
tion accuracy and robustness in machine learning. Breiman’s seminal 1996 paper “Bagging 
Predictors” (Breiman 1996) was one of the first to describe how bootstrapped ensembles can 
reduce variance and increase generalizability. However, as Lakshminarayanan et al. claim, 
improved accuracy alone is not the only benefit. Zhou et al. (2002) in a study highlighting 
that deep ensembles can also serve as a tool for uncertainty estimation, which is crucial in 
healthcare applications. Meanwhile, Huang et al. (2017) introduced an efficient method for 
creating ensemble networks during a single training process, albeit sometimes at the cost 
of diversity. In terms of medical scenarios, Rajpurkar et al. (2017) pointed to the potential 
of ensembles to diagnose diseases using imaging data while also calling for the use of 
more diverse data sources to train individual models in the ensemble. Lastly, Zhou et al. 
(2002) stressed the significance of model diversity in the ensemble for achieving optimal 
performance, suggesting a focus on incorporating heterogeneity in the ensemble’s constitu-
tion. In summary, while ensemble methods promise enhanced robustness and accuracy, the 
challenges of maintaining diversity, computational efficiency, and adaptability to new data 
sources continue to encourage the search for innovative solutions.

5.8  Stability and sensitivity analysis

Evaluating how small changes in input data affect a model’s predictions can provide insight 
into its robustness. Sensitivity analysis involves perturbing inputs and measuring the result-
ing changes in predictions. The magnitude of these changes can be used to assess the mod-
el’s stability. Stability metrics evaluate how small changes in patient data affect the model’s 
diagnosis. Sensitivity analysis can help identify critical features for an accurate diagnosis. 
For example, analyzing the sensitivity of a medical image diagnostic system to variations in 
lighting conditions can provide insights into its robustness.

Stability and Sensitivity Analysis is fundamentally based on understanding how perturba-
tions to the input of a function (in this case, a model) can influence its output. Mathemati-
cally speaking, sensitivity analysis is a general term for a series of techniques that can be 
used to analyze systems by studying the relationships between input and output variables. A 
mathematical approach to Stability and Sensitivity Analysis can be elaborated upon in the 
following:

Sensitivity Analysis For a given model f, y = f (x), where x is our input data and y  is 
our prediction. The sensitivity S of the model to the input variable xi  can be described as:

	
Sxi =

δy

δxi
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This is the partial derivative of y with respect to xi, capturing how much y changes when 
xi  is perturbed. A higher value of S indicates greater sensitivity of the model to changes in 
that specific input.

Stability Analysis Stability can be thought of as the inverse of sensitivity. If a small per-
turbation in x causes a large change in y, the system is sensitive but unstable. Stability can 
be quantified by looking at the norm of the perturbation in the input space versus the output 
space:

	 δy = f (x + δx)− f (x)

If ‖ δy ‖  is small for a given ‖ δx ‖, the model can be considered stable with respect to 

this perturbation.
Application in Medical Imaging Considering a medical image diagnostic system, sup-

pose that I is the original image whereas ‘I’ is the same image but with altered lighting 
conditions. The sensitivity of the system to lighting variations can then be assessed using:

	
Slight =

δdiagnosis
δI ′

where the “diagnostics” function represents the model’s output. If Slight is large, it means 
the diagnosis is highly sensitive to changes in lighting, which is a concern in robustness. 
Generally, both stability and sensitivity analysis provide tools for assessing the robustness 
and reliability of models, particularly when working with critical applications like medical 
diagnoses.Recently, Moussa et al. (2022) discussed the integration of deep learning models 
with traditional sensitivity analysis, emphasizing that the interpretability of deep neural 
networks can be improved, although at the cost of increased computational demands. Mean-
while, in a large-scale study in Caigny et al. (2020), they applied sensitivity analysis to vari-
ous medical imaging tasks, finding that although the models showed increased robustness, 
there was a slight decrease in model accuracy in some edge cases. From a more theoreti-
cal point of view, Xiong et al. (2022) presented a comprehensive mathematical framework 
for stability analysis, although the proposed model requires further validation in various 
domains.

In an interesting approach by Campello et al. (2021), sensitivity analysis was applied to 
the area of natural language processing models. Their results highlight the susceptibility of 
NLP models to adversarial attacks, ultimately suggesting the need for more research in this 
area. Lastly, while these studies have substantially advanced our understanding in various 
ways, several limitations persist. As Jones noted, the computational intensity of integrating 
deep learning with sensitivity analysis may limit its scalability in real-world applications, 
while the observation of decreased accuracy in specific scenarios suggests the need for more 
detailed data preprocessing. The caution that must be taken when relying on a single mea-
sure of stability underscores the importance of adopting a multifaceted evaluation approach.

Moreover, to enhance the stability and sensitivity analyses, high-resolution sampling 
should be considered over the entire potential range of variations, and a variety of perturba-
tions, such as Gaussian noise and domain-specific disturbances, should be applied. Global 
sensitivity methods can offer insight into the entire input space, whereas model assem-

1 3

12  Page 84 of 107



Robustness in deep learning models for medical diagnostics: security…

bly can stabilize predictions. Leveraging regularization during training can prevent over-
reliance on specific features, and domain-informed data augmentations, like rotations in 
medical imaging, can mirror real-world variations. Continuously updating the sensitivity 
analysis following model alterations ensures that model behavior is understood in a timely 
manner.

5.9  Noise robustness

Introducing noise to the input data and evaluating how well the model maintains its perfor-
mance can indicate its robustness to noisy inputs. Metrics like Signal-to-Noise Ratio (SNR) 
or Mean Squared Error (MSE) can be used to quantify the model’s performance under noise. 
In medical diagnosis, noise can affect various types of data, such as medical images, patient 
records, or sensor readings. A noise-robust diagnosis system should be able to provide accu-
rate results even when the input data is corrupted by noise. For instance, a medical imaging 
system must be able to accurately diagnose a disease from an X-ray image, even if the image 
quality is affected by noise from the imaging device.

Noise robustness assesses a model’s resilience to variations or disturbances in its inputs.

Signal-to-Noise Ratio (SNR) This is a measure that quantifies the extent to which a sig-

nal has been corrupted by noise. Mathematically, SNR is defined as: SNR = Psignal
Pnoise

, where Psignal  is the power of the signal and Pnoise  is the power of the noise. In 

logarithmic decibel (dB) scale, it is given by: SNRdB = 10× log10

(
Psignal
Pnoise

)

Mean Squared Error (MSE) This measures the average squared difference between the esti-
mated values and the actual value. Given n true values y1, y2, ...yn  and their corre-

sponding predicted values ŷ1, ŷ2, ...ŷn , MSE is defined as: MSE = 1
n

n∑
i=1

(yi− ŷi)2

In the context of medical diagnosis, noise can originate from various sources, such as a 
shaky hand causing blur in an imaging scan, electrical interference in an ECG trace, or even 
inconsistencies in manual data entry in patient records. The goal of noise robustness is to 
ensure that such perturbations do not significantly alter the model’s predictions, ultimately 
achieving consistent and accurate medical diagnoses. Ensuring high SNR and minimizing 
the MSE are key indicators showing that the system is effectively handling noise and pro-
viding reliable outputs.

Over the years, several researchers in various domains have aimed to address the chal-
lenge of noise robustness. In the realm of speech recognition, Zhu et al. (2023) delved 
into techniques that could be used to enhance the robustness of DNNs against noisy data. 
However, a drawback is that the approach focuses primarily on speech data and might not 
have the ability to be generalized for other forms of data. They suggested further explora-
tion into multimodal data noise robustness. In the domain of computer vision, Krizhevsky 
et al. (2017), in a study primarily introducing the AlexNet architecture, also highlighted 
concerns related to noisy visual data. A drawback was the limited focus on real-world noisy 
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scenarios, suggesting the need for real-world dataset experimentation. For medical imag-
ing, a study by Manogaran et al. (2018) explored the Machine Learning Based Big Data 
Processing Framework for Cancer Diagnosis Using Hidden Markov Model and with GM 
Clustering. However, that study primarily focused on the framework’s application within 
controlled environments, leaving room for further research to improve upon it by evaluat-
ing its effectiveness in more variable and real-world clinical settings. In the broader area of 
machine learning, Li et al. (2013) provided foundational insights on the impact of noisy data 
on learning algorithms. A potential drawback is its broader scope, which might miss out on 
specific nuances of noisy data in specialized domains, thus suggesting a need for domain-
specific exploration. Lastly, “Generalization in Deep Learning” by Kawaguchi et al. (2022) 
offers a comprehensive view of the challenges and solutions related to noise robustness in 
deep learning models. Its main limitation is the primary focus on theoretical aspects, sug-
gesting the need for more empirical studies for validation.

5.10  Real-world testing

Deploying a model in real-world scenarios and collecting performance metrics in practical 
settings is one of the most conclusive ways to evaluate a model’s robustness. Deploying a 
medical system in healthcare environments and collecting performance metrics is crucial. 
However, the complexity of healthcare settings introduces challenges, such as patient condi-
tions and equipment variations. Therefore, controlled evaluation should complement real-
world testing to understand the model’s performance under diverse conditions.

A general mathematical framing of Real-world Testing is as follows: When evaluating a 
model using real-world testing, we typically consider a set S  of real-world scenarios. For 
each scenario si ∈ S , the model makes a prediction pi based on real-world input data xi . 

The true label or output for each scenario is denoted as yi .
The performance metric, which is often denoted as Performance (pi, yi), evaluates 

the difference or similarity between pi  and yi. Common metrics include accuracy, preci-
sion, recall, or even Mean Squared Error (MSE) for regression tasks.

The overall real-world performance P  can be defined as:

	 P = |S| 1
∑

i = 1 |S|Performance (pi, yi)

P is the overall performance. ∣S∣ represents the cardinality of the set S, which is the number 
of samples in the set. The summation ∑ indicates the summation of all samples indexed 
by i. i is the index of a sample in the set S. Performance(pi, yi) is a function or measure of 
performance for each sample, comparing the prediction pi with the true value or label yi.

In a landmark study, Pavlitska et al. (2023) underscored the vulnerabilities and chal-
lenges faced when deploying models outside the safety of labs. Similarly, “Deploying AI 
in Clinical Settings” by Fihn et al. (2019) delves into the intricacies of transitioning from 
simulation to real-world scenarios, particularly emphasizing the variance in patient demo-
graphics and equipment standards.
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Traditional non-AI diagnostic systems, which rely on conventional image processing 
and statistical techniques, are inherently more resistant to adversarial attacks due to their 
use of predefined rules and algorithms rather than complex data-driven models. This makes 
them more robust in certain scenarios, particularly when data integrity is compromised or 
when strict adherence to validated clinical protocols is required. However, this robustness 
often comes at the expense of lower overall performance compared to that of AI-based sys-
tems, particularly in handling large, complex datasets. While traditional methods excel in 
stable, well-defined conditions, they lack the scalability, precision, and adaptability that AI-
enhanced systems can provide in more dynamic and data-intensive environments (Roy et 
al. 2022). That said, several studies have highlighted specific scenarios in which traditional 
non-AI diagnostic methods may outperform AI systems regarding robustness and reliabil-
ity. For instance, traditional methods often exhibit superior performance in environments 
with poor data quality, such as those featuring low-resolution imaging or significant noise. 
Moreover, the image processing techniques used in traditional systems have been shown to 
maintain better diagnostic accuracy under such conditions compared to AI-based methods, 
which can be more sensitive to variations in data quality (Marulli et al. 2022). Another study 
emphasized the reliability of traditional clinical methods requiring strict adherence to vali-
dated protocols. In these cases, AI systems may struggle due to their reliance on large and 
diverse datasets, which may not always align with the specific requirements of established 
clinical protocols. Traditional systems, being rule-based and designed with specific clinical 
processes in mind, offer consistent and reliable outputs, which is crucial in highly controlled 
environments (Hu et al. 2022).

Table 8 provides a comprehensive overview of the robustness evaluation techniques and 
metrics used to assess the reliability of machine learning models, which serve as a critical 
resource for researchers and practitioners aiming to strengthen AI systems for various chal-
lenges. It can be used to determine distinct robustness types—adversarial, domain, noise, 
and more—with each having its own mathematical formulation, such as adversarial exam-
ples (Xadv) and domain features (XDi). The table further highlights the benefits of each 
approach, like improved model adaptability and safety guarantees, while also accounting 
for limitations, such as vulnerability to domain bias or information loss. By incorporating 
evaluation techniques like AUROC and calibration metrics, the table underscores the impor-
tance of rigorous validation methods to ensure model reliability in the face of adversarial 
attacks,

domain shifts, and other perturbations, which can help guide the development of more 
resilient AI applications.

6  Future directions and implementations

The robustness of deep learning stands as a bastion against the unpredictable nature of 
real-world data. It is a measure of a model’s ability to remain calm and accurate, even when 
faced with input data that is noisy, incomplete, or deliberately perturbed. As deep learning 
models become an increasingly integral part of various applications, ensuring their robust-
ness is not just a technical challenge—it is an imperative. Future research must enhance 
these models’ ability to withstand and adapt to the various types of data irregularities com-
mon in the dynamic environments in which these models operate.
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One significant gap lies in the models’ current ability to handle noisy and incomplete 
data. The next wave of research should aim to create algorithms that are inherently designed 
to be noise-resistant and that enable intelligent data attribution. Such models would be valu-
able in scenarios where the data collection process is particularly prone to interference or 
error. Developing sophisticated models to recognize underlying patterns in corrupted datas-
ets will also be essential. This involves improving data preprocessing stages and embedding 
robustness into the very architecture of neural networks.

The threat of adversarial attacks represents the next frontier in robustness research. While 
current models have begun incorporating defense against such attacks, there is a continuous 
arms race between attack mechanisms and defensive strategies. Future directions should 
focus on developing more complex, adaptive algorithms that can dynamically respond to 
new and evolving adversarial tactics. This requires a dual approach of both advancing the 
theoretical understanding of adversarial machine learning and translating this knowledge 
into practical defensive techniques.

Alongside adversarial resistance, another aspect that is often overlooked is the robustness 
of models to changes in their operating environment, known as domain robustness. Future 
research should explore how models can maintain performance when deployed in environ-
ments other than those in which they were trained. This is particularly relevant for models 
to be used on global platforms, where data distribution can vary significantly. Research in 
this area would fill a critical gap by ensuring the versatility and reliability of deep learning 
models, regardless of geographic or system differences.

To advance the robustness of large language models (LLMs), future research should 
prioritize the development of inherently noise-resistant algorithms and intelligent impu-
tation techniques to eliminate incomplete data. Particular emphasis should be placed on 
embedding robustness in neural architectures, enhancing adaptive defense against adver-
sarial attacks, and enriching theoretical knowledge to provide practical solutions. Fostering 
domain adaptability will also be crucial for the global application of LLMs, requiring new 
robustness benchmarks that capture the model’s resilience under varying conditions. This 
progress must be aligned with regulatory and ethical standards to ensure responsible deploy-
ment of the LLMs in real-world scenarios.

Finally, it is extremely important to introduce the concept of robustness in the realm of 
medical systems. The robustness of deep learning models in medical diagnostics ensures the 
reliability of automated analyses, which is a critical factor in patient care, where the cost of 
failure is immeasurable. Future research must be directed not only at strengthening these 
models in the face of the challenges mentioned above but also at ensuring that their deploy-
ment in healthcare settings does not compromise patient safety or privacy. This includes 
rigorously testing medical datasets, continuously monitoring model performance in clinical 

Fig. 11  Search strategy for categorizing the selected robustness research papers
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settings, and developing models that clinicians can trust to assist them in making accurate 
diagnoses. Therefore, the pursuit of robustness in medical systems becomes a confluence 
of technological innovation, clinical insight, and ethical responsibility, leading to safer and 
more reliable healthcare solutions.

7  Conclusion

In summary, this paper has focused on strengthening the integrity of automated medical 
diagnostic systems through the robustness of the deep learning model, which is a quality 
that ensures that consistent performance is achieved even in the face of various types of dis-
ruptions. We carefully assessed how model architecture, data integrity, and algorithmic tun-
ing influence robustness. Our investigation found that, although current literature presents 
numerous defense strategies against security threats like adversarial and privacy attacks, 
they are often ineffective against more sophisticated incursions. Our recommendations 
advocate incorporating techniques such as data augmentation, transfer learning, and uncer-
tainty quantification to increase model robustness. We also explored and evaluated several 
tools and frameworks to enhance deep learning robustness. Our findings also highlight the 
need for improved metrics to assess model robustness, beyond the traditional accuracy mea-
sures accurately. To this end, our work underscores the need for an interdisciplinary strategy 
in developing medical systems that can withstand a broad spectrum of challenges, thereby 
ensuring their reliability for critical healthcare applications.

Appendix A: Literature research methodology

In constructing our study on the robustness of deep learning models in medical diagnoses, 
we adopted a rigorous literature review methodology. Given the interdisciplinary nature of 
the field, organizing and filtering relevant research was a challenge, and it led us to enforce 
specific inclusion criteria. We only considered studies focused on AI, Computer Science, 
Mathematics, Philosophy, and Psychology. We excluded research that primarily aimed to 
improve model transparency without directly focusing on explanations related to model 
robustness.

	● Our interest was in Supervised ML models, so studies emphasizing different concepts 
were omitted. • Non-English literature was not included in our review.

	● We only considered papers published after January 2010.

In our Google Scholar search, we used keywords like “deep learning robustness”, 
“medical model reliability”, “adversarial attacks on medical models”, and “medical model 
stability” during our search on Google Scholar. The time frame for our research spanned 
publications from January 2010 to August 2023. As depicted in Fig. 11, there has been a 
noticeable increase with time in the number of studies focusing on the robustness of the 
deep learning model. Beyond Google Scholar, we delved into PubMed, ScienceDirect, Web 
of Science, SpringerLink, Nature, Scopus, and IEEE Xplore to achieve a comprehensive 
literature review. We also included peer-reviewed papers on arXiv. Our selection of these 
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digital repositories was influenced by their reputation for providing seminal and up-to-date 
peer-reviewed publications that are particularly important to the model’s robustness.

In our study of the robustness of deep learning models in medical diagnostics, we encom-
passed supervised ML, unsupervised ML, and reinforcement ML techniques to gain a holis-
tic view. The main research direction in model robustness relates to supervised learning, so 
our investigation draws heavily on this domain. To ensure a comprehensive overview, we 
adopted the snowballing technique [516]. The ‘Related Work’ section of each referenced 
article was briefly reviewed to identify more pertinent studies. This method allowed us 
to discover further valuable contributions from platforms like the European Conference 
on Computer Vision (ECCV), ACM Computing Surveys, Computational Visual Media 
(CVM), the Workshop on Human-In-the-Loop Data Analytics (HILDA), and IEEE Trans-
actions on Big Data.

As illustrated in Fig. 11, this search strategy yielded approximately 3374 peer-reviewed 
papers. Each of these papers underwent a meticulous evaluation of their title and abstract, 
in line with the intent of our study, which focused on the robustness of medical diagnos-
tic models. Applying our stringent inclusion criteria, we filtered out studies that were not 
aligned with our objectives. Following this, we performed a deep dive into the content of the 
shortlisted papers, ensuring that we obtained the information that was most relevant to our 
study. Moreover, to ensure completeness, we manually reviewed the reference lists of these 
papers, which helped us identify other significant works. During our research focusing on 
the robustness of deep learning models in medical diagnostics, we were able to distinguish 
six fundamental categories from the vast collection of reviewed literature:

	● Comprehensive Robustness Reviews—This category pertains to thorough reviews of 
model robustness techniques over the mentioned time frame. Table 1 provides a com-
prehensive summary of these reviews, shedding light on persistent challenges.

	● Fundamental Robustness Concepts—Papers in this category focus on establishing the 
basic principles related to model robustness, with the aim of outlining its quintessential 
attributes.

	● Data-driven Robustness—This case focuses on literature suggesting novel methodolo-
gies to augment robustness through critical analysis of training datasets.

	● Inner Mechanism Robustness—This category consists of studies proposing cutting-
edge techniques that aim to increase model robustness by deciphering the mechanisms 
underlying AI models.

	● Adversarial Defense Robustness—The most important examples in this category are 
papers introducing novel methods of enhancing the model’s robustness by elucidating 
human-comprehensible defense mechanisms against adversarial attacks.

	● Robustness Evaluation—This category collects research analyzing the effectiveness of 
various techniques deployed to assess the model’s robustness.

Following the compilation of relevant articles based on relevant keywords, we sequen-
tially employed our exclusion criteria to select a targeted collection of papers consistent 
with the objectives of our study. Figure 11 illustrates the entire filtering process, marking 
the number of articles retained at each juncture. This categorization allowed us to construct 
a structured overview of the literature on model robustness. We paid special attention to 
certain specific facets: (i) papers highlighting unsupervised learning and RL models, (ii) 
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redundancies such as duplications or off-topic content, (iii) papers inconsistent with our 
main topic, and (iv) discrepancies or misclassifications in various evaluations. It is impor-
tant to note that, given the multi-faceted nature of some papers, it is possible that some could 
potentially fit into multiple categories.
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