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Effective Multitask Deep Learning for IoT Malware
Detection and Identification Using Behavioral
Traffic Analysis

Sajid Ali*™, Omar Abusabha™, Farman Ali

Abstract—Despite the benefits of the Internet of Things
(IoT), the growing influx of IoT-specific malware coordinating
large-scale cyberattacks via infected IoT devices has created
a substantial threat to the Internet ecosystem. Assessing IoT
systems’ security and developing mitigation measures to prevent
the spread of IoT malware is therefore critical. Furthermore, for
training and testing the fidelity of cyber security-based Machine
Learning (ML) and Deep Learning (DL) approaches, the collec-
tion and exploration of information from multiple sources from
the IoT are crucial. In this regard, we propose a multitask DL
model for detecting IoT malware. Our proposed Long Short-
Term Memory (LSTM) based model efficiently performs two
tasks: 1) determination of whether the provided traffic is benign
or malicious, and 2) determination of the malware type for iden-
tifying malicious network traffic. We used large-scale traffic data
of 145 .pcap files of benign and malicious traffic collected from
18 different IoT devices. We performed a time-series analysis
on the packets of traffic flows, which were then used to train
the proposed model. The features extracted from the dataset
were categorized into three modalities: flow-related, traffic flag-
related, and packet payload-related features. A feature selection
approach was employed at the feature and modality levels, and
the best modalities and features were utilized for performance
enhancement. For tasks 1 and 2 and multitask classification, the
flow-related and flag-related modalities showed the best testing
accuracies of 92.63%, 88.45%, and 95.83%, respectively.

Index Terms—Multitask deep learning, multimodal learning,
Cybersecurity, IoT malware detection, malware identification,
and heterogeneity traffic analysis.
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I. INTRODUCTION

NTERNET of Things (IoT) is transforming the connected

world with automobiles, smart homes and cities, man-
ufacturing, healthcare systems, retail, space applications,
and cyber-physical systems because the number of portable
Internet-connected devices is increasing continuously [1]. As
a result, with the introduction of new IoT devices, technical
advancement and the manufacturing simplicity of these intelli-
gent devices continue to improve. Meanwhile, the creation of
a slew of new security considerations is required, according
to the 2020 IoT threat report [2]. The Mirai botnet, for exam-
ple, is used in the well-known cyberattacks on Dyn, which
resulted in one of the most significant Distributed Denial-of-
Service (DDoS) attacks ever recorded on the Internet [3]. More
importantly, the availability of the Mirai source code acceler-
ated the development of powerful and sophisticated Mirai-like
malware, such as Satori [4], Hajime [5], and BrickerBot [6], to
mention a few. As a result, academics have sought to inves-
tigate complex solutions to address the security problem in
recent years. However, the lack of empirical data regarding
current IoT malware and understanding of the behavioral fea-
tures of malware-infected devices make the implementation of
complex solutions controversial in IoT. Various IoT-specific
honeypots have been set up to collect precise information on
existing IoT malware [7].

Based on the literature review conducted in this study, we
identified two distinct problems: IoT security against malware
attacks [8], [9] and classification of IoT malware based on gen-
erated traffic [10]. The primary goal is to protect devices from
malware attacks. However, due to the emergence of highly
sophisticated ransomware, devices cannot be fully secured.
It is more likely to target a particular type of malware at
a given moment. As a result, it may be feasible to classify
different malware types, shutting down services on the tar-
geted malware rather than the entire system. We combined
the objective of adequately protecting the IoT device twofold
from the security and malware classification perspective. Thus,
we proposed a multitask classification model to address both
problems simultaneously.

1) IoT Security. Several studies have recognized the
relevance of IoT vulnerabilities, emphasizing the need for
enhanced intrusion detection algorithms based on the anomaly,
signature, and specification [11]. Validating the fidelity of
novel intrusion detection models remains challenging because
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(1) IoT devices deliver markedly less traffic than workstations
and servers, and (2) the persistent application of advanced IoT
devices implies the development of innovative types of attacks
and traffic [12]. The first objective is to identify the incoming
traffic as benign or malware. Therefore, Task 1 is a binary
classification.

2) Malware Classification. Determining helpful and trust-
worthy features for traffic monitoring remains challenging.
Therefore, the two primary types of network traffic classifica-
tion [10]: (a) flow-based classification uses qualities including
flow bytes per second and duration per flow, and (b) packet-
based classification uses values including size and inter-packet
duration. We divided the dataset into three modalities: flow,
flag, and packet. Task 2 is to identify the type of malware in
each modality.

Several Machine Learning (ML) approaches with flow-
based [13], [14], and packet-based [15], [16] features have
been developed to identify IoT traffic accurately. However,
classifiers based on ML frequently need domain expertise
and time-consuming feature extraction and assessment activ-
ities. As IoT malware evolves, such customized features
may be ineffective in detecting and classifying new mal-
ware families [17]. Therefore, recent work proposes the
utilization of deep learning (DL)-based malware classification
algorithms to address the limitations of ML. These studies
propose the lowering of the cost of artificial feature genera-
tion while learning features directly from raw data without
requiring extra feature engineering [18], [19]. Despite the
human-level performance of DL, most state-of-the-art tech-
niques still learn static or dynamic features from a single
representation of the malware data, thereby restricting the
learning process while disregarding the advantages of employ-
ing different representations of the target data. Therefore,
advancing a plausible dataset is crucial for building robust
models and intrusion detection tools to identify and probe
cyber-attacks.

The heterogeneity of datasets aids security researchers in
discriminating between normal and malicious incoming traffic
from IoT devices to address the difficulties mentioned above.
We define the heterogeneity of the datasets along the following
two axes: (a) the network axis - the dataset should be produced
on a network that includes a variety of devices and network
technologies, and (b) the dataset axis - the dataset should
reflect the diverse traffic data and cyberattacks. In this regard,
we propose a Long Short-Term Memory (LSTM) DL-based
multitask intrusion detection technique to solve previously
described constraints by utilizing the multimodal dataset. We
illustrate how dataset heterogeneity increases the learning rate
of the DL-based approach as a multitask model and explain the
importance of dataset heterogeneity for successful intrusion
detection in IoT. Our special considerations include various
IoT devices and attack kinds. The contributions of the current
study are listed below:

e We propose a multitask LSTM-based DL model for two
classification tasks: task 1 determines if the provided
traffic is benign or malicious, and task 2 specifies the
malware type.
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o We investigate the functionality of the LSTM DL model
to predict two tasks using heterogeneous time series
data. A three-step time series network traffic data is
prepared to evaluate the proposed LSTM-based multitask
model effectively. After a careful review of the literature
and consultation with specialists in the field, we divide
the features into three modalities: flow-related, flag-
related, and packet payload-related. The feature selection
approach is employed at the modality level, and the
selected features from each modality are merged to
enhance the performance.

¢ We conducted several single-task and multitasking exper-
iments to assess the performance of the proposed model
using: (1) a class imbalance technique, (2) a feature selec-
tion method, and (3) the modality fusion of the time series
network traffic data.

o Because there are various devices, protocols, and control
interfaces, the rapid increase in IoT devices has brought
new issues for device identification. Furthermore, the IP
or MAC addresses typical IoT devices used to identify
one another in a network are vulnerable to spoofing. We
recognize the IoT device based on the network traffic
to address the above problem. We evaluate the proposed
model by grouping various IoT devices from different
sources.

e We generated the time-domain features using the
CICFlowMeter [20]. It is an open-source utility that
extracts features from .pcap files and creates bidirectional
(forward and backward) flow.

Organization: The rest of the paper is organized as fol-
lows. Section II discusses the related work at the different
axes of the IoT malware classification. Section III discusses
the preliminaries of the LSTM internal architecture of the cell
and the proposed multitasking model. Section IV explains
the proposed multitasking DL model with all the modules,
such as dataset description, inclusion criterion, experimental
environment, and evaluation matrices. Section V describes the
proposed multitasking DL-based model with all the modules,
such as dataset preprocessing and methodologies. Section VI
discusses the experimental results and analysis. Section VII
concludes our study and discusses future directions.

II. LITERATURE REVIEW

A literature review of four types of studies on the IoT
network is presented in this section. We present an overview
of the existing datasets and progress toward creating new
databases. We then explore statistical, ML-based, and DL-
based strategies for classifying IoT traffic. We also discuss
studies on IoT intrusion detection.

IoT DATASETS: Most existing intrusion detection technolo-
gies aimed at IoT devices are examined and analyzed by
modeling attacks using relatively old datasets [21]. For exam-
ple, the NSL-KDD [22], KDD CUP [23], UNSW-NBIS5 [24],
CTU-13 [25], and CICIDS [26] datasets do not adequately
reflect the diverse characteristics of modern IoT devices, which
often comprise a wide range of protocols and standards. A few
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pioneer IoT datasets, such as the IoT network intrusion [27],
N-BaloT [28], ToN_IoT [12], and IoT-23 [29], attempted
to overcome this deficiency and served as a baseline for
comparing different intrusion detection approaches. However,
the variety of IoT devices and the type of attacks that
can be investigated using these datasets are very restricted.
Furthermore, several datasets were constructed from a sin-
gle data source. For instance, the IoT network intrusion data
include .pcap files, whereas N-Balot data comprises sensor
measurements.

STATISTICAL METHODS: Since the inception of digi-
tal networks, automating intrusion detection has been a key
research topic. The importance and need for datasets on real-
world attacks and standard traffic are commonly agreed upon.
Many such datasets in the public domain have been designed
to identify anomalies in general network traffic (e.g., NSL-
KDD [22] and CTU-13 [25]), and only a few of them have
been built primarily for IoT networks.

Static malware analysis approaches are used to better
understand IoT malware. For instance, BotHunter [30] was
developed to identify the infection and coordination commu-
nication after a successful malware attack. A similar method,
BotSniffer [31] focuses on detecting botnet command and
control channels. BotHunter and BotSniffer test on their hon-
eynets or traces created by malware binaries being executed,
which, however, are not publicly available. This highlights the
absence of appropriate comparisons for botnet identification
algorithms due to a lack of publicly available botnet datasets.
A method for malware detection by graph’s spectral heat and
wave signatures is also presented [32].

ML-BASED METHODS: While extracting features to
improve threat mitigation by building effective malware classi-
fication techniques based on ML or DL algorithms, ML-based
algorithms can distinguish between normal and malicious traf-
fic patterns using relevant datasets [33], [34]. Supervised ML
is broadly classified as support vector machine (SVM)-based
classification, ensemble-learning, and rule-based approaches
that learn from a labeled dataset comprising regular traf-
fic or attacks [35]. SVM is commonly utilized in various
security applications because of its outstanding generalization
performance [36]. However, Shafiq et al. [37] examined 44
features using the Bot-IoT dataset to establish a framework
model for evaluating attack detection methods. According to
their methodology, the best algorithm was based on Naive
Bayes. Hasan et al. [38] presented a multi-layer model. The
first layer detects anomalous behavior, while the second layer
determines the attack type the device is experiencing. In their
research, the random forest classifier has a maximum accuracy
of 99.40% using the DS20S dataset. Various features from
malware traffic using static and dynamic analyses are evalu-
ated on seven ML models [39]. Furthermore, android malware
features are extracted using the famous algorithms and built
three ML models [40].

Unsupervised ML methods learn from unlabeled datasets
to determine abnormalities. For instance, Lagraa et al. [41]
devised a BotGM technique for determining the most dis-
tinct graphs using an unsupervised approach. Bhatia et al. [42]
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presents an auto-encoder method based on unsupervised learn-
ing for detecting known and unknown abnormalities in IoT.

DL-BASED METHODS: Several DL algorithms have been
presented for malware traffic monitoring and classification.
For example, Gao et al. [43] used deep belief networks.
Shone et al. [44] proposed a novel approach by integrating the
non-symmetric deep auto-encoder with a random forest called
a sparse auto-encoder. Both used data of hand-drawn flow fea-
tures as input. Bendiab et al. [45] utilized recurrent neural
networks to learn the temporal characteristics of the IoT traf-
fic, which are converted into a series of characters. In contrast,
Shire et al. [46] employed the convolutional neural network
MobileNet to analyze IoT malware traffic. However, the two
techniques are only evaluated on tiny datasets (approximately
100 samples), limiting neural network training alternatives.
Baptista et al. [47] used self-organizing incremental neural
networks to detect malware executables rather than IoT traffic.
They used a residual neural network to train and test additional
malware samples and valid .pcap files.

OTHER METHODS: Entropy measures are used as an alter-
native to ML- and DL-based methods. By evaluating the
difference between the profiles of typical traffic and incoming
flow data, Francois ef al. [48] detected large-scale abnormal-
ities in network traffic. Using Markov Chains to simulate
the multiple states in the command and control channel,
Garcia et al. [49] provided a behavioral botnet detection
approach. Singh et al. [50] focused on finding bot-infected
devices at an enterprise level by monitoring an entire DNS
activity every hour. Dib et al. [51] used several string-based
features for malware classification and clustering.

III. PROBLEM FORMULATION AND PRELIMINARIES

The value of one feature at a specified instant in multivari-
ate time-series data analysis is usually determined based on
its previous values and the values of other features [52]. For
example, let k represent the total number of time-series fea-
tures such that {X7, Xo, X3, ..., X} }, the prediction value of
X}, at time ¢ depends on the values of &), at the current time
step and all previous time steps, i.e., { X, ka_l, ey Xlﬁ_k}.
It depends on n = k x t historical values of the other features
as expressed below,

vi+1 t t t

X1+ :F(XIHXQM--’Xk;”';
t—1 t—1 t—1
XA AT
xion o xlmn X,;f*”)

where F(.) denotes the DL-based model used to predict the
future time step of X.

In the class prediction process, the LSTM DL model uses
the temporal correlation between the historical values of each
time-series feature as well as the correlation information
between multivariate time-series [53], [54]. The essential
architecture of the LSTM employs three significant gating
units: @ the input unit (Z%) for updating, @ the forget unit
(Ftn) for maintenance, and @ the output unit (O ) for delet-
ing, as shown in Figure 1. The equation of each gating unit
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Fig. 1. The internal structure of the LSTM cell. The cell illustrates the three
primary gating units.

may be found as follows:
1" = o(07 - [hin1, X0 + br)
F" = o(0F - [al=1, X"] + bF)
0" =5 (00 - [Al"=1, X" + bo)

A controlling parameter is assigned to each gating unit. At
time instance t,, C» denotes the current or present status of
the cell, C'»—1 represents the previous status, and Ctn stores
the updated value of the status of the LSTM cell. Furthermore,
hin denotes the hidden layer. The terms are expressed as
below:

Ct = Tanh(0c - [hi=1, X" + be)
Ctn — Ftn ® Ctn—l @Itn ® étn
hin = O @ Tanh(C™)

where the output by the hidden layer’s memory cell is hfr—1
and the set of weight matrices and biases for the gating units
are depicted by O, and b, respectively. The standard logistic
sigmoid function is o. The Hadamard product is ®. The con-
catenation operation is performed by @. The output activation
function is SoftMax or Tanh.

PROPOSED MODEL: Our proposed LSTM network jointly
learns the two correlated tasks: @ ylz malware classifi-
cation, and @ y2: type of IoT device classification. Both
these tasks are multi-class classification. The diverse family
of IoT network traffic of two multivariate datasets repre-
sented as S = {D', D?} is considered. Each dataset, D™ =
{7} has N ToT devices where each
device X" is a multivariate time-series sequence, X" =

X Zﬁ} for t = (1,...,N) time-steps for
it dataset. As a result, every dataset is defined as D; =

g Z@t,...,XZﬁ,y},yf}, 1=1,..., N, where yzl is the
discrete label of malware classes, and yf is the class label of
the ToT devices for the i’ instance.

The optimization is simultaneously performed on the shared
parameters (©°") based on the specific task (©) for malware
classification and IoT device classification. The hypothesis
of each task is parametrized as f'(X,0%" 0% : X — y,
and the specific loss functions of both classification tasks are
L) : y* x y* — RT. The multi-objective optimization
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problem may be expressed to minimize the proposed model

loss, as shown below:
(131 (@sh7 91) : 72 (esh7 92))

where ﬁt(.) is the loss function for a specific task repre-
sented as

/jt(@sh,@t) _ %Zﬁ(ft(Xi;Gsh7@t), ylt)
5

We addressed both tasks in a joint objective function defined
as follows, for m is the number of ©% and ©; parameters.

min ﬁ(@Sh,el,ez) = min
@SL ®SL
o1,0? o1,0?

N
£t (GSh, @t) = - []1, > yilog(pi) + (1 — ;) log(1 — pz-)]
=1

)\ m
2
+ =6
=1

where the cross-entropy loss is used for the multi-class
classification task with

_ 1

Cl+ep(-WT)

The term at the end is the regularization term.

b

IV. MATERIAL AND METHODOLOGY

This section discusses the dataset, preparation methods,
and theoretical explanations concerning the techniques and
measurements used in this study.

A. Dataset Heterogeneity

The data source S = {Dj,...,D,} comprises n differ-
ent datasets to express the data heterogeneity. Each dataset D
consists of X multivariate features. In this study, we employed
two different datasets.

@ IoT-23 dataset of Avast AIC laboratory, which comprises
20 malware samples from numerous IoT devices and
three benign anomaly samples, all recorded between 2018
and 2019 [29].

@ A legitimate IoT network traffic dataset is used, created
as a part of the EU CEF VARIoT project under realistic
conditions [55].

The datasets D1 and Do are available in the .pcap format.
The network traffic features from .pcap are extracted using
a CICFlowMeter tool and saved in .csv format. We preferred
the CICFlowMeter software because it gave us greater flexi-
bility in selecting user-defined features, adding features, and
controlling the flow time-out duration. The CICFlowMeter
software creates bidirectional flows, with the forward (source
to destination) and backward (destination to source) direc-
tions determined by the first packet. Table I shows statistical
time-related features determined in the forward and backward
directions. Besides the duration, there are six groupings of fea-
tures, which represents the overall flow period. The first three
categories, -fiat, -biat, and -flowiat, are concerned with the
forward, backward, and bi-directional flows, respectively. The
idle-to-active or active-to-idle states are determined for the
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TABLE I
A RANGE OF STATISTICAL TIME-DOMAIN FEATURES IS DEFINED
USING THE CICFLOWMETER UTILITY

| Feature | Description |

duration  The length of time the flow ends.

fiat* The interval between two packets is transmitted in the forward
direction.

biat* The interval between two packets is transmitted in the back-
ward direction.

flowiat*  The interval between two packets is transmitted in either
direction.

active* The length of time a flow remained active before becoming
idle.

idle* The length of time a flow remained idle before becoming
active.

fb_psec Flow bytes per second.

fp_psce  Flow packets per second.

fiat - Forward Inter Arrival Time, biat - Backward Inter Arrival Time,
flowiat - Flow Inter Arrival Time.
*«time-domain features (min, max, mean, std, variance) are computed.

fourth and fifth sets of features, designated -idle and -active,
respectively. The last group, known as the -psec feature, is
concerned with the size and the number of packets per second.

B. Dataset Inclusion and Preparation

We used the IoT traffic of a heterogeneous dataset in this
study. Namely, two datasets gathered from various sources
were used. The network (.pcap) format is provided for each
dataset. The [0T-23 dataset contains 23 captures, with 20 mal-
ware and three benign IoT device traffic captures. A distinct
malware sample on a Raspberry Pi for each malicious scenario
is deployed, utilizing many protocols. The network traffic col-
lected for the benign scenarios came from three IoT devices:
a Philips HUE smart LED bulb, an Amazon Echo home intel-
ligent personal assistant, and a Somfy smart door lock. The
VARIoT dataset contains 122 benign captures. The network
traffic collected for the benign scenarios came from 15 IoT
devices. Supplement Table S1 and Table S2 provide a com-
prehensive list of devices and the encoding of the captured
data.

The time-domain features are extracted from the captures
(.pcap) files using the CICFlowMeter. The network features
are stored in the .csv format for additional data prepara-
tion. The packets with the same flow ID, source IP, source
port, destination IP, destination port, and protocol are stud-
ied. Three-time steps are determined based on the analysis,
which we incorporated into the dataset. It is worth mention-
ing that identical steps are employed to handle both datasets.
In the end, the two datasets are concatenated after extract-
ing the time-domain features using CICFlowMeter, as shown
in Figure 2. Supplement Table S3 shows the extracted list of
network features.

C. Evaluation Metrics

The following four metrics are used to assess the classifi-
cation performance of the proposed multitask LSTM model:
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Fig. 2. Depicts the flow of processing both the dataset and the data. The
CICFlowMeter is used to extract time-domain features. From each dataset,
we computed three-time steps with the same flow ID, source IP, source port,
destination IP, destination port, and protocol extracted.

Accuracy: The percentage of instances successfully classi-
fied out of the total number.
TP+ TN
TP+TN +FP+FN
Precision: The percentage of accurately classified positive
instances to all predicted positive instances.

TP
TP+ 7P
Recall: The percentage of accurately classified positive
instances to all instances in the actual class.
TP
TP+ 7N
F1-Score: Precision and Recall are weighted into the F1-

Score. As a result, false positives and negatives are included
while calculating this score.

Accuracy =

Precision =

Recall =

2 x Precision X Recall
Precision + Recall

F1l-score =

where TP, TN, FP, and FN represent the true positive,
the true negative, the false positive, and the false negative,
respectively.

D. Configuration of Model

The Keras framework with TensorFlow as the backend is
used to implement the proposed models. The ReLLU activation
function with binary (benign or malware) cross-entropy loss
is utilized for the classification task. In contrast, categorical
cross-entropy is employed for the multi-class (type of mal-
ware) classification. The proposed binary class, multi-class,
and multitask models use an Adam optimizer with 0.001 learn-
ing rate optimization. The number of epochs and the training
batch size is 100 and 240, respectively. We use a single LSTM
layer with 128 hidden units for feature extraction, followed by
a lp-norm and dropout of 0.01 each. Each task layer comprises
three dense layers that work with the ReLU function. There
are 64, 32, and 32 hidden units for both tasks.

Authorized licensed use limited to: Sungkyunkwan University. Downloaded on June 19,2026 at 04:26:21 UTC from IEEE Xplore. Restrictions apply.



1204

IEEE TRANSACTIONS ON NETWORK AND SERVICE MANAGEMENT, VOL. 20, NO. 2, JUNE 2023

Dataset Missi Normalization
issing = > ©=0
c J Values = =1
oncatenated Identification B
T e B - v
. = 9
Split Dataset Qg Dataset - Data Balancing
. [S— el —_—
nto _‘t%’ » P Cleaning Sl r oversampling
Modality Flow Dataset| | /%, A SMOOTEENN
i = illing 2.
XK u .. - 0 —1
PSR > E Flag Dataset e Missing 8 A
e =} [
o = ) Values
Packet Dataset = o
. B Balanced Training
Maski f F Set
: asking of Features
* Balanced Testing Set ¢ £ i
Model 18] i i1 i i IoT Dataset
Evaluation 2 2 T © = Early
£ 2 2 op = Selection
- 1 - Q
* 5 g b b b 51
Model E; q g ‘ “ | Modality based
Performance 8 £2 iE E Dataset
z il . £3 E late
E E n n ] Selection
] g T T
é = E:l :;‘ i:l Hyper Parameter
Multitask ; 5 Optimization

Fig. 3. The proposed framework is presented for the multitask classification. At first, the dataset is divided into three modalities. A number of preprocessing
steps are performed before the train and test set. For the model stability, each modality is normalized and performed class imbalanced technique. At last, the

model is trained on the selected features and evaluated on the testing set.

EXPERIMENTAL WORKSTATION: The experiments are
run on a machine equipped with an Intel Xeon CPU E5-2620
v3 @ 2.40 GHz x 24 with Cuda-10.0 and three GEFORCE
GTX TITANx 12 GB GPUs, as well as Python 3.7.7 dis-
tributed in Anaconda 4.8.3 (64-bit).

V. PROPOSED FRAMEWORK

The proposed framework for IoT malware detection is
illustrated in Figure 3. The essential components of the frame-
work are data collection and splitting into modalities, data
preprocessing, training and testing sets split, five-fold cross-
validation (CV), normalization, class balancing, feature selec-
tion, model training, hyperparameter optimization, and model
evaluation. In the following sections, we explain all these
stages in detail. After the raw data are processed, as discussed
in Section [V-B, multiple data preparation steps are performed
before training the model. The first step involves splitting the
IoT concatenated dataset into the different modalities (flow,
flag, and packets). The flow, flag, and packets datasets have
31, 21, and 28 features, respectively. The list of features in
each modality is shown in Supplement Table S3. The hetero-
geneous three-time steps data is subjected to prepossessing
to enhance the data quality. The following are some of these
steps:

o Missing values for all modalities are handled in the first
stage. All features with a missing data percentage exceed-
ing 30% are eliminated. The flow and flag dataset do not
have missing elements. There are three features in the
packet dataset that are empty. As a result, we eliminate
all missing columns and did not require another filling
method.

o The dataset is split into a training set (80%) and a testing
set (20%). The training set is used to develop and val-
idate the proposed model using the stratified 5-fold CV
technique, whereas the testing set is used to determine
the model generalization.

o The dataset is also rescaled to make it uniform for
model convergence. In the range [0,1], the data are
normalized. Outliers are also identified at this point,
and each class’s average value is used to replace them.
The current study normalizes the dataset using the Min-
Max approach [56]. The following is the definition of
Min-Max normalization:

Tr =
Tmax —

Tmin
where Zyqr and T, are the maximum and minimum
values, respectively. In the range [a,b], the Min-Max
normalization translates values x to z’.

e Since DL models are prone to bias for unbalanced
datasets, the next step is data balancing. The processed
dataset is highly imbalanced, i.e., the benign input traf-
fic instances are 157,593, and malware traffic instances
are 8,439 (See Supplement Table S4 for more details).
There are a variety of approaches to deal with imbalanced
datasets. Commonly used methods are oversampling and
undersampling the data using the Synthetic Minority
Oversampling Technique (SMOTE) and its variants [57].
After testing multiple SMOTE methods, SMOTE Edited
Nearest Neighbor (SMOTEENN) is used as the best fit
in the present study to deal with the training set’s class
imbalance. The testing set is balanced by oversampling.
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TABLE II
THE PERFORMANCE COMPARISON BETWEEN TASKS 1 AND 2 USING THE CLASS IMBALANCE TECHNIQUE IS REPORTED ACROSS THE MODALITIES.
THE RESULTS OF A FIVE-FOLD CV AND TESTING AVERAGE PERFORMANCE ARE PRESENTED AS MEAN =+ SD

Cross-validation Performance

\ Testing Performance \

\ Dataset | Accuracy | Precision | Recall | Fl-score | Accuracy | Precision | Recall | Fl-score |

Task 1 - Binary Classification (Benign or Malware)

Flow dataset 74.25+3.53  75.6243.49  77.64x1.87 76.61£3.22  71.49+3.68 72.69+4.76  76.39+£3.34  73.97+2.69

Flag dataset 73.58+4.23  76.16£2.56  76.74+1.62  76.04£3.34  71.11£3.79  71.46+3.45 76.62+2.87  73.28+3.41

Packet dataset ~ 72.23+4.28  75.21+2.61  76.90+2.01  77.30+4.15 70.87+£3.38  71.03%4.26  76.80+2.26  73.58+3.56
Task 2 - Multi-class Classification (Malware type)

Flow dataset 69.09+3.92  71.07£3.99  72.17+£1.93  69.83+£3.04 66.09+4.77  65.41+4.26  70.96+1.60 67.85+2.84

Flag dataset 68.23+4.02  71.98+3.74  71.94+1.17 71.16£3.18  66.26+4.23  66.42+4.61  71.75£1.92  68.92+3.61

Packet dataset  67.75£3.39  71.26+4.04  71.85£1.93  69.89+3.06 64.48+5.73  65.70£5.74  70.92+0.95 67.33%£1.68

o In the DL process, feature selection is a crucial aspect
of model performance. The present study explored the
impact of various feature selection procedures in detail.
We test feature selection using two approaches: (a) the
entire set of features (concatenated IoT dataset), termed
as an early selection of features before splitting the
dataset into modalities, and (b) late feature selection, i.e.,
feature selection method is employed on each modal-
ity, and only essential features are combined. We fuse
all the modalities and then apply a feature selection
method. Since feature selection is applied after fusing
the modality, we termed it the late feature selection
approach. It is feasible that a feature in one modality
depends on the features of another modality. Therefore,
we adopted the late feature selection strategy. The recur-
sive XGBoost and SULOV (Searching for Uncorrelated
List Of Variables) [58] method reduces features and
selects the model’s best features. Assume that a dataset
D= {(z,y)i=1,...,n,2; € R™,y; € R™}, has n
samples with m features. Let §; be defined as the value
predicted by the model:

i =Y Filz) ()
i=1

where JF; represents an independent regression tree, and
F;(z;) denotes the prediction score given by the i tree to
the n" sample. The set of functions F; in the regression
tree model can be learned by minimizing the objective
function as follows:
n n

O =" Ly %)+ > UF)
i=1

i=1

VI. RESULTS AND DISCUSSION

Based on single and varied fusions of modalities, we report
the proposed multitasking LSTM model’s performance from
various aspects, with the following key objectives: (1) com-
parison of the binary and multi-class classification as a
single-task, (2) comparison between the single-task and multi-
tasks, and (3) effectiveness of the feature fusion method. The
experimental results are discussed in terms of the mean =+
Standard Deviation (SD). The performance of each task across
the modality is compared based on the accuracy metric since

it reflects other measurement matrices. Readers may check
the accompanying tables for further information on the other
performance measures.

A. Performance Evaluation With Class Imbalance

Single-task. The class-balanced methodology is used in the
first set of experiments. The experiment is designed to evaluate
the proposed multitask model of a single-task at a time with
class imbalanced and entire features in each modality. The
average of five-fold CV and testing performance is listed in
Table II for tasks 1 and 2 individually across the modalities. In
attaining 74.25% and 69.09% CV accuracy, the flow modality
surpassed the other two modalities in both tasks. Flow modal-
ity (SD = 3.53%) throughout the training remains stable. The
flag dataset achieves 1.35% and 0.78% better accuracy than
the packet dataset for tasks 1 and 2, respectively. However,
the packet modality is more stable for task 2.

The flow-related dataset achieves a testing accuracy of
71.49% for task 1, whereas the flag-related dataset attains the
highest accuracy of 66.26% for task 2. Although the stability
of the packet pay-load dataset is less (SD=3.38%), it relatively
underperformed.

Multitask: This experiment examines the effectiveness of
the proposed model by conducting both the tasks simultane-
ously using the class imbalance and complete features in each
modality. Table IIT shows the average five-fold CV and testing
performance for multitasking across the modalities. For task
1, the flow-related dataset had the highest CV accuracy of
80.33%, while the flag-related dataset had the maximum CV
accuracy of 75.7% for task 2. Compared to the single-task,
the multitask model achieved over 6% and 5% more accuracy
in the case of the flow dataset with 0.09% and 0.61% better
stability for tasks 1 and 2, respectively. Similarly, flag-related
and packet payload datasets improve significantly during the
model training phase.

In the evaluation phase, the flow-related modality achieves
the lowest accuracy of 75.77%; but had the highest stabil-
ity (SD = 4.45%). The flag-related dataset shows the highest
testing accuracy of 77.69%. The multitask model achieves an
accuracy of over 6.5% in the case of the flag dataset for
both the tasks in comparison to the accuracy achieved with
the single-task. The flow-related modality improves by 4.28%
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TABLE III
THE PERFORMANCE COMPARISON OF MULTITASKING USING THE CLASS IMBALANCE TECHNIQUE IS REPORTED ACROSS THE MODALITIES.
THE RESULTS OF A FIVE-FOLD CV AND TESTING AVERAGE PERFORMANCE ARE PRESENTED AS MEAN =+ SD

Cross-validation Performance \ Testing Performance \

\ Dataset | Accuracy | Precision | Recall | Fl-score | Accuracy | Precision | Recall | Fl-score |
Flow dataset
Task 1 80.44+3.44  79.58+3.24  81.92+1.66 82.41x1.88 75774445 75.50+4.19 83.57+3.79  77.45%2.50
Task 2 74444331  75.26+3.76  76.95+2.15  77.96+2.65 72.24+5.18 71.97+4.53  77.45£3.11  73.00£2.38
Flag dataset
Task 1 79.33£2.771  79.39£3.40  80.75£0.93  82.84+0.90  77.69+£5.21  75.56%5.37 84.28+3.49  78.54+1.54
Task 2 75.770£3.54  74.79£2.51  76.38+2.19  78.15£2.13  72.83x5.85 72.60+3.94  76.61£2.98  73.42+2.03
Packet dataset
Task 1 78.67£3.42  79.47£3.78  79.64x1.22  81.51£1.64 76.94+5.32 7477630  82.74£2.65 78.96+2.44
Task 2 74594278  7491£2.13  76.62+3.55  77.99+£227  70.73+5.69  72.61+x531 76.44+4.72  73.26+2.23
TABLE IV

THE PERFORMANCE COMPARISON BETWEEN TASKS 1 AND 2 BY EMPLOYING THE CLASS IMBALANCE AND THE FEATURE SELECTION
TECHNIQUES ARE REPORTED ACROSS THE MODALITIES. THE RESULTS OF A FIVE-FOLD CV AND TESTING AVERAGE
PERFORMANCE ARE PRESENTED AS MEAN + SD

Testing Performance \

Dataset

Cross-validation Performance \

\ | Accuracy | Precision | Recall | Fl-score | Accuracy | Precision | Recall | Fl-score |

task 1 - Binary Classification (Benign or Malware)

Flow dataset 80.14+3.62  80.88+3.70  81.69+1.43  83.14+2.58  77.18+4.46 76.74+549  82.01+2.82  77.37+2.41

Flag dataset 80.07£3.73  80.74+£3.99  82.44+1.44 83.04+£2.32 77.86%£5.36  75.79+5.40 82.11+1.86  77.29+2.50

Packet dataset  81.27+3.82  80.79+3.43  83.26+1.58  83.74+1.93  77.85+5.54  76.70+6.49  82.18+3.14  78.03£3.15
task 2 - Multi-class Classification (Malware type)

Flow dataset 76.46£5.38  78.83+4.33  78.64+2.09  80.28+3.08  73.77+£6.42  73.51+4.01 79.44+1.80 75.69+1.37

Flag dataset 76.23+£5.11  79.2244.56  79.23x1.46  80.07£1.58  74.14+4.80 74.66+3.64 79.91£2.26  75.64+1.62

Packet dataset ~ 76.124#3.41  78.39+3.28  77.64+1.26  78.93+2.90  74.07+6.58  73.61+2.83  79.92+3.30  74.58+1.87

and 6.15% for tasks 1 and 2, respectively. Similarly, the packet
payload dataset improves the testing performance significantly.

B. Performance Evaluation With Feature Selection

Single-task: The experiment investigates the role of feature
selection in training the proposed model with a class imbal-
anced technique. The experiment is designed to evaluate the
proposed multitask model of the single-task at a time with
the class imbalance and selected features in each modality.
We employ the recursive XGBoost and SULOV methods for
each modality. The summary of the selected features for each
modality is in Supplement Table S5. The proposed model
is trained and evaluated with the selected features in this
experiment. The average five-fold CV and testing performance
with the selected features are listed in Table IV for tasks 1
and 2 individually across the modalities. In attaining 80.14%
and 76.46% CV accuracy, the flow modality surpasses the
other two in both tasks. Throughout the training of task 1,
flow modality (SD = 3.62%) remains stable. For task 2, the
packet payload modality remains stable with a 3.41% devia-
tion. Compared to the entire features, the flow-related dataset
achieves 5.89% and 7.37% better accuracy for tasks 1 and 2,
respectively. However, the stability is 0.09% and 1.46% less.

The flag-related dataset achieves a testing accuracy of
77.86% and 74.14% for tasks 1 and 2, respectively. Although
the stability of the flow-related dataset is less (SD =
4.46%), it underperformed relatively in both tasks. Compared

to entire features with class imbalance, the flag-related
dataset achieves 6.75% and 7.88% better testing accu-
racy for tasks 1 and 2, respectively. However, the packet
dataset improves the most by achieving accuracies of 6.98%
and 9.59%.

Multitask: The experiment examines the proposed DL-based
model by conducting both tasks simultaneously with the class
imbalance and selected features in each modality. We employ
the same features as described in Supplement Table S5. The
average five-fold CV and testing performance for multitask-
ing across the modalities are presented in Table V. For task
1, the flag-related dataset achieves the highest CV accuracy of
82.79%, while the flow-related dataset achieves the maximum
CV accuracy of 78.16% for task 2. Compared to single-task,
the multitask model achieves over 2.72% and 1.37% more
accuracy in the case of the flag dataset with 0.02% and
0.01% lesser stability for tasks 1 and 2 respectively. Similarly,
flow-related and packet payload datasets improve significantly
during the model training phase. Compared to entire features,
the flag-related dataset achieves 3.46% and 1.9% better accu-
racy for tasks 1 and 2, respectively. However, the stability is
1.04% and 1.58% less. The packet dataset improves the most
by achieving an accuracy of 3.5% for task 1, while flow related
dataset improves by 3.72% for task 2.

In the evaluation phase, flag-related modality achieved the
best accuracy of 80.39% with the highest stability (SD =
4.0%) for task 1. The flow-related dataset has the highest test-
ing accuracy of 77.55% for task 2. Compared to a single-task,
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TABLE V
THE PERFORMANCE COMPARISON OF MULTITASKING BY EMPLOYING THE CLASS IMBALANCE AND THE FEATURE SELECTION TECHNIQUES.
THE RESULTS OF A FIVE-FOLD CV AND TESTING AVERAGE PERFORMANCE ARE PRESENTED AS MEAN =+ SD

Cross-validation Performance \ Testing Performance \

\ Dataset | Accuracy | Precision | Recall | Fl-score | Accuracy | Precision | Recall | Fl-score |
Flow dataset
Task 1 82.72+5.19  83.43+4.35 84.70+2.63  84.84+2.10  80.24+4.73  79.27+4.34  83.64+2.68  81.38+3.15
Task 2 78.16£4.06  80.47+4.77  80.89+1.88  82.31+2.47  77.55%4.87 74.06+4.83  80.69+3.95  77.51+3.25
Flag dataset
Task 1 82.79+3.75  82.63+3.68  84.87x1.91 84.74*1.75 80.39+4.00  78.87+5.94  83.19+1.73  81.50%2.62
Task 2 77.60£5.12  80.97£3.92  81.18%1.32  82.05£3.09 76.90+5.28  74.46x5.41  81.39+£4.33  76.75+2.80
Packet dataset
Task 1 82.17£5.29  82.45+4.775  84.10£2.91  84.78+2.48  80.01£4.50  77.83x4.49  83.47£3.46  79.95+3.55
Task 2 77.02+4.97  80.324#3.65 78.77+x1.96  80.94+3.12  77.49+5.75 73324350 81.27+4.47  76.26+4.38
TABLE VI

THE RESULTS ARE REPORTED BY EMPLOYING THE SELECTED FEATURES IN EACH MODALITY FOR A SINGLE TASK AND MULTITASKING.
THE RESULTS OF A FIVE-FOLD CV AND TESTING AVERAGE PERFORMANCE ARE PRESENTED AS MEAN =+ SD

| \ Cross-validation Performance \ Testing Performance \

\ Dataset | Accuracy | Precision | Recall | Fl-score | Accuracy | Precision | Recall | Fl-score |

Flag-related and Packet payload dataset

Task 1 89.29+3.80  87.83#£3.10 92.11+x0.91  92.49+430 86.08+4.95 84.76+4.95 91.09+4.39  86.08+3.67

Task 2 83.56+4.04  87.11£5.36  84.17+1.73  87.84+2.77  80.69+7.19  81.83+x5.00 88.77+2.40  83.64+2.50

Multitask 1~ 90.23+3.00  91.46+£5.00  93.81+2.95 94.51+2.32  88.57#2.91  86.04+5.88 91.32+#3.52  90.67+2.23

Multitask 2 85.00+6.00  90.89+4.17  88.92+2.41  90.68+3.26  83.92+6.26  81.73+5.55 90.43+4.07 84.59+2.24
Flow-related and Packet payload dataset

Task 1 91.25+4.15  90.00£2.68  93.99+1.47 94.41+4.23 88.40+5.01 86.74+520 93.14+4.61  88.61+3.67

Task 2 85.74+4.16  89.02+£5.67 87.21x1.70  90.65+3.36  83.35£6.65  84.57+4.36  91.09+£3.05  86.65+3.07

Multitask 1~ 92.75+£2.98  93.23+540 96.79£3.02 97.41+2.32  90.60+£3.06  88.86+5.14  93.91+£3.56  93.08+2.81

Multitask 2 87.09+£5.49  93.43+4.31  91.86+1.82  93.02+3.65 86.98+6.41  84.88+5.89  93.12+3.87  87.17+2.29

Flag-related and Flow-related dataset

Task 1 92.63+4.08  92.05£2.66  96.14+1.13  96.90+4.34  90.02+5.43  88.80+5.24  94.89+4.40  90.44+3.93

Task 2 88.45+4.24  91.91+4.85 89.89+2.07 92.66£3.11 85.43+7.39 86.91+4.00 92.99+2.44  89.48+3.81

Multitask 1~ 95.82+3.10  95.38+6.21  99.88+3.53  99.16+2.04  92.95£3.42 91.61+5.28  95.64+3.84  95.64+1.92

Multitask 2 89.10+£5.76  95.62+4.63  94.54+2.12  95.74+3.24  89.67+6.24  88.07+5.54  95.71+4.00  89.82+2.25

the multitask model achieved over 2.53% and 2.76% more
accuracy in the case of the flag dataset. The flow-related
modality improves by 3.06% and 3.78% for tasks 1 and 2
respectively. Similarly, the packet payload dataset improves
the testing performance significantly.

Compared to entire features, the flag-related dataset
achieves 2.7% and 4.07% better accuracy for tasks 1 and 2,
respectively. Moreover, the stability is improved by 1.21% and
0.57%. The flow-related dataset had improved by 4.47% for
task 1, while the packet dataset had improved the most by
achieving an accuracy of 6.76% for task 2. The experimen-
tal results suggest that the feature selection strategy with class
imbalanced is highly preferable for attaining maximal CV and
testing performance.

C. Performance Evaluation for Different Combinations of
Modalities

We conduct experiments by combining the optimum fea-
tures selected for each modality. According to our find-
ings, combining modalities improves the performance of the
proposed model. We use the conjunction of modality in all
possible ways for single and multitasked classification. As

can be seen in Table VI, the CV and testing performance are
significantly improved via this combination.

Single-task: This experiment investigates the impact of fea-
ture selection in the training and testing of the proposed
multitask model with modality-based feature selection. The
experiment is designed to evaluate the proposed multitask
model of a single task at a time with selected features using the
recursive XGBoost and SULOV methods. The average five-
fold CV and testing performance with features chosen are
listed in Table VI for tasks 1 and 2 individually across the
modalities. In attaining 92.63% and 88.45% CV accuracy, the
flag-and-flow modality surpassed the other two combination
modalities in both tasks. There is a significant improvement
in the proposed model’s performance compared to combining
the single modality feature selection and the selected features.
For example, flag-related only modality achieves a CV and
testing accuracies of 80.07% and 76.23% for tasks 1 and 2,
respectively. While it combines with the flow-related dataset,
it improves the performance by over 12% for both tasks.
Combined with the packet payload dataset, it enhances the
performance by over 11.18% and 9.51% for tasks 1 and 2.

Furthermore, the testing performance is considerably
improved compared to the single modality model with selected
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features. The flag-related dataset achieves a testing accuracy
of 77.86% and 74.14% for tasks 1 and 2, respectively. In con-
trast, both combined with the flow-related dataset improves
the performance by over 12.16% and 11.29% for both tasks.
Combined with the packet payload dataset, it enhances the
performance by over 10.54% and 9.21% for tasks 1 and 2.

Multitask: The experiment examines the proposed DL-
based model by conducting both the tasks simultaneously
with selected features for each modality. The average five-
fold CV and testing performance for multitasking across these
modalities are presented in Table VI. For tasks 1 and 2, the
flag-and-flow dataset shows the highest CV accuracies of
95.82% and 89.1%, respectively.

The flag-and-packet and flow-and-packet datasets show
lower accuracies of approximately 2% and 4%, respectively.
Compared to the single-task, the multitask model achieves
over 3% and 1.5% more accuracy in the case of the flag-
and-flow dataset for tasks 1 and 2, respectively. Similarly,
throughout the model training phase, the accuracies of the
flow-related and packet payload datasets improve substantially.
Compared to single modality features selection, combining the
selected features enhances the performance. For example, the
flow-related dataset achieves 82.72% and 78.16% accuracy for
tasks 1 and 2, respectively. However, the combination with the
flag dataset shows improvements of 13.1% and 1.58% for the
aforementioned tasks. The packet dataset shows the highest
improvement by achieving an accuracy of 13.53% for task 1,
while the flow-related dataset shows an accuracy improvement
of 10.94% for task 2.

In the evaluation phase, the flag-and-flow related modality
achieves the best accuracy of 92.95% for task 1. The flag-
and-flow dataset shows the highest testing accuracy of 8§9.67%
for task 2. Compared to the single task, the multitask model
achieves over 9.65% and 11.18% more accuracy than that
in the case of the flag-and-flow dataset. The flow-and-packet
combination improves by 12.60% and 8.65% for tasks 1 and
2, respectively. Similarly, the flow and packet payload combi-
nation also improves the testing performance by a significant
margin.

VII. CONCLUSION AND FUTURE DIRECTION

We propose a novel multitask classification LSTM-based
DL approach that utilizes the heterogeneity in the dataset.
We employed 18 IoT devices with several malware attacks
to formulate a multitasking problem. We took advantage of
the potential correlation between various IoT devices and mal-
ware by aggregating numerous devices from multiple sources.
The data is divided into flow, flags, and packets. The feature
selection method is used at the modality level, and the essen-
tial features are merged to improve performance. From the
experimental analysis, flow-related and flag-related modalities
are superior. The combination had the best testing accura-
cies of 92.63%, 88.45%, and 95.83%, for task 1, task 2,
and multitask classification, respectively. Furthermore, it is the
most effective in classifying and identifying malware network
traffic.
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We plan to improve upon our study findings in the future
by utilizing additional datasets created from other sources
to generalize the proposed multitask model, thereby making
the model robust in the malware classification and detection
problem. In addition, we will integrate another module or
task, such as identifying the device based on the IoT traf-
fic, into the proposed model to strengthen the protection and
mitigation procedures. Another future study in the pipeline
will involve investigating the proposed model’s performance
in a real-world setting in the classification and identification
of malware and IoT devices simultaneously, particularly for
online training.
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