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ARTICLE INFO ABSTRACT

Keywords: Traditional one-time authentication mechanisms cannot authenticate smartphone users’ iden-
User authentication tities throughout the session — the concept of using behavioral-based biometrics captured by
Behavioral biometrics the built-in motion sensors and touch data is a candidate to solve this issue. Many studies

Anomaly detection
Touch dynamics
Deep learning
Smartphone

proposed solutions for behavioral-based continuous authentication; however, they are still far
from practicality and generality for real-world usage. To date, no commercially deployed
implicit user authentication scheme exists because most of those solutions were designed to
improve detection accuracy without addressing real-world deployment requirements. To bridge
this gap, we tackle the limitations of existing schemes and reach towards developing a more
practical implicit authentication scheme, dubbed MotionID, based on a one-class detector
using behavioral data from motion sensors when users touch their smartphones. Compared
with previous studies, our work addresses the following challenges: (D Global mobile average
to dynamically adjust the sampling rate for sensors on any device and mitigate the impact
of using sensors’ fixed sampling rate; 2 Over-all-apps to authenticate a user across all the
mobile applications, not only on-specific application; 3 Single-device-evaluation to measure the
performance with multiple users’ (i.e., genuine users and imposters) data collected from the
same device; @ Rapid authentication to quickly identify users’ identities using a few samples
collected within short durations of touching (1-5 s) the device; ® Unconditional settings to
collect sensor data from real-world smartphone usage rather than a laboratory study. To show
the feasibility of MotionID for those challenges, we evaluated the performance of MotionID with
ten users’ motion sensor data on five different smartphones under various settings. Our results
show the impracticality of using a fixed sampling rate across devices that most previous studies
have adopted. MotionID is able to authenticate users with an Fl-score up to 98.5% for some
devices under practical requirements and an F1-score up to roughly 90% when considering the
drift concept and rapid authentication settings. Finally, we investigate time efficiency, power
consumption, and memory usage considerations to examine the practicality of MotionID.

1. Introduction

Smartphones have become crucial for daily activities, including mobile banking, communications, and storing sensitive personal
data. Therefore, secure and usable authentication methods are essential to prevent unauthorized access. Existing authentication
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mechanisms on smartphones are point-of-entry methods, in which the user should authenticate only once during initial login
using either knowledge-based approaches (e.g., PIN, password, or pattern) [1-5] or physiological biometrics techniques (e.g.,
face or fingerprints) [6-9]. Several previous studies have shown that PINs and lock patterns are susceptible to attacks by highly
accurate camera recording and human observations (e.g, shoulder surfing and smudge attacks [10-15]) that can steal a victim’s
credentials [16-18]. Moreover, attackers can use presentation attacks against fingerprint authentication by spoofing the system
with counterfeit crafts, such as gummy fingers [9,19-22]. Most importantly, these methods fail to offer security and access control
beyond the point of entry, ie., continuously authenticating the user throughout the session. In contrast, implicit continuous
authentication solutions based on behavioral biometrics recorded by the built-in sensors would tackle this issue [23,24]. Many
existing studies use either environmental characteristics (e.g., Wi-Fi and light [25-30]) or user’s behavioral biometrics to run a
background process continuously and implicitly perform a transparent authentication, e.g., motion sensors [25,31-34], gait [35-37],
touch dynamics [38-42], keystroke dynamics [43-48], and voice [49-51].

To our knowledge, none of the smartphone vendors or research communities have successfully deployed a practical implicit
behavioral-based continuous authentication scheme, mainly due to the many issues related to smartphone deployment requirements
and constraints in real-world applications. Existing behavioral-based implicit authentication studies hold some limitations and
impractical assumptions that we address in this research, and we summarize them as follows.

(@ Existing sensory-based authentication schemes usually assume a fixed sampling rate for all sensors/devices when collecting
sensory data. Some examples (but not limited to) are as follows. The work in [32] collected sensory data from diverse Android
smartphones with 4.4 or higher versions, but they fixed the sampling rate to 50 Hz for all devices. The work in [24] conducted
different types of experiments (e.g., free-form usage, lab experiments, and attacker usage) and collected motion sensor datasets using
different devices such as smartphones and smartwatches, but using the same sampling rate of 50 Hz. The column “Sampling rate”
shown in Table 1 describes that the majority of recent behavioral-based authentication studies that conducted their experiments on
various motion sensors of smartphones have used fixed value of sampling rate (some of the studies did not mention the used sampling
rate (Unknown)). However, after we conducted extensive experimentation on various sensors and smartphones (see Table 3), we
observed that sensors’ sampling rates could differ significantly on different devices and across same-device sensors even when using
the same sensor query APIs. Since user behaviors are directly related to the amount of sensory data collected within a specific
authentication time, these differences in sampling rates are important to address for the practical evaluation of the model.

(® Most implicit authentication solutions require users to operate within a specific application and perform pre-defined actions
(e.g., texting, tapping, swiping, and gaming) to collect motion sensor and coordinates of the screen points. For example, the work
in [52] conducted behavioral-based authentication by asking different volunteers to browse a few items on a specific shopping
application that they developed for collecting site browsing behaviors alongside motion sensor data on smartphones. In addition,
other works have collected motion sensor data by asking participants to conduct events only on specific applications such as
taps/enters 10-digits on dialing mobile application [32], authenticating gesture-typing interactions by writing specific words
using smartphone’s keypad [41], swiping finger movements collected in the up, down, left, and right direction on a special-
developed application [39], performing swipes up and down, and taps during matching logo of cars with their names on a game
application [53], and treating a memory-testing game to capture different types of gestures that describe the swiping behaviors on
developed “BrainRun” game application [54]. Although the datasets of the above studies are collected under restricted conditions
(i.e., within special-designed mobile applications and pre-defined actions), they are no longer programmatically accessible or
obtainable in newer versions of operating systems due to security restrictions. This adds additional challenges in collecting such
data to effectively authenticate a user who touches multiple applications or interacts with the entire phone (i.e., cross-application
use). Therefore, existing solutions are not suitable for real-world usage. To tackle this issue, we propose collecting sensory data
during touching/usage times when a user interacts over-all-apps and without any pre-defined events.

(® Previous studies evaluated authentication systems using data collected from different users on various devices (i.e., cross-
device-evaluation). In detail, during the enrollment phase, they train the models using data collected from a single user on a specific
device (i.e., the legitimate user), then they use imposters’ data (i.e., attackers), which is mainly collected from other devices for the
testing phase [26,54-58]. We argue that this limits the practicality of such methods, as other devices’ data significantly differ due to
variations in sensors’ quality and sampling rates. Moreover, cross-device evaluation could potentially result in an overestimation of
the performance of authentication models, as it becomes unclear whether the classification performance is due to variations in user
behavior or differences in the sensory data of the devices. Therefore, evaluating the performance of authentication models across
devices could be misleading, as it is difficult to determine the exact cause of variations in the classification results. We propose a
more realistic evaluation using legitimate and imposter users’ data from the same device (i.e., single-device-evaluation).

@ In terms of authentication frequency, implicit authentication schemes are required to quickly detect the identity of the current
user. Existing methods show the feasibility of authenticating users using data samples collected for long periods (e.g., hours or
days) [38,59-63]. In other words, they evaluated the models using a large amount of sensory data samples that mainly need a long
time to be collected from users, which leads to delayed authentication results in practice. However, real-world scenarios show that
an imposter needs just a few seconds to exploit unauthorized access to private information on the victim’s smartphone. Therefore,
we propose a rapid authentication feature by investigating the effectiveness of trained models when testing them using a few data
samples collected during short touch durations (e.g, 1, 1.5, 2, 2.5, 3, 3.5, 4, 4.5, or 5 s).

(® Another critical shortcoming of current methods is conducting experiments in controlled settings (i.e., laboratory envi-
ronments) in which samples are collected from participants using pre-defined conditions (e.g., sitting, standing, or walking),
handling/postures (e.g, on hand or on the table), or specific action/use (e.g, texting, reading, or browsing). For example,
three publicly available and widely cited behavioral-based authentication datasets collected from smartphones are HMOG [72],



M.A. Alawami et al. Pervasive and Mobile Computing 101 (2024) 101922

Table 1
Summary of behavioral-based user authentication related works (Motion sensors and Touch data).
Study Modalities Sensors Methods Unconditional ~ Sampling rate OAA SDE ocC Rapid
settings (amount) Auth.

[55] MS Acc, Gyr CNN, OCSVM X Fixed (100 Hz) X X v X

[31] MS Acc, Gyr Ten classifiers X Fixed (20 Hz) X X v X

[56] MS Acc, Gyr, Mag Siamese CNN X Fixed (25 & 100 Hz) X X v X

[32] MS + To Acc, Gyr, To MLP X Fixed (50 Hz) X X v v

[23] MS + To Acc, Gyr, Mag, Or, HMM X Fixed (100 Hz) X X v X
To

[52] MS + To Acc, Gyr, To LSTM X Fixed (50 & 100 Hz) X v X

[24] MS Acc, Mag, Or, To, KRR both Fixed (50 Hz) X X X X
light

[64] MS Acc, Gyr OCSVM X Fixed (100 Hz) X X v X

[59] MS Acc, Gyr, Grav SVM X Fixed (50 Hz) X X X X

[26] MS + To Acc, Gyr, Mag, To Multilayer LSTM v Fixed (32 & 64 Hz) v X X v

[571 MS Acc, Gyr CNN X Fixed (100 Hz) X X v v

[58] MS + To Acc, Gyr, Mag, LSTM X Fixed (200 Hz) X X X X
grav, To

[60] MS Acc, Gyr, Grav CNN + SVM X Fixed (50 Hz) X X X

[65] MS Acc, Gyr, Mag Fusion X Fixed (100 Hz) X X v X

[61] MS Acc, Gyr, Mag, Siamese CNN X Fixed (100 Hz) X X
Grav, Or

[62] MS Acc, Gyr, Mag DeepConvLSTM X Fixed (100 Hz) X X X X

[38] MS + To Acc, Gyr, To KNN X Fixed (100 Hz) X v X X

[39] To Swipes Five classifiers X Unknown X X X X

[53] MS + To Acc, Gyr, Swipes, 0OCSVM X Unknown X X v X
taps.

[66] To Swipes and taps Random Forest X Unknown X X v X

[41] MS + To Acc, Gyr, keyboard LR, NB, RF X Fixed (50 Hz) X v X X
gestures

[63] To Web browsing PSO-RBFN X Unknown X X v X
gestures

[671 MS Acc, Gyro DWT , LSTM X Fixed (200 Hz) X v X v

[68] MS Acc NA X Unknown X X X X

[69] MS Acc SVM X Fixed (80 Hz) X v X v

[70] MS Acc LSTM X Fixed (50 Hz) X X X X

[71] MS Acc, Gyr, Mag SVM X Fixed (50 Hz) X X v X

[72] MS + To Acc, Gyro, Mag, To OCSVM X Fixed (100 Hz) X X v X

[54] MS + To Acc, Gyro, Mag, To NA X Fixed (100 Hz) X X X X

[73] To Acc, Gyro MLP X Unknown X X X X

This work  MS + To Acc, Elev, Grav, LSTM-AE, LOF, v Global, dynamic v v v v
Gyr, Mag, To OCSVM, IF, EE

MS: Motion sensors, To: Touch data, Acc: Accelerometer, Elev: Elevation, Gyr: Gyroscope, Grav: Gravity, Mag: Magnetometer, Or: Orientation.
OAA: Over-all-apps. SDE: Single-device-evaluation. OCC: One-class classification

BrainRun [54], and touchalytics [40]. These datasets were used to evaluate the authentication performance by many studies in the
literature. However, these datasets are collected in a controlled lab environment, e.g., (1) for the HMOG dataset, users were asked to
answer specific questions in eight sessions (4 sessions at sitting and 4 sessions at walking); (2) for the BrianRun dataset, users were
asked to play specific games with different stages and scenarios to collect gestures and sensory data; (3) for the touchalytics dataset,
users were asked to read three documents, answer questions after reading each document, and compare images to spot differences in
pairs of similar images to collect touch data. In our work, we open up the ability to operate with unconditional settings where users
freely use smartphones without any pre-determined tasks, positions, postures, or activities for authentication. We asked participants
to conduct experiments and interact with smartphones as their usual daily usage.

To the best of our knowledge, none of the current literature schemes has investigated the effectiveness of authentication models
while taking into account the crucial limitations mentioned above. Therefore, we are the first to address these limitations and
attempt to bridge the gap towards developing an implicit continuous authentication service that meets the practical requirements
necessary for real-world applications. To achieve this goal, we have identified four research questions that we aim to answer in
order to support the deployment of authentication models on smartphones for real-world usage, as follows.

» RQ1: Does the assumption of using a fixed sampling rate over all devices and sensors hold in practice?

» RQ2: How much behavioral-based continuous authentication is effective when considering proposed practical advantages, such
as considering only sensory data, when a user globally interacts smartphone (over-all-apps), and when using a single-device-
evaluation-based approach?

* RQ3: Does MotionID effective when using short interaction durations for high-frequency authentication?

* RQ4: How effective is MotionID under certain considerations, such as time efficiency, power consumption, and memory usage?
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Our work answers these questions and explores the practical deployment of behavioral biometrics towards continuous authentica-
tion. We summarize our contributions as follows.

1. We propose a behavioral-based implicit continuous authentication system, MotionID, using sensory data and considering
real-world deployment requirements.

2. Unlike existing studies, MotionID presents the concept of a global mobile average to dynamically compute average sampling rates
of sensory data on every customer-grade smartphone, which combats the variations of sampling data across sensors/devices and
reduces the impact of a fixed sampling rate assumption. In addition, MotionID presents advantages for practical authentication
usage e.g., over-all-apps, single-device-evaluation, unconditional settings, and rapid authentication.

3. We evaluate MotionID through multiple dimensions and experiment settings to meet real-world requirements.

4. We investigate the impact of using fixed sampling rates across sensors/devices, and demonstrate the variations observed with
such assumption across various built-in sensors within a device. We propose global mobile average technique to overcome such
variations.

5. We investigate the effects of using various/diverse devices and hyperparameters settings to build MotionID. Moreover, we analyze
the performance of MotionID using multiple aspects, such as authentication frequency, data collection durations, and temporal
effect on authenticators. Our results show that MotionID achieves F1-scores up to 98.5% for some devices in practical settings.
We also demonstrate the practicality of MotionID in terms of response time efficiency, power consumption, and memory usage.

The remainder of this paper is structured as follows. In Section 2, we review related works. We present the design overview of
MotionID in Section 3. Section 4 demonstrates the methodology details of MotionID. In Section 5, we proceed with the details of
the one-class detectors used in MotionID. Section 6 shows experiment settings and results from various evaluation approaches. We
finally provide our conclusion in Section 7.

2. Related work

To avoid damaging smartphones or revealing private information by imposters, continuous authentication (CA) of a user using the
device is required to support the user’s privacy and security. Existing studies on user authentication are classified into categories such
as classical-based methods (including PIN, passwords, patterns, and fingerprint) and biometrics behavioral-based methods where
a background process continuously captures the user’s behaviors (e.g., motion sensors, touchscreen gestures, keystrokes dynamics,
gait, light, and voice) on a device to perform implicit authentications [29,74-79].

Since this work focuses on behavioral-based continuous authentication using motion sensors and touchscreen timestamps, we
explored existing related works and provided a summary and a comparison between them, including ours, in terms of proposed real-
world requirements, as shown in Table 1. We highlight the most recent and related works as follows. Yantao et al. [55] proposed
a two-stream CNN-based continuous authentication, named SCANet, from frequency and time domain data and selected the top 25
features to train the OCSVM classifier. SCANet has been applied to two datasets and experimentally achieved 90.04% accuracy when
a user authenticated within 3s. Similar work has been done using smartphone sensors, Shen et al. [31] extracted features in three
domains (time, frequency, and wavelet) and provided empirical evaluation and sensor-behavior analysis using a dataset containing
five actions and smartphone placements. Their experiment results show EER values range from 2.21% to 28.22% based on the kind
of action and placement. Centeno et al. [56] exploited the Siamese-CNN network to learn user behaviors from data of three sensors
(Acc, Gyr, Mag) when the volunteers conducted three tasks (reading, writing, map navigation) in 24 sessions on smartphones and
achieved accuracy up to 97.8% using on-class SVM.

Buriro et al. [32] proposed an authentication scheme, named DialerAuth, using both motion and touch data when a user dials
with the 10-digit numbers and hand’s movements. DialerAuth studied the invisible timings and the phone micro-movements and
achieved a TAR of 85.77% using an unsupervised MLP classifier. Shen et al. [23] presented a performance analysis for authentication
to investigate the applicability and reliability of motion sensors under various operational scenarios. The evaluation was done using
HMM one-class classifier on a large dataset and achieved an average EER of 4.74%. Amini et al. [52] addressed the issue of remaining
a user logged in for hours or weeks when doing online actions and provided a re-authentication system, DeepAuth, using LSTM to
secure users on a mobile application. DeepAuth can re-authenticate a user with 96.70% accuracy within only 20 s. Lee et al. [24]
proposed a context-based continuous authentication scheme by leveraging sensors of multiple devices and several machine learning
algorithms and showed results of an average accuracy of 98.1%. Yantao et al. [64] presented an authentication system, SensorAuth,
to understand user behaviors using motion sensors and five augmentation approaches (permutation, sampling, scaling, cropping, and
jittering) in order to add more samples to the training data. SensorAuth extracted time and frequency features from the augmented
dataset and applied OCSVM to authenticate users with an average EER of 4.66% within 5 s.

Zhu et al. [59] present an authentication system, RiskCog, using motion sensors that is flexible to the device placement, does not
require user movements, and provides offline verification with a very short latency. Abuhamad et al. [26] presented an unconditional
implicit authentication system, AutoSen, using LSTM deep learning with motion sensors. AutoSen was implemented when users
freely used their devices for several days and the binary classifiers achieved authentication performance F1 of around 98% using
half-second and one-second of data samples.

Li et al. [57] presented an authentication system, DeFFusion, using the accelerometer and gyroscope sensors on smartphones
and exploited CNN for deep feature fusion. DeFFusion was evaluated using a one-class SVM classifier with several impacts,
such as training data size, time window, time efficiency, and unseen users, and achieved an average EER of 1.00% within
5 s. Stragapede et al. [58] conducted a comparative analysis of multimodal traits of behavioral biometrics while users doing activities



M.A. Alawami et al. Pervasive and Mobile Computing 101 (2024) 101922

on smartphones such a scrolling, drawing numbers, typing, and tapping on the screen. Their experiments were evaluated on a public
dataset, HuMiDb' using LSTM networks, and the fusion of modalities showed EER results ranging from 4% to 9% in a 3-second
duration. Zhu et al. [60] proposed a hybrid deep-learning model by fusion of a variational mode decomposition (VMD), Tri-training
semi-supervised methods, and combined CNN-OCSVM network for effective user authentication, which showed an authentication
accuracy of 95.01%. Mingming et al. [65] proposed an authentication system by combining two stages of feature construction:
manual statistical features and a three-channel matrix fed into the deep learning model. The system evaluated using two public
datasets (HMOG? and BrainRun®) and four one-class classifiers.

Dybczak et al. [61] proposed a continuous authentication system to record sensory data of hand movement when using the
smartphone using Siamese neural networks and their results of experiments on five smartphones showed an average accuracy of
85.5%. Mekruksavanich et al. [62] introduced a framework of continuous authentication, DeepAuthen, to identify physical activity
patterns of users measured from three motion sensors and the fed to deep learning network named DeepConvLSTM. They evaluated
the DeepAuthen system using three public datasets and achieved an average EER of 8%. Zhang et al. [38] proposed an authentication
system, TouchID, using touch gestures and motion sensors to study the finger’s movements when performing touch gestures under
four different typologies. Ali et al. [39] presented a behavior-based authentication system using swipes’ data, extracted optimal
features, and then evaluated models using five machine learning classifiers and archived average F1 scores ranging from 87.8%
to 95.70%. Garbuz et al. [53] analyzed touch interactions of users on smartphones such as vertical swipes up and down and taps
alongside sensory data of three sensors where one-class SVM was used to evaluate the system. Syed et al. [66] demonstrated the
impact of configurations such as device size and user’s posture on the performance of touch-based authentication schemes. The
author released a new dataset collected on four devices using three different postures from 31 subjects each of them has conducted
at least 8 sessions. Smith-Creasey et al. [41] proposed an authentication system based on gesture-typing at a word-independent
level. They collected a dataset in sitting, standing, and walking situations and evaluated the system using three classifiers to achieve
an average EER of up to 3.58%. Lastly, Meng et al. [63] considered authenticating users in a specific application, such as a web
browser, and proposed a TouchWB system with 21 gesture-based features from web browsing. Huh et al. [80] addressed one of the
real-world deployment constraints which is ensuring low bit error rates over time when using keystroke dynamics for continuous
authentication schemes on smartphones. In detail, they focused on developing two feature engineering techniques from sensory
data (accelerometer and gyroscope) and their correlations with keystroke dynamics of users’ behaviors to improve authentication
accuracy.

Lastly, some studies have exploited location information to develop secure authentication schemes on smartphones. Alawami
et al. [30] has proposed a fine-grained indoor unlocking system on the smartphone by exploiting Wi-Fi and light signatures seen at
each user’s location. By doing so, a user can build his trusted location’s profile, train a user-specific model, and automatically get
authenticated to lock/unlock her smartphone whenever resides within the trusted location. Cho et al. [81] focused on using location
information to explore usability and security requirements for designing location-based authentication. In detail, they conducted an
interview study with 18 participants to understand users’ perceptions and expectations of location-based authentication. Based on
design requirements identified from the study, they developed an Android application for screen unlock of smartphones using Wi-Fi
RSSI readings and achieved low error rates (FAR and FRR) that meet real-world deployments.

Our work contributes to the literature as follows. (1) Existing studies did not give a comprehensive view of the main requirements
and key constraints that are required for developing a practical authentication system for real-world usage. We comprehensively
address and analyze the evaluation of an authentication system considering these key limitations as they are crucial to understand
the system’s applicability and security for real-world applications. (2) Most of the existing work focused on improving authentication
accuracy and neglected the other requirements and aspects, leaving a gap between current research and practical deployment needs
in authentication security. We extensively analyze how much every requirement can affect the accuracy of authentication and
investigate usability measurements (e.g., authentication time, power consumption, and memory usage) for deploying a realistic
authentication system. Note that since there is no directly related work conducted as MotionID (i.e., with the same practical
requirements that we addressed in this work), we could not directly compare MotionID with previous studies. However, we list
most related studies with comparable items in Table 1 to show the differences and advantages of our work compared to others.
Additionally, in this section, we report the authentication performance (i.e., accuracy, F1-score, or EER) for each previous study for
fair “indirect” comparison.

3. MotionID system design
This section introduces an overview of the MotionID system, its architecture, and design challenges.
3.1. Overview

We propose MotionID, a practical implicit continuous authentication system using behavioral biometrics on smartphones.
MotionID aims to address limitations in the existing authentication works and move towards practical schemes. Unlike existing

1 https://github.com/BiDAlab/HuMIdb
2 https://hmog-dataset.github.io/hmog/
3 https://www.mdpi.com/2306-5729/4/2/60


https://github.com/BiDAlab/HuMIdb
https://hmog-dataset.github.io/hmog/
https://www.mdpi.com/2306-5729/4/2/60

M.A. Alawami et al. Pervasive and Mobile Computing 101 (2024) 101922

Sensor
I R T i S d |

Time

T~

Observation X;

Sliding window of size w

!
Xp—wiet Sensor metric X

Fig. 1. Data formulation of time-series sensor data.

works, MotionID collects multivariate time-series readings (MTS) from built-in sensors in unconditional and freely manner when a
user globally touches the entire phone environment (over-all-apps), not only on a specific application. In other words, we rely on
data collected when a user interacts with the smartphone that includes: (1) screen touches timestamps (Ts) i.e., timings data when
users globally touch any application during smartphone usage, (2) sensory data i.e., accelerometer, elevation, gravity, gyroscope,
and magnetometer, during touching periods. Table 2 shows and explains the list of all symbols used in the work.

Since modern smartphones are equipped with several motion sensors that have a fast response and can generate huge discrete
data (i.e., numbers) in a very short time (e.g., milliseconds) and at various coordinates (e.g., X, y, and z), we can simulate user-
touching behaviors on smartphones using discrete data collected from motion sensors. Although we consider five motion sensors
for collecting motion data from a user while touching a smartphone, the formulations of these sensory data are different. Also,
the number of sensors available out of these five sensors changes from one smartphone to another (i.e., some phones provide all
five sensors while other phones provide only some of them — this depends on the phone grade/brand and vendor). In general, we
describe the data dimensions provided by each sensor of the five motion sensors we used in this work as follows. Specifically, each
accelerometer reading is a 3-D vector Ac € R3 of x, y, and z values that represent the phone coordinates. The elevation sensor
provides a 1-D vector El € R' of x values that represent the altitude of an object above a fixed level. The gravity sensor provides
a 3-D vector Gr € R3 of x, y, and z values that measure the direction and intensity of gravity. The gyroscope sensor provides a
vector Gy € R3 for angular rotation in radians per second along the axes. The magnetometer sensor provides a 3-D vector Mg € R>
of x, y, and z values that are used to report the magnetic field in microtesla.

We collect a five-sensors data set (AcEIGrGyMg) alongside touching timestamps (Ts) to capture the behavioral patterns of users on
smartphones. During each active/touching period on the screen, our Android collector application simultaneously collects sensory
data from all motion sensors, as well as touch timestamps, and then concatenates them horizontally. The total dimension of the
data collected on a specific smartphone (i.e., columns) is fixed to the number of detected sensors and their dimensions on each
smartphone. For example, if a smartphone is equipped with all five mentioned sensors (k = 5), then the total horizontal dimension
(i.e., columns) is d,,,, = 13 (where d,, = 3, dg; = 1, dg, = 3, dg, = 3, d )y, = 3). Sometimes, we found that some smartphones (e.g,
Samsung Wide4 and LG LM-Q510N) do not have an Elevation sensor, and hence the total horizontal dimension of data provided
by motion sensors is k = 12, and so on. Note that, the vertical dimension of sensory data (i.e., number of rows) collected from
a smartphone is a time-varying factor, which means that it increases as touching time increases. Based on this data formulation
description, our data collector application frequently creates a matrix of sensory time-series data whenever a user interacts with
and touches the screen of a smartphone. These data matrices have dimensions as follows: the number of columns is d representing
the total dimension of the k detected motion sensors on a smartphone. However, the number of rows represents the number of data
samples collected from the k detected motion sensors during the time consumed for touching.

After describing data matrices and their dimensions, we now expand the description of data formulation of the time-series
sensors. As mentioned above, when a user touches the smartphone’s screen for a period of time (e.g, one touch period 7, is equal
for a minute), the data collector application that we developed will generate a matrix of time-series sensory data collected from
all motion sensors (AcEIGrGyMg) detected on that smartphone. This process will be repeated as long as the user keeps touching
the screen and then all matrices will be vertically concatenated to create one time-series dataframe collected during a longer time
interval T = (1, 1,,1,, ..., t,). Fig. 1 shows the data formulation of time-series sensory data that have two coordinates: (1) Time-based
dimension that represents the number of rows of sensory data collected during several touch periods. For example, a user touches
a smartphone’s screen for 10 consecutive touch periods, each of which has a time length of about a minute, and collects 1000 rows
of sensory readings. Thus, the total number of rows for that data matrix will be 10000 samples. (2) Sensor-based dimension that
represents the value d, which is the number of detected sensors k multiplied by the number of the values of each sensor. If all five
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Table 2
List of symbols used in the paper and their interpretations.
Symbol Interpretation
w Sliding window size that we used for smoothing process (removing

outliers and cleaning raw sensory data).

X, One row of readings from all targeted sensors on a smartphone at a
specific time t. (see Fig. 1).

X' One column of readings from only one specific sensor (i), but over
all time stamps. (see Fig. 1).

AcEIGrGyMg Ac: Accelerometer, El: Elevation, Gr: Gravity, Gy: Gyroscope, Mg:
Manometer

I'4 Number of users (or devices) that were used to create the dataset.

(] Number of data extents DEs = (DE,, DE,, ..., DE,) (i.e., Data Pieces
from all sensors)
that collected over several intervals T = (1.1,,1,,...,1,) from the
same user (see Section 4.2).

k Number of sensors considered per each device.

d Number of dimensions for all detected motion sensors on a
smartphone (e.g., d of the five AcEIGrGyMg sensors = 13)

p Number of touch periods (Tp,, Tp,, ..., Tp”) occur during each
data extent (DE). (see Fig. 3).

Ts The exact timestamp value that is detected when a user touches the
smartphone’s screen. The timestamps are collected
alongside sensor readings.

Tp The touch period represents the timestamps and sensory readings
while a user keeps
touching the phone for a period (e.g, a minute) continuously. (see
Fig. 3).

df DataFrame represents the matrix form of sensory data collected for
a certain touch period from a specific sensor.

L Size (i.e., number of rows) of each dataframe (df) of each sensor.
(see Fig. 3).

DB DataBlock represents dataframes collected from a single sensor for
consecutive touch periods (see Fig. 3).

DE DataExtent represents dataframes collected from k sensors for
consecutive touch periods (see Fig. 3 and Fig. 4).

DS DataSegment represents all DEs pieces of sensory data that were
collected during several time intervals of
touching the phone, but only for one user and on one smartphone.

(0] Indicates to Global Mobile Average (see Section 4.2).

motion sensors are detected on a smartphone (i.e., k = 5), then d =13 (i.e., number of columns). By looking again at Fig. 1, we
denote each row of the sensory data matrix as X,= x[1 s xi, ,x;f represents observation from all k sensors at specific time t, while each
column X' = x‘l,x;, ..., x! represents one sensor temporal readings from all » touch periods over time. Then, each single time-series
sensor value is represented as x/ € R that collected from irh sensor at time instant ¢, where d as the total dimension of collected
data on a specific smartphone. For instance, d = 13 when using k=5 sensors (AcEIGrGyMg), given the touch timestamps (Ts) € R',
accelerometer reading Ac € R3, elevation reading El € R, gravity reading Gr € R?, gyroscope reading Gy € R>, and magnetometer
reading Mg € R3. Finally, this matrix formulation of raw time-series sensory data includes readings of different ranges depending
on each sensor’s quality. Therefore, we applied a moving average-based smoothing technique with various values of window size
w to eliminate outliers and clean the raw data (see Section 4.4).

3.2. MotionID: Architecture

As an authentication scheme, the MotionID system architecture consists of two phases: enrollment/training and authentica-
tion/testing. In Fig. 2, MotionID presents the series of four major components for authenticating the user using behavioral biometrics
from sensory data on smartphones as follows.

Data collector application.We developed the MotionID data-collector application that should be installed on users’ smartphones.
The application implicitly and continuously runs in the background, collecting data from five (AcEIGrGyMg) sensors and touching
timestamps Ts. Since MotionID is designed using client-server architecture, the collected data files automatically forward to the
user’s directory on the server using an SFTP (secure file transfer protocol) connection. The application is valid on smartphones of
API 23 (Android 6) and higher.
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Fig. 2. Architecture of the proposed MotionID system.

Preprocessing. As shown in Fig. 2, preprocessing includes steps of creating log-files, time-based indexing, data-alignment, and
smoothing process so that the prepossessed data segment of a user is suitable to feed to the MotionID models for training or testing.
We provide a detailed explanation of these steps in Section 4.1.

Enrollment/training phase. After preprocessing, we apply anomaly detection methods to build a legitimate user model. Note
that the binary classification approaches used in the literature are not practically valid as it is difficult to obtain imposter data while
building models for real-world usage. Therefore, the legitimate user’s data is the only available data for building one-class models,
a.k.a. anomaly detectors, to detect attackers whose samples are deviated. In this work, we decided to select five common one-class
detectors, which are deep learning LSTM-based autoencoders (LSTM-AE), One-class SVMs (OCSVM), Local Outlier Factor (LOF),
Isolation Forest (IF) and Elliptic Envelope (EE) — more details about them are presented in Section 5. These one-class classification
methods are more realistic than binary to support our main goal of going towards developing a practical authentication system,
which continuously detects abnormal observations collected from sensors while accessing smartphones and predicts them as deviated
data from the usual and expected behaviors.

Authentication/testing phase. In this phase, only short durations (i.e.,, 1 to 5 s) of test samples are captured by the MotionID
collector application. The data must be captured using the same sampling rate determined by global mobile average (Q) technique in
the enrollment phase (i.e., training phase) for every device independently. Then, preprocessing and data segment generation steps
are applied the same way as in the enrollment phase to feed the trained model. The five anomaly detectors calculate the anomalous
scores and distinguish whether test samples belong to the legitimate user’s template created in the enrollment phase or not.

We explain the scenario of the MotionID system for authenticating a user when interacting on smartphones as follows. After
bypassing the primary security method (e.g., PIN, Lock pattern, or Fingerprint), the smartphone is unlocked and a user (normal
or attacker) can freely explore it. However, when touching events occur, MotionID automatically starts collecting time-series of
sensory data and touch timestamps (Ts) that reflect behavioral biometrics in an unconditional manner - i.e., when the user globally
interacts on any application over the entire smartphone (over-all-apps) and the collection process occurs implicitly in a background
service. On the client side, the data collection process occurs on smartphones only once by the normal user to train authentication
models. Then, MotionID sends collected data files to the trusted third-party server (the server is under our control) via a secure FTP
connection. On the server side, MotionID automatically creates a unique directory for each user based on the user’s device ID to
store the collected files. After that, several steps run on the server, such as preprocessing, data segment generation, and creating
one-class models with metadata for authentication. The trained model is then implemented with the device owner profile for later
prediction. In the testing stage, MotionID collects behavioral data in real-time on smartphones for a few seconds when a user touches
a smartphone for authentication. In practice, whenever the user keeps touching the smartphone, MotionID continuously collects data
implicitly in the background, runs the trained model, finds anomalies, and gives real-time predictions about whether the current
user is legitimate to lock/unlock the smartphone accordingly.

3.3. Design challenges

To develop a practical behavioral-based authentication scheme, we briefly summarize challenges that we faced during the
implementation of the work as follows: @ Retraining models. To address the problem of behavior changes of legitimate users over
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time and mitigate its negative influence on the authentication performance, it is necessary to occasionally collect more data files
and store them in the user’s directory on the server to retrain models. Thus, to ensure retraining models only on the newly-collected
data, we created a log-file that logs time-date of new data files and ignores data files of previous training time. (2) No touch attributes.
During developing the collector application of MotionID, we found that touch data such as gestures, swipes, taps, and x-y coordinates
are no longer available and restricted on newer Android versions when globally touching any application in the phone because of
security reasons. This serious restriction could make previous touch-based authentication works not valid in the future. Therefore,
we investigated that only touch timestamps and sensory data are still available and can be acquired on Android devices. (3) Single-
device-evaluation. As we mentioned that collecting data from both owner and attacker users on the same device is a more realistic
approach to evaluating authentication models for real-world applications. However, it is hard to ask owners to let other users
use their devices because of privacy concerns. Thus, we used general five devices from our laboratory and asked ten users to use
them for experiments. (3 Number of sensors. Since MotionID collects data from five sensors, we found that not all smartphones are
equipped with all sensors. For example, Galaxy S8 and Galaxy Note5 devices are equipped with five sensors, however, the Galaxy
Wide4 device is equipped with only four sensors (has no Elevation sensor). To be generalized over all devices, MotionID first detects
number of available sensors on a device and generates data segments to train models accordingly. ) Different sensors sampling rates.
From experiments, we found that sensors generate data with sampling rates that differ from one sensor to another on the same
device as well as from one device to another. Since the model is fed with data collected from multiple sensors, data segments used
to train models should have the same dimensions over all sensors. To solve this alignment issue, we use “Global mobile average
(Q)” technique, in which all dataframes are either under- or over-sampled to the Q value, to generate final data segments with
consistent dimensions suitable to use as input to the model for training or testing (see Section 4.2).

4. MotionID: Methodology

This section describes the details of the MotionID methods shown in Fig. 2, including preprocessing steps, Global Mobile Average
technique, and generating data segments for every user to build his/her template profile when using smartphones.

4.1. Preprocessing

Raw sensory data should be processed to effectively reflect smartphone user behaviors.

Log-files. A log-file is responsible for selecting only new data files that are collected recently for training/re-training the model
and skipping the old data files that exist in the user’s directory on the server — this is important to consider the impact of the
user’s behaviors changes on smartphones over time. In other words, since user behaviors change over time, authentication models
should occasionally be retrained and updated. Each file was named as follows: “deviceID_SensorType_date_time.csv”’ so that we know
to which device and sensor the file belongs as well as the exact date/time of collection. Whenever the authentication performance
decreases, there is a need to collect new behavioral data from the user to retrain models and improve accuracy. To do so, MotionID
collects new sensory data files, stores them in the user’s directory on the server, and updates the log file by inserting the dates and
times of new sensory data files. At training/retraining, MotionID automatically accesses the log file, reads all files’ dates and times,
and extracts only recently collected files based on their dates and times records. By doing this, we guarantee to train/retrain the
user model using only new data files, which indeed reflect the recent user’s behaviors.

Time-based indexing. This step aims to extract sensory data that only occur during touching periods and filters out sensory
data that occur during other times. In other words, sensors on smartphones are registered once to listen to all events of the user
regardless of whether he is touching the smartphone’s screen or not. In android programming, SensorManger class lets developers
access the device’s sensors and register listeners for generating time series data using the OnSensorChange method continuously.
However, for the purpose of authentication, we focus on collecting sensory data during touching times only i.e., when normal users
(or imposters) interact (touching, swiping, taping, browsing, etc..) with smartphones. We ignore sensory data that occur during other
non-touch times and unwanted situations, such as smartphones being idle inside pockets or on the table. To do this, we implemented
time-based indexing, in which we recorded touching timestamps and compared them with timestamps collected with data from five
sensors. Then, MotionID automatically selects the first and last touch timestamps of every touch period (i.e., one second) and extracts
corresponding dataframes from all sensors that happened within the same two timestamps. By concatenating all extracted sensory
dataframes that occur during (p) touch periods, we can create a piece of data (Data Block DB) from each sensor.

4.2. Global mobile average technique

Until now, we explained how MotionID creates data blocks (DB) for each of the five sensors by extracting and concatenating
data frames that occur during touch periods only. We justify touch periods as small durations (e.g., a few seconds) that a user needs
for touching (typing, tapping, or swiping) the screen. For example, during writing on screen, users usually touch the screen for a
few seconds then remove their fingers, think, and re-writing again, and so on. Our collector application only collects motion sensor
data whenever the screen is touched. Therefore, whenever the screen is touched for a few seconds (called one touch period), we
precisely collect sensory data as one data frame. The process will be repeated as long as the user keeps touching the screen, building
data frames of sensory data exactly corresponding to touch periods. However, we found that the lengths of extracted data frames
are different for each touch period, even when generated by the same sensor on the same device. Fig. 3 shows that for each sensor
belongs to the range of sensors (Sensor,, Sensor,, ..., Sensor,) on a device, touch periods (Tp;, Tp,, ..., Tp,) generate blocks of
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Fig. 3. Computing global mobile average (Q).

dataframes (DB, s DBsensory> -++» DBsensor, ) With various lengths of dataframes (L, L,, ..., L,). Empirically, we found that the
variations in readings/second happen due to different sampling rates that are directly related to the behaviors of a user who is using
a smartphone and the sensors’ capabilities, which are different from one device to another. In detail, the OnSensorChange method
is continuously called whenever there is a new sensor event/change occurs. So, during a specific touch period (i.e., few seconds), if
the behavior of the user (typing and touching rhythm) on the smartphone’s screen is fast, this leads to a lot of changes and frequent
calls for the OnSensorChange method, generate more sensor events, and hence increase the length of sensory dataframes and vice
versa. This reflects the real-world usage where some users can interact (typing, browsing, tapping, etc..) on the screen faster and
generate larger data frames of sensory data than the slower users even during the same touch period. Also, fixing the sampling rate
to a static value (e.g, 100 Hz) could not be applicable for some smartphones that do not provide this rate of readings generating.
Therefore, our innovation is to NOT use the same sampling rate of sensors and the same amount of data samples for all users during
training authentication models. Therefore, experimentally, we declare that the assumption presented in the state-of-the-art works of using
a fixed sampling rate for generating data from different sensors on different devices and users is impractical.

Thus, achieving our research goal of developing a practical authentication system, we present a novel Global Mobile Average technique
in which, for each training round, MotionID dynamically calculates the average amount of generated readings from all selected sensors per
device independently. In other words, the sampling rate (readings/second) used to generate data frames of sensory data is a dynamic
parameter that depends on several factors such as the sensor’s quality, the smartphone’s type, and the user’s touch behavior. For
example, if we want to train a model, we collect sensory data of the owner user who continuously touches the smartphone for time
interval T (e.g., n minutes). Note that, since sensors generate large amounts of data during a small amount of time and to avoid
losing sensory data (.csv) files when transferring to the server due to network communication failures, we innovated dividing data
into pieces called data extents (DEs). As shown in Fig. 3, each data extent contains five types of sensory data collected during time ¢,
(e.g., one minute), which belongs to T = (¢(.,.1,, ... ,1,), where T means the total time of n data extents. We justify a data block
(DB) as part of (DE) which indicates all dataframes that are extracted during p touch periods from only one sensor; however, a data
extent (DE) indicates a collection of data blocks from k sensors on a device during time 7,. Therefore, we calculate global average
readings by averaging the lengths of all p touch periods for k sensors over n data extents. In detail, for each sensor data block,
(DBsensort> DBsensorzs--» DBsensorn)s We average all dataframes’ lengths (L, L,. ..., L,) across n data extents (DE;, DE,, ..., DE,) to
get the vector (Avgpp. Av8pEa. --- » AUgpE,)- By repeating the process for each sensor, we get five vectors of average values for the
five sensors for all data extents. We average each vector to get five averaged values (Avggensori> AVESensorzs---> AVSSsensorn) that are
used to compute the final value of the global mobile average (Q). Note that we provide a meta-data file with the trained model that
contains information such as device-ID, number of sensors, and global mobile average (Q) value for every smartphone independently.
The meta-data is also used when testing the model to authenticate legitimate and imposter users. In this way, we guarantee the
applicability and generality properties of a practical authentication system that is resilient for diverse sensors’ capabilities, devices’ models,
and users’ behaviors.

10
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4.3. Data segment generation

After computing the global mobile average (Q), we use the Q value to perform a data alignment process on the raw dataset for
generating data segments of a user to be suitable to feed to the models for training or testing. As explained in the previous section,
the data extent (DE) is a piece of sensory data collected from all selected sensors during time interval + where + < T. However,
we consider each data extent as a matrix that should have the same dimensions: length (number of dataframes x samples per
dataframe) and width (number of columns per sensor x number of sensors). While the number of dataframes is constant and equals
the number of touch periods that a user conducted, the number of samples per dataframe varies and depends on the sensor’s rate
and user behaviors. Therefore, we need to perform an alignment process for all dataframes that come from all sensors to generate
matrix-based data extent. The key innovation is to use the global mobile average (Q) to perform the alignment in the matrix length
dimension. In addition, the number of columns per sensor is as follows: Accelerometer 3d, elevation 1d, gravity 3d, gyroscope 3d, and
magnetometer 3d. Note that, not all smartphones have the five sensors, so MotionID can automatically pre-determine the number of
sensors available on a smartphone from the beginning to set up the width dimension of the data extent (DE). For example, the Galaxy
S8 smartphone provides all five sensors ( i.e., a total width of 13d), while Galaxy Wide4 provides only 12d (no elevation sensor
embedded). Fig. 4 shows the process of how we used the estimated Q value to generate data extent that aligned for all touch periods
(length) and sensors (width) by implementing oversampling and undersampling methods. In detail, for every dataframe of a specific
sensor, we compare its length with the estimated Q value. If it is larger than Q, we apply the undersampling process to downsize its
length to O by randomly removing some samples. Also, if the dataframe’s length is less than Q, we apply the oversampling process
to increase its length to Q. This step guarantees that all output dataframes have equal lengths to Q. After vertically concatenating
all dataframes and horizontally for all provided sensors, we get the final size of the data extent as (Q X p) X (d X k), collected during
time interval 7 (e.g, a minute). Then, we use the concept of the data segment (DS) representing the whole sensory data collected
from each user and required for a training round. In detail, to create the final data segment (DS) of sensory samples, we vertically
concatenate all (n) data extents for each user collected during time interval T = (¢, ,,1,, ..., t,). Finally, we collect all data segments
for all users (one data segment for each of them on his/her device independently) to train their authentication models on the server,
as shown in Fig. 2.

Description of algorithm 1: Here, we explain the detailed steps of two parts. (1) Estimating the global mobile average (Q). (2)
Creating the final data segment (DS) of the interacting user (owner or attacker) during the time interval T on a smartphone. As
explained a data segment (DS) indicates a complete dataset that is collected during time interval T, where T = (1,115, ... .. 1,),
contains »n data extents and used for training authentication models. As input, for each user, we used all raw sensory data (.csv)
files collected during the time interval 7" and stored in the user’s directory on the server, touch timestamps, and device-ID. As
output, we get the final data segment of dimensions D.S = [(® X p X Q) X (d X k)] that was created based on the estimated value of
the global mobile average (Q). In the beginning, Lines 1-4 show the acronyms used in the algorithm. During the whole process,
we iterate over each user, each data extent, each sensor in a device, and each touch period per sensor, respectively. In Lines 6-20,
we handle the global mobile average (Q) process to calculate the average of readings/second for each user on a specific device.
In Lines 22-34, we provide steps regarding data alignment to generate the final data segment that contains sensory data gathered
from all data extents during tough periods. During Lines 10-11, using the start and end timestamps of each touch period, we go to

11
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Algorithm 1: Mobile Global Average (Q) and Data segment (DS) generation algorithm.
Input : Sensory data, Touch timestamps, User (Device ID).
Output: Data segment for each user: DS = [(® X p X Q) X (¢ X k)]

1 ¥: number of users (devices).

2 @: number of data extents DEs for a user.

3 k: number of sensors per device.

4 p: number of touch periods.

5 Mobile Global Average (Q)
6 foreach mth user in ¥ do

7 foreach nth DE in (®) do

8 foreach ith sensor in k do

9 foreach jth touch period in p do

10 - Get (start,end) timestamps;

11 - Get the sensory dataframe (d f; ;) occur within (start,end) timestamps;

12 end

13 - Get array of all touches’ dataframes — df; = [d f;1,d fip, .- d f;,];

14 - Compute dataframes’ lengths — Average them [AvgLengpg, ;];

15 end

16 - Append [AvgLeng p, cc)» AV§LeNg(pE, Eievy AVELENE(pE, Grav)» AVELENE pE, Gyroy» AVELENG(DE, Mag));
17 end

18 - Get overall [AvgLeng .., AvgLeng giey)> AVELeNg(Grap)> AVELENG G yro)» AVELENG g0 ];
19 - Get global mobile average [Q(readings/sec)] for the device;
20 end
21 Data segment (DS) generation

22 foreach mth user in ¥ do
23 foreach nth DE in (@) do

24 foreach ith sensor in k do

25 - Take each dataframe of [d f;1,d fi, ..., d fi,];

26 - Apply undersampling_oversampling method;

27 - Get DB;[(p X Q),d];

28 end

29 - Concatenate horizontally all sensors’ data blocks (D Bs);
30 - Create one data extent DE,[(p X Q),(d X k)];

31 end

32 - Append vertically all data extents (DEs);

33 - Get final data segment (DS) of a user for one training round DS = [(® X p X Q), (d X k)];
34 end

every sensor’s data file collected within the data extent’s time (r) and extract the corresponding dataframes that appear with given
timestamps. By finishing all touch periods (p) for a given ith sensor, we get all its dataframes d f; = [d f;;,d fi, ..., d f;,]. Then, we
compute all dataframes’ lengths and average them to get [AvgLengpg, ;] for the ith sensor on the nth data extent. By repeating the
process for other sensors on advice, we get averages of five sensors’ dataframes for the nth data extent as in Line 16. Continuing,
in Lines 18, considering that there are several data extents collected during times 7, ?,,1,, ... .., of user interaction on a smartphone,
this step aims to the overall average for each sensor on all data extents [AvgLeng ..y, Avg Leng grey)> AVELeNg G av)» AVELENE(Gyro)»
AvgLeng py,4)]- Following, Line 19 estimates global readings per second (Q) for a user on a device which practically reflects the data
generation rate based on the user’s behavior and device capability during one training round. In the second part, we handle data
alignment of the five sensors across all data extents to create the final data segment package of a user when interacting on a
smartphone during time interval 7. Therefore, in Lines 24-28, we loop over every sensor and take each of its dataframes that
corresponding sensory data within touch periods and apply oversampling or undersampling method depending on how much the
length of the dataframe compared with the estimated (Q) value. This creates a data block (DB) for each sensor of size [(Q X p),d].
After that, Line 29-30 represents the horizontal concatenating of all data blocks of the sensors in order to create one data extent
(DE). Finally, Line 32-33 explain that by vertically concatenating all created data extents, we can generate one piece of the data
segment (DS) that reflects the user’s data through the whole usage time determined for one training round.

4.4. Smoothing and normalizing

Since we have created a complete user data segment for training and testing models, and to develop stable models, the dataset
needs smoothing and normalization before the training process. We justify these steps as follows. The first is to smooth the dataset

12
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Fig. 5. An example of how to smooth the signal of an accelerometer sensor (x, y, and z) using the moving average window technique.

by removing outliers and cleaning noisy values that occur during unwanted events when touching a smartphone. In fact, the raw
collected sensor samples cannot be applied to train models because they are not pure and include outliers and noisy readings occur
due to instability of the user’s hand and body movements (e.g., during walking) while touching the smartphone’s screen. Since our
approach considered practical unconditional settings when collecting the dataset, getting noisy sensory readings in the dataset is
heavily expected. To overcome this, we applied the common moving average (sliding window) as a smoothing technique and tested
its accuracy over four different window sizes (100, 500, 1000, and 2000) and using two smoothing methods (Mean and Median)
on five different smartphones using LSTM-based bidirectional autoencoders. Fig. 5 shows an example of a data smoothing process
applied to accelerometer sensor readings acquired from a Galaxy S8 smartphone. In this example, we used a window size of 100
and a Median-based smoothing method to eliminate the outliers (spikes shown in blue color) and smooth all readings (shown in
black color). From our experiments, we found that median-based smoothing provides higher F1 scores for four devices out of the
five than the mean-based method, while the best window size is 100 for two devices, 2000 for the other two devices, and 1000 for
one device. This is theoretically expected because the median has good performance at smoothing some specific types of noise and
does not create unrealistic time-series values. Regarding window size, we checked 100 and 2000 lengths and found that choosing
2000 is less effective since it can get more irrelevant information and result in a loss of time-series resolution. Thus, we empirically
selected the median-based smoothing method and a window size of 100 for the rest of the experiments in the work. The second
process is normalizing the time-series data. We Justify that this process is needed because our work involves collecting readings
from multiple sensors with various ranges of values. This step is important and common for the preparation of the input dataset for
machine learning and deep learning models. To do this, we perform a linear transformation on the original data. We scale different
ranges of data from sensors to within the range (0, 1) using min-max normalization for a faster computing process.

5. One-class detectors

Typically, our task is to exploit behavioral patterns extracted from the sensors of smartphones to authenticate a user. To
capture these behavioral patterns and make practical classification, one-class detectors based on deep learning and machine learning
mechanisms are the best candidates for this task. MotionID utilizes five common one-class detectors for smartphone time-series data
authentication tasks.

LSTM-based AutoEncoder detector. For practical authentication, we utilize anomaly detection approaches on the time-series
data instead of binary classification used in many state-of-the-art studies, because imposters’ data are not available when training
models for creating user (owner) template profiles in real-world usage. Anomaly detection means identifying/finding data points
or events that deviate from the usual patterns. We choose Autoencoders as one-class unsupervised detectors to learn efficient
representations of unlabeled data. Autoencoders contain two main parts: an encoder that maps the input sequences to a code and
a decoder that reconstructs the output sequences from the code. Fig. 6 shows the architecture of Autoencoder used in the work,
which learns the time-series data representation of its inputs (encoding), typically for dimensionality reduction, and regenerates the
inputs from the encoding (decoding). In addition, we use Long Short-Term Memory (LSTM) networks with the autoencoder since
LSTM is the most popular version of recurrent neural networks in which layers are made of memory cells, which makes it easier
to remember time-series data of user’s behaviors in memory. Specifically, to train models using LSTM-Autoencoders, we divided
the dataset of each legitimate user into sequences where each sequence contains time-steps (7S = 1, 5, 10, or 20) of data points
(rows) and has all sensors’ dimensions (i.e., columns). Splitting time series into sequences is important to reshape the input data

13



M.A. Alawami et al. Pervasive and Mobile Computing 101 (2024) 101922

LSTM Decoder

DMt e . T T T T
: [T EncoderTOUtput ) i l‘[ Time Dlstrlb?ted Layer ) !
| T S T — - ! D ST o ST e 5T e
S A : A i
(== R R ! o Repeat Vector )
: O] =M =2 xg"-l): i T T ...... T i

@ Input/output sensory data sequences
[ LSTM (Uni, Bi, Multi) encoder/decoder
[ Low-dimension Latent Representation

Fig. 6. LSTM Auto-encoder architecture.

into (samples, time-steps, and features) to be suitable for LSTM networks. After that, Autoencoder takes every sequence as input
(xl(.o), xﬁl), xgz)’ ,xﬁd_l)) and outputs the (fcl(.o) s )?I(.”, fcﬁz), e fcl(.d_l)) sequence of the same shape. Following, we compute mean absolute
errors (MAE) for every sequence to determine the legitimate user’s training threshold values. Fig. 7 shows the reconstruction errors
matrix and the three cases of computing thresholds. Case 1, named T hry_., we compute the average of max, and max,, where the
value of max, indicates the maximum of all error averages calculated in a column-wise way (i.e., Axis = 0) and the value of max,
indicates the maximum of all error averages calculated in a row-wise way (i.e., Axis = 1). Case 2, named Thr., indicates only the
maximum of all error averages calculated in a column-wise way. Case 3, named Thry, indicates only the maximum of all error
averages calculated in a row-wise way. In addition, during our experiments, we investigate the performance of the authentication
task using three different LSTM-based architectures: uni-layer simple LSTM, bidirectional LSTM, and multilayer LSTM. In Section 6.3,
we provide experimental details about threshold cases, the performance of three LSTM architectures (uni, Bi, and Multi), and the
tuning task of model hyperparameters (e.g., number of time-steps, epochs, batch size, neurons size, Dropout, Learning rate).

Machine-learning-based detectors. Several machine-learning-based techniques are used for one-class classification that in-
volves fitting a model on the “normal” data and predicting whether new data is normal or an outlier/anomaly. In our work,
we selected four common ML algorithms for performing a one-class detection as follows. One-class SVM (OCSVM), Local Outlier
Factor (LOF), Isolation Forest (IF), and Elliptic Envelope (EE). Similarly, we provide experimental details about finding optimal
hyperparameters for the four machine learning algorithms in Section 6.3.

6. Evaluation
In this section, we explain the experimental setup and demonstrate the evaluation results of all experiments.
6.1. Experimental setup

Here, we explain the experimental setup, including the MotionID Android application, datasets, and used devices. Also, we
demonstrate the evaluation metrics and approaches used for all experiments.

6.1.1. MotionID Android application

As the primary aim of our work is to focus on Android-based smartphones, we developed a prototype data-collection application
on the Android platform using JAVA programming that transparently operates in the background to collect sensory data with
timestamps during touch periods. We exploited multiple sensors: accelerometer, elevation, gravity, gyroscope, magnetometer, and
screen touch. Specifically, the application hooks on to the onSensorChanged method from SensorManager and SensorEventListener
to listen to built-in Accelerometer, Elevation, Gravity, Gyroscope, M agnetometer, and touch sensors for collecting the sensory
measurements in 3d, 1d, 3d, 3d, 3d dimensions respectively. MotionID application is valid for Android smartphones that start
from API 23 and higher. Legitimate users must first install the MotionID application on their smartphones and accept the “Privacy
and Term Conditions”.* We added this to the application to get the user’s agreement before data collection. Furthermore, we
designed a “Question Survey” on the application’s first page to collect user characteristics and demography. Note that, these two
tasks (i.e., Privacy and Term Conditions and Question Survey) will be conducted only one time at the installation of the MotionID
application before collecting the dataset. For every smartphone, we store the user’s information and survey answers securely in
the user’s directory on the server — it means that no need to repeat the tasks even when repeat collecting datasets for the next
training/retraining rounds. Each sensor’s data is saved in a separate file named with the device-ID, sensor type, date, and time. Then,
MotionID connects to the server and sends dataset files using a secure FTP protocol connection (SFTP) from the internal memory of

4 https://github.com/Mohsen-Ali- Alawami/Privacy- Terms-and-Conditions.git
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Fig. 7. Calculating threshold values for LSTM-AE.

the phone to the user’s directory named by the device-ID on the server. In addition, we developed the feature of “automatic-lock”
using DevicePolicyManager class® to immediately lock the device when an attacker is detected during the authentication time.

6.1.2. Devices and datasets

For our experiments, we selected five different devices for evaluating the performance of our system as follows. (1) LG LM-
Q510N with Android version 9 and API 28. (2) Samsung Note5 with Android version 6 and API 23. (3) Samsung NotelO with
Android version 12 and API 31. (4) Razer Phone2 with Android version 9 and API 28. (5) Samsung Wide4 with Android version 9
and API 28. It is worth noting that (1) we intentionally selected these five devices of different brands (e.g., Samsung, LG, and Razer)
with various android versions (ranging from Android V6 API 23 to Android V12 API 31); (2) due to the practical requirements that
we considered such as using single-device-evaluation (i.e., both legitimate and imposter users should access the same device over all
applications) — many participants refused those other users (imposters) access their own devices due to privacy concerns. Therefore,
it is challenging to recruit a large number of devices and users for data collection under the privacy concerns of the participant,
as well as it is hard for us to buy a large number of devices. We think that five devices are sufficient to show the feasibility of the
system — many studies exploited one or two devices for their experiments.

Regarding datasets, we collected three different types of datasets, named Dataset-A, Dataset-B, and Dataset-C, as follows. Dataset-
A: We collected this dataset from eight different smartphones (only owner users) — the aforementioned five devices, Samsung S8
with Android version 9 and API 28, LG LM-V409N with Android version 9 and API 28, and Xiaomi MI MIX2 with Android version 9
and API 28. This dataset aims to investigate the first research question RQ1 by exploring sampling rates of the five selected sensors
(i.e., Accelerometer, Elevation, Gravity, Gyroscope, and Magnetometer) during long-term data collection over several days as well
as checking smartphone-to-server connection issues and storage sizes on the server. Dataset-B: We collected this dataset using the
aforementioned five devices for the purpose of conducting experiments for models’ optimal hyperparameters settings of the five
selected one-class detectors, tuning best window sizes, and smoothing methods. During the collection process of this dataset, we ask
ten users (6 males and 4 females) to participate in the five smartphones (i.e., a legitimate user and an imposter for every device).
Their ages range between 25 to 50 years, all of them have experience using smartphones, have a high educational level (bachelor
and higher), and are informed about the study’s purpose before doing the experiments. Dataset-C: To consider the concept of data
drifts due to changes in the user’s behaviors over time, we deliberately collected this dataset in the same manner as Dataset-B but
after several weeks. This dataset was used for the rest of the evaluation experiments of the work to address the remaining research
questions (i.e., RQ2, RQ3, and RQ4). We received permission from our university’s Institutional Review Board (IRB) to collect
datasets. We also informed the participants about the experimental purpose and type of collected data. In addition, we declare that
during dataset collection, participants were freely using their smartphones for data collection without any specific instructions from
the authors regarding specific postures, positions, or environments/conditions — to keep our goal of conducting experiments as in
real life where every user has to use his/her device freely and unconditionally.

6.1.3. Evaluation metrics and approaches

During the enrollment phase, only normal data collected from the legitimate user was used for creating models (one class).
However, to compute the evaluation metrics of the performance of MotionID, we need other users’ data (e.g, imposters). Therefore,
we used the following metrics to evaluate the effectiveness of MotionID: True negative (TN): The data samples from legitimate
users (i.e., owners of smartphones) are correctly identified. False positive (FP): The system incorrectly rejects the data samples from
legitimate users, and hence the smartphone is wrongly locked. True positive (TP): The actual data samples of imposter users are

5 hittps://developer.android.com/reference/android/app/admin/DevicePolicyManager
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Table 3
Sensor sampling rates (Hz) of the smartphones.
Sensor\Device ~ Samsung Samsung Xiaomi LG LM- LG LM- Razer Samsung Samsung
S8 Wide4 MI MIX2 V409N Q510N Phone2 Note5 Notel0

(API 28) (API 28) (API 28) (API 28) (API 28) (API 28) (API 23) (API 31)

Readings/second (when using 100 Hz)

Acc 100 100 100 100 100 100 100 105
Elev 10 None 25 30 None 25 25 25

Gravity 100 100 100 100 100 100 100 105
Gyro 100 100 100 100 200 100 100 105
Mag 100 100 50 100 50 100 100 100

correctly identified anomalies. False negative (FN): The data samples from imposters are incorrectly identified as legitimate user data
and hence accepted by the system. We considered Precision, Recall (Sensitivity), and F1-score as metrics to evaluate the performance

of MotionID. Precision is defined as %, which measures the ratio of correctly predicted positive time series samples to the total
TP

predicted positive samples. Recall (Sensitivity) is defined as > which measures the ratio of correctly predicted positive data
samples to all data samples in the actual class. The formula for the F1 score is F1 = 2 x (precision x recall) / (precision + recall),
which is a weighted average metric emphasizing the model’s performance regarding false positives and false negatives.

Our evaluation approaches to assess the performance of MotionID were based on several settings as follows. First, users interact
with smartphones freely in unconditional circumstances in which we collected sensory data while they are touching (e.g, tapping,
swiping, browsing, texting, etc..) during walking, standing, and sitting. Second, data is collected when users use the entire phone to
freely access any application (over-all-apps) not specified on a pre-determined application. Third, both legitimate and malicious users
are asked to use the same smartphone, and their data was collected in the same manner on the same device (single-device-evalution)
to simulate realistic scenarios when attackers access the owner’s device itself. Considering the above settings, we further conducted
several evaluations to address our research questions using five smartphones with different brands, different short-durations of
touching data, five one-class detectors, time complexity, energy consumption, and memory usage.

6.2. Experiment 1: Investigating RQ1

Here, we investigate whether the assumption of setting a fixed sampling rate for all devices and sensors in a device is valid
or not. Based on our experiments, we carefully explored the collected datasets from diverse smartphones and found that assuming
the generation of data samples from sensors at a fixed rate (as in existing studies), is not practical, especially for developing a
general authentication system that can be deployed on divers smartphones with different types and quality of sensors. To clarify
this, we collected Dataset-A from eight smartphones of different brands and android versions. In the coding of the application, we
deliberately fixed the sampling period to 100 Hz (i.e., the sampling period of 10 ms) for all five sensors. We installed the MotionID
application on the eight devices and asked owner users to use the phone with normal touching behaviors as usual. We vary the data
collection duration ranging from a few minutes to a few days of the application usage. For example, the user on the Samsung S8
device collected data for 11 days from five sensors — we checked his directory on the server and found that the number of sensory
data files is 245 and the total average data size of 4.28 GB. Also, the user on the Samsung Wide4 device collected data for 10 days
from four sensors (the elevation sensor is not available) — his directory on the server has 348 data files and a total average data
size of 6.08 GB. Note that, the number of files and the total size of data per user is different based on how much a user touches
and interacts with the smartphone daily. The user on Samsung Note5 was asked to collect the dataset for around 10 min only and a
total average data size of 29.6 MB. We do the same thing for the other smartphones, and all users’ data files are received correctly
to their directories on the server. By doing these experiments, we declare that we neither find any client-server connection issues
nor missing data files during transmission from the smartphones to the storage directories of the users on the server. We manually
analyzed all collected data files for the eight smartphones and calculated the provided sampling rate (readings/second) and the
number of sensors available for each device.

Table 3 shows the results that provide the tested devices’ details, available sensors, and corresponding sampling rates. In detail,
we found that some devices have no elevation sensor, such as the Samsung Wide4 and LG LM-Q510N devices; other devices provide
low elevation sampling rates ranging from 10 to 25 readings/second. In addition, the gyroscope of the LM-Q510N device provides
200 readings/second. Also, the magnetometer sensor, which reads the surrounding electromagnetic field strength, appears to change
based on the device type; e.g., Xiaomi MI MIX2 and LG LM-Q510N devices have different rates. Finally, Samsung Notel0 shows
a slightly higher sampling rate than the 100 Hz for the accelerometer, gravity, and gyroscope sensors. It is worth noting that the
assumption of a fixed sampling rate used by an authentication system is not realistic for generalizing over different types of devices
and sensors — some sensors may not catch the pre-defined sampling rate, and others may generate higher data rates, and this also
differs from device to another. These discrepancies in sampling rates arise problems for authentication such as the ambiguity about
the needed amounts of sensory samples, the actual time for defining user identity, and the non-alignment of training datasets for
building models. To tackle this issue for a practical solution, we proposed Global mobile average in which, we calculate the average of
readings/second across available sensors on the device regardless of the pre-specified sampling rate and use this value for generating
data segments for training model of each device independently. Another observation that we found the sampling rate differs from
one user to another, even on the same device — this is because the sampling rate is directly related to user behaviors when using
a smartphone, as explained in Section 4.2.
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Fig. 8. Performance of various networks and threshold cases.

Table 4
Performance of best models’ hyperparameters across different devices and threshold cases.
Device Case Time Epoch Batch size Neurons size Drop-out Learning rate F1-score Precision Recall
series size
Bi-R-C 20 100 256 512 0.3 le-5 98.52 99.61 97.46
Samsung Wide4 Bi-C 10 50 32 512 0.2 le-5 98.18 99.18 97.21
Bi-R 10 100 128 512 0.3 le-5 97.74 98.53 96.97
Bi-R-C 20 100 32 512 0.2 le—4 87.67 85.75 90.09
Samsung Note5 Bi-C 20 50 128 512 0.2 le-4 89.21 89.75 88.68
Bi-R 20 50 64 512 0.2 le—4 91.30 93.39 89.30
Bi-R-C 20 10 32 512 0.3 le-5 92.39 85.86 99.99
Samsung NotelO Bi-C 20 10 32 512 0.2 le-5 92.75 86.49 99.99
Bi-R 20 100 64 512 0.2 le-5 92.62 86.26 99.99
Bi-R-C 10 50 256 256 0.2 le-3 93.16 96.20 90.31
LG LM-Q510N Bi-C 10 50 256 128 0.2 le-3 90.40 83.90 98.01
Bi-R 5 100 256 128 0.2 le-3 90.82 86.21 95.95
Bi-R-C 5 100 64 128 0.3 le-3 74.21 59.12 99.62
Razer Phone2 Bi-C 5 100 64 128 0.3 le-3 74.03 58.83 99.84
Bi-R 10 10 64 256 0.3 le-3 74.41 59.26 99.99

6.3. Experiment 2: Effects of models’ hyperparameters settings

In this section, we demonstrate experiments conducted to choose the best optimal hyperparameters of one-class detectors for
authentication.

Choosing best LSTM-network type. As explained in Section 5, the LSTM-based Autoencoders (LSTM-AE) were designed with
three network architectures (Uni-LSTM, Bi-LSTM, Multi-LSTM) and the model’s thresholds are calculated with three cases (T hry_c,
Thre, Thrg). Therefore, we conducted experiments for the nine different cases (three LSTM network architectures multiplied by
three threshold cases) using LSTM-AE detector and Dataset-B. We computed F1, Precision, and Recall for each of the nine cases
as shown in Fig. 8. During each case, we train the models using only the legitimate user dataset (one-class detection), while we
tested them using unseen datasets collected from both legitimate and attacker users. For example, when conducting experiments
using Bi-R-C (i.e., Autoencoders with bidirectional LSTM networks and threshold case 1, column-wise and row-wise), we trained the
model using the owner’s dataset for each device by entering sequences of time-series sensory data and calculated the average model’s
threshold value over all sequences. After that, during the testing, we input every sensory time-series sequence from both owner and
attacker users to the model. Then, the model generates the output sequence and estimates the reconstruction error by Bi-R-C way.
If the error is higher than the threshold, that means the observation of the sequence is highly deviated from the owner’s normal
behavior and classified as an attacker sample. If the error is below the threshold, the sequence is labeled as normal. Note that,
we iterate time-series sequences with different sizes of data samples such as 5, 10, and 20. By doing so for all data samples, we
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Table 5
Optimal parameters of anomaly detectors.
Detector Optimal parameters
LSTM-AE TS = 20, Epoch = 100, Batch size=256,
Neurons = 512, Drop_out = 0.3, learning rate=1e-5
0OC-SVM kernel = ’rbf’, gamma =1, nu= 0.1
LOF n_neighbors = 1000, Novelty = True
IF n_estimators = 50
EE contamination = 0.1 , assume_centered = False

computed the final Fl-score, recall, and precision metrics to classify owners and attackers on each device independently. Our final
results show that the performance of all nine cases ranges from around 80% to more than 98% of the Fl-score. We found that
Autoencoders with bidirectional LSTM networks provide the best performance and achieve F1 scores of 98.52%, 98.2%, and 97.7%
with the three threshold cases (T'hrg_c, Thre, Thry), respectively. As a conclusion of this experiment, we selected the architecture
of Autoencoders with Bi-LSTM for the rest of the work. This is expected because bidirectional LSTM networks run time-series inputs
in two ways, one from past to future in the forward direction and one from future to past in the backward direction to better
understand the context of the information.

Choosing optimal hyperparameters. Based on the results of previous experiments, we used bidirectional network architecture
with three threshold cases (i.e., Bi-R-C, Bi-C, Bi-R) to conduct a grid search for six hyperparameters, as follows: Time-steps (1, 5, 10,
20), Number of epochs (10, 30, 50,100), batch size (32, 64, 128, 256, 512), number of neurons (64, 128, 256, 512), dropout (0.2,
0.3), and learning rate (le-2, le-3, le-4, 1e-5). We implemented experiments on five devices: Samsung Wide4, Samsung Note5,
Samsung NotelO, LG LMQ510, and Razer Phone2. For every device, we input the user’s data segment (owner and attacker) to
the Anomaly Autoencoder Bi-LSTM network, where the model was trained and tested using one value of the six hyperparameters
for each iteration. We also repeated the evaluation using each of the three threshold cases. In total, for each device, we run the
experiments for 7680 iterations because we have 2560 (combinations of six hyperparameters) x 3 (threshold cases). We selected
the best six hyperparameters that give the highest F1 score at every threshold case. Table 4 shows the results of finding the
best hyperparameters for the MotionID models across five devices and three threshold cases. For example, for Samsung Wide4,
the MotionID autoencoder model using Bi-LSTM and threshold case (Bi-R-C) achieves the best performance of F1 score 98.5% using
when Time-steps of 20, epochs of 100, Batch size of 256, Neurons of 512, dropout of 0.3, and learning rate of 1e-5. However, the six
hyperparameters changed when the model was evaluated using other threshold cases (i.e., Bi-C and Bi-R). By looking at the results
of the other devices, we can see variations in the best values of hyperparameters which are expected because devices’ data change
based on sensors quality and behaviors of users on each device. To find common hyperparameters that can be generalized across
devices, we counted the most repeated hyperparameters that showed the best performance over the five devices. In other words,
we compared F1 values and selected Bi-LSTM with the (Bi-R-C) threshold case, Time-steps of 20 (repeated on 10/15), Epoch of 100
(repeated on 7/15), Batch size of 256 or 32 (repeated on 5/15), Neurons size of 512 (repeated on 10/15), Dropout of 0.2 (repeated
on 11/15), and Learning rate of le-5 (repeated on 5/15). These are the optimal values of hyperparameters that we use for the rest
of the work. The summary of optimal LSTM-AE hyperparameters that we use for the rest of the work is listed in Table 5. Similarly,
we followed the same experiment manner of the grid search to find optimal hyperparameters for the other four machine-learning
one-class detectors: OCSVM, LOF, IF, and EE. We train each one-class detector using various values of the following parameters:
kernel, gamma, and nu for OCSVM; number of neighbors and novelty for LOF; number of estimators for IF; contamination and
assume-centered for EE. We apply the grid search and evaluate performance to get the optimal parameter settings for each one-class
classification algorithm. The optimal parameter settings of each one-class detector are listed in Table 5.

6.4. Experiment 3: Investigating RQ2

In this section, we evaluate the effectiveness of the MotionID system under the practical requirements that we proposed, such
as considering dynamic sensory data, users freely using the entire phone over-all-apps (not only on a specific app), unconditional
activities, and using the single-device-evaluation approach. The purpose of this experiment is to take into consideration the effect
of data drift and changes that occur in users’ behaviors as well as evaluate the MotionID system on the five one-class detectors
using their optimal hyperparameters obtained from previous experiments, shown in Table 5. So, we collected new data Dataset-C
from the same participants, but after several weeks gap from collecting Dataset-B. For each device, we split the legitimate user data
into 50% for model training and the remaining 50% used as unseen normal samples for the evaluation. We also used 50% of the
imposter collected data after interacting on the same device to implement practical evaluation with balanced datasets for real-world
situations. We emphasize that the dataset used for this evaluation was collected while the users were freely doing their activities,
such as walking, standing, or sitting, without any constraints. In addition, the users were not asked to write pre-determined texts
during touching smartphones or accessing a specific application.

This reflects the practical unconditional usage of smartphones and the authentication model implicitly and continuously works
to detect malicious events. We run an experiment for each one-class detector using its optimal hyperparameters and report the
performance results in Table 6. The results show each detector’s Fl-score and training time in seconds (in brackets) for each
smartphone. We also provided the overall median F1 score for each device across all detectors and the overall median for all
devices across each detector.
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Table 6
Median F1 scores when considering practical requirements and drift concept on different devices and one-class detectors.
Device\Detector Fl-score (Train time in seconds)
LSTM-AE OCSVM LOF IF EE Median (Detector)
LG LM-Q510N 87.47 (377.9) 88.82 (2.2) 88.32 (3.9) 89.11 (0.7) 89.76 (5.8) 88.82
Samsung Note5 85.55 (302.8) 73.57 (1.4) 74.62 (4.0) 80.01 (0.07)  82.83 (3.8) 80.01
Samsung Notel0 68.89 (381.0) 68.94 (2.9) 68.94 (6.4) 68.94 (1.5) 68.94 (4.8) 68.94
Razer Phone2 81.89 (326.7) 82.20 (1.9) 81.90 (4.6) 83.43 (0.07)  81.90 (4.5) 81.90
Samsung Wide4 82.61 (357.9) 83.12 (2.7) 76.95 (5.9) 80.98 (0.07)  82.97 (6.09) 82.61

Median (Device) 82.62 (349.26) 82.20 (2.2) 76.95 (4.96) 80.98 (0.48) 82.83 (4.99)

Table 7
Median F1-scores and standard deviations (std) on different short touching durations.
Detector Device Median F1-score (std)
1.0s 15s 2.0s 25s 3.0s 35s 4.0 s 45s 5.0s
LG LM-Q510N (132 drt) (88 drt) (66 drt) (53 drt) (44 drt) (38 drt) (33 drt) (29 drt) (26 drt)
Oy =101, 0, =95 79.01 79.11 79.11 79.15 79.14 79.12 79.15 79.26 79.43
(18.35) (18.34) (18.26) (17.96) (17.80) (17.62) (17.28) (17.39) (17.05)
Samsung Note5 (183 drt) (122 drt) (91 drt) (73 drt) (61 drt) (52 drt) (45 drt) (40 drt) (36 drt)
Qy =66, 0, =73 74.67 79.02 80.99 81.21 81.32 81.32 81.57 80.36 80.77
(13.14) (12.98) (12.78) (12.75) (12.66) (12.49) (12.28) (11.92) (12.28)
Samsung Notel0 (239 drt) (157 drt) (118 drt) (95 drt) (79 drt) (67 drt) (59 drt) (52 drt) (47 drt)
Oy =68, 0, =69 69.24 69.25 69.41 69.51 69.47 69.50 69.48 69.48 69.49
(8.00) (7.96) (7.97) (8.01) (7.94) (7.66) (7.75) (7.79) (7.59)
(172 drt) (114 drt) (86 drt) (68 drt) (56 drt) (48 drt) (42 drt) (37 drt) (34 drt)
All detectors Razer Phone2
Oy =74,0, =69 64.76 64.77 64.94 65.03 65.00 65.06 65.10 65.07 65.04
(5.08) (4.99) (5.04) (4.48) (4.97) (4.02) (4.17) (3.942) (4.70)
Samsung Wide4 (186 drt) (123 drt) (92 drt) (73 drt) (61 drt) (52 drt) (46 drt) (41 drt) (36 drt)
Oy =78, 0, =81 78091 78.86 78.78 78.60 78.62 78.62 78.46 78.69 78.07

(19.18) (18.68) (18.31) (17.94) (17.96) (17.62) (17.60) (17.59) (16.95)

By analyzing the results, we can see that the LG LM-Q510N shows the highest F1-scores (ranging from above 87% to roughly
90%), while Samsung Notel0 shows the lowest F1-scores (around 69%), using all five one-class detectors. Following, the Samsung
Note5 device provides the second-best performance (ranging from above 73.57% to 85.55%), the Razer Phone2 device provides the
third-best performance (ranging from above 81% to 83.43%), and the Samsung Wide4 device provides the fourth-best performance
(ranging from above 76.95% to 83.12%). Then, we computed the median performance of each one-class detector over all devices
and found that the detectors LSTM-AE and EE are the best, with an F1 score of 82.62% and 82.83%, respectively. Similarly, we
computed the median performance of each smartphone over the five one-class detectors and found that the LG LM-Q510N shows the
best F1 score with 88.82%. We observed that the drift concept of the data (collected after several weeks of behavior changes) affects
the performance to slightly dropped compared with previous results. We believe that the drop can be compensated by retraining
models and hyperparameters occasionally. Furthermore, we computed the consumed time for the training model for each one-class
detector using the dataset collected only from legitimate users on their devices. We found that training LSTM-AE deep-learning
models takes the longest time (ranging from 5 to 6 min) compared to other machine-learning detectors. This is expected since
bidirectional LSTM networks have to learn the patterns deeply in forward and backward directions through all hidden layers and
neurons. However, the isolation forest (IF) algorithm is the fastest one taking less than 1.5 s, while other ML algorithms take time
ranging from one to less than 7 s to train models on the same amount of dataset.

6.5. Experiment 4: Investigating RQ3

Here, we evaluate the effectiveness of the MotionID under the rapid authentication feature, in which test data is collected within
short interaction durations (drt). It is important to check the accuracy of the model when authenticating a user (legitimate or
imposter) using a few samples of sensory data collected within a short time of touching (e.g, 1, 1.5, 2, 2.5, 3, 3.5, 4, 4.5, and 5 s) to
quickly detect the identity and take a decision (lock/unlock) smartphone accordingly. This kind of practical evaluation of models’
performance for rapid authentication is required for real-world scenarios since an attacker often needs a few seconds to explore the
victim’s device, steal his private information, or make harmful threats. To do this, we first trained five one-class detectors with only
the legitimate users’ dataset in the same manner as the previous section, then we split test data into short-duration pieces of data
samples based on the estimated value of global mobile average (Q) for the two users (legitimate and imposter) on each of the five
smartphones. From our experiments, the estimated Q values are different for each user, even when using the same device, because
the overall readings per second of the five sensors are directly related to the user’s behaviors of how he/she touches and holds the
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Fig. 9. Test time complexity of different detectors: (a) OCSVM (b) LOF (c) IF (d) EE (e) LSTM-AE.

smartphone. We estimated samples per second of normal user (Qp) and of attacker user (Q4) on the five devices as follows: [(LG
LM-Q510N, Oy = 101, Q4 = 95), (Samsung Note5, O = 66, O, = 73), (Samsung Notel0, O = 68, 0, = 69), (Razer Phone2, Oy
=74, Q, = 69), (Samsung Wide4, O = 78, O, = 81)]. After that, we calculated the number of short durations (drt) for each user’s
test data.

Table 7 reported the median Fl-score results of the experiment when five smartphones were evaluated using five one-class
detectors. The number of short durations (drt), F1 scores, and standard deviation values are estimated through the 9 short duration
periods (ie, 1, 1.5, 2, 2.5, 3, 3.5, 4, 4.5, 5). The number of short durations decreases as the duration of touching smartphones
increases. For example, legitimate and imposter users have been evaluated using data from 132 short durations, each of them
including sensory data collected in one second of touching on the LG LM-Q510N device, and have achieved a median F1-score of
79.01% over five anomaly detectors. However, the performance was slightly increased to 79.43% when evaluated using data from
26 short durations of 5 s. We noticed that the performance of authentication on most devices increases (slightly) as the touching
period increases from one to five seconds as the model gets more data for understanding the user’s behavior and then produces good
decisions. We also estimated the standard deviation (std) of short durations to check how dispersed the performance is in relation to
the mean. For example, we evaluated the model for 132 short durations of a one-second touch period and got a median performance
of 79.01% and 18.35 std. A low standard deviation indicates that the performance of short durations is clustered around the mean;
the opposite is true for high standard deviations. In the end, we conclude that although the reported results showed a reasonable
level of performance of the models, it shows the feasibility of developing rapid and practical authentication systems using a small
number of data samples collected within a few seconds.

6.6. Experiment 5: Investigating RQ4

During the experiments of this section, we investigate the effectiveness of the MotionID system in terms of time efficiency, power
consumption, and memory usage.

Time complexity. Regarding detector complexity, we estimated the authentication time for the five smartphones using one-class
detectors when varying short touch durations from one second to five seconds and reported the results in Fig. 9. In other words, we
calculated how much time a trained model takes to give a prediction and detect the user’s identity from the time he/she finishes
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Table 8
Evaluation of power consumption when MotionID is continuously sensing.
Phone OS (API version)) Battery level Time Period Power consumed
by MotionID app
Before After Start Stop
Samsung S8 Android 9 (API 28) 100%, 3000 mAh 51%, 1530 mAh 3:36 PM 9:01 PM 5h 25 m 5.73% (84.23 mAh)

Samsung Note5 Android 6 (API 23) 100%, 3000 mAh 66%, 1980 mAh 3:49 PM 10:54 PM 7h 05 m 8.70% (88.74 mAh)

Table 9
Memory size of MotionID models using different detectors and devices.

Memory usage (Model size)

Device LSTM-AE OCSVM LOF IF EE

LG LMQ510 3.024 MB 146 KB 2.8 MB 421 KB 138 KB
Samsung Note5 3.028 MB 142 KB 2.6 MB 441 KB 126 KB
Samsung NotelO 3.028 MB 189 KB 3.6 MB 430 KB 167 KB
Razer Phone2 3.028 MB 149 KB 2.77 MB 361 KB 132 KB
Samsung Wide4 3.024 MB 169 KB 3.34 MB 367 KB 160 KB

touching the smartphone for a specific short duration. Our results show that as durations in seconds increase, the models take
longer to give predictions in milliseconds for most smartphones for all anomaly detectors — except the LM-Q510N device shows
some fluctuations when increasing durations time towards 5 s. In addition, we observed that the amount of time complexity varies
from one detector to another for the five devices as follows. The best three detectors with less time complexity are the EE detector,
which shows the fastest testing time with less than 6 ms, the IF detector with less than 50 ms, and the OCSVM detector with less than
90 ms. However, the LOF and LSTM-AE detectors show more testing time complexity, reaching 300 ms and 1600 ms, respectively
— because LOF needs to measure the local deviation of a given sample with respect to its 1000 neighbors, and LSTM-AE needs to
deeply access past and future data samples within network neurons in bi-directional learning.

Power consumption. MotionID system involves continuously and implicitly sensing sensors using the data-collector application
on smartphones while a user is in the session. To avoid unnecessary sensing when the device is off-session, we designed MotionID
to be triggered for sensing only when the action of “user is present” is received using BroadcastReceiver interface, which indicates
that the device is unlocked and the user is in the session. However, a user may stay logged in to the session for a long time - e.g,
when browsing or watching movies for a couple of hours. Therefore, we use Android Battery Historian® to profile MotionID’s power
consumption for continuous sensor sensing. To show examples of power consumption on smartphones, we selected two smartphones
of different models. In detail, we charged the batteries of the Galaxy S8 and Galaxy Note5 devices to their full capacity of 3000
mAh and kept all other smartphones’ services running normally while the MotionID application was continuously collecting data
from all sensors for the time lengths of 5 h 25 m and 7 h 05 m, respectively. We then collected battery logs from smartphones and
visualized battery historian reports using the Docker toolbox, which displayed the battery level when the phones were discharging.
Table 8 shows that the power estimates consumed by MotionID are only 5.73% (84.23 mAh) and 8.70% (88.74 mAh) for Galaxy S8
and Galaxy Note5, respectively. We conclude that MotionID is acceptable for daily authentication, especially with the help of the
locking/unlocking triggering methods, which provide activity detection to avoid unnecessary scanning of sensors and save battery.

Memory usage. To develop a practical authentication system that holds trained deep-learning and machine-learning models for
being useful in the real world, it is necessary to ensure the accessibility of MotionID system on smartphones. Specifically, when
deploying authentication models, it is important to monitor the memory usage of the size of the models on the device. Therefore,
we calculated the sizes of trained models and reported the results in Table 9. The models’ sizes vary from hundreds of KBs to a
few MBs based on the type of the used classifier. In detail, OCSVM, IF, and EE detectors show small sizes of models while LOF and
LSTM-AE detectors show less than 4 MB of model sizes. Therefore, the average memory usage of the MotionID application when
deploying on a smartphone is almost very little when compared to other applications. This emphasizes the usability of the MotionID
system for real-world deployment on smartphones.

6.7. Discussion

1. Number of sensors: Since our work depends on data collected from five sensors (Accelerometer, Elevation, Gyroscope,
Gravity, and Magnetometer) to increase the diversity of time-series readings that perfectly reflect user’s behaviors on
smartphones, we also clarify the feature importance of each sensor in case of selecting some of them for the work. In practice,
we implemented feature importance evaluation on legitimate users’ datasets on the five smartphones using three different
classifiers (Decision tree, Random Forest, and XGB). The feature index from 0 to 12 indicates sensor vectors (Acc: x,y,z; Elev:
x; Grav: x,y,z; Gyro: x,y,z; Mag: x,y,z). Fig. 10 illustrates values of each sensor vector importance on five smartphones using
Random Forest classifier. It shows that no specific sensor has superiority over other sensors when we look across all devices.

6 https://github.com/google/battery-historian
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Fig. 10. Illustration of feature importance of sensory data on five devices using Random Forest classifier.

For example, for Samsung wide4 and note5 devices, Magnetometer and Accelerometer show higher importance values than
other sensors. However, for other devices, this is changed where elevation and gravity sensors show higher importance values.
To clarify this more, we also run experiments on two additional classifiers (Decision tree and XGB) and reported the results
in Table 10, bold sensors are the most important. They show another feature importance order of sensors, which differs from
one device to another and from one classifier to another. Therefore, since experiments show no clear answer about which
sensor is much important, we could not select some of them and decided to use data from the five sensors (or four sensors
as in some devices) as they are all useful for capturing user behaviors for authentication.

2. Authentication operation design: In this work, we utilized client-server implementation to transfer the location data
between the client (smartphone) and the server. In other words, data processing, creating data segments, and training models
of MotionID are performed for each user independently on the server. However, we did not directly perform these components
of MotionID on smartphones because of the following reasons. (1) This stage of the work aimed to first examine the feasibility
of the proposed objectives such as developing an authentication system with practical requirements and needs. (2) As known
that training neural networks is a hard and time-consuming task. MotionID models are based on several LSTM layers and
machine learning classifiers. In our understanding, small SoC architecture, a small-size GPU, and medium-sized DRAM of
smartphones are reasons to prevent training neural networks from being deployed locally on the device. Nowadays, there are
many Al-backed apps on phones (e.g, Google Assistant and Apple Siri) that use client-server design. They upload all heavy
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Table 10
Analysis of feature importance on sensory data on five devices using three different classifiers.

Feature Importance (Bold is most important)

Device Decision Tree Classifier RandomPForestClassifier XGBClassifier

Samsung Wide4 Acc, Mag, Gyro, Grav Mag, Acc, Grav, Elev, Gyro Mag, Acc, Elev, Gyro,Grav
Samsung Note5 Mag, Acc, Elev, Grav, Gyro Mag, Acc, Grav, Elev, Gyro Mag, Acc, Elev, Grav, Gyro
Samsung NotelO Elev, Acc, Mag, Gyro, Grav Acc, Grav, Mag, Elev, Gyro Elev, Acc, Mag, Gyro, Grav
Razer Phone2 Elev, Acc, Mag, Gyro, Grav Elev, Mag, Acc, Grav, Gyro Elev, Acc, Mag, Gyro, Grav
LG LMQ510N Mag, Grav, Acc, Gyro Mag, Acc, Grav, Gyro Mag, Acc, Grav, Gyro

Al tasks to a data center, send all users inputs into the data center, processed by the servers, and the output will return back
to the user. Therefore, at this time, we utilized client-server design implementation, but we load trained models from the
server into devices for on-device authentication. We leave on-smartphone training design for future work.

3. Large-scale data collection: Unlike existing works that collect data of owner and attacker users from different devices to
train authentication models, we believe this is impractical as we do not know whether the classification results are based on
variations in user behaviors or variability of sensory data acquired from various devices. Realistically, an attacker who wants
to steal victims’ information needs to interact with the same device that the victim uses. Therefore, we should evaluate the
authentication system using data collected from different users on the same device. One of the challenges that we faced in this
work is recruiting many users for collecting data over a large number of devices. Actually, since one of the work objectives
is to let owner and attacker users use the same smartphone and collect their sensory data while they are opening any app,
browsing, and doing any action on the device; this raised privacy concerns for the participants because they do not want
strangers to explore their private devices. We then recruit ten users on five independent smartphones from various brands to
collect datasets. We believe that the amount of used devices and users is sufficient to show the feasibility of the work. We
will find a way to recruit more users in the future version of this work.

7. Conclusion

Recently and because of the affordability and availability of smartphones, security solutions such as continuous authentication
have received significant attention to protect our sensitive and personal information that is increasingly loaded overtime on
smartphones. The packaged sensors of smartphones play a notable role in differentiating the user’s behavioral attributes (the way a
user interacts with the phone) to continuously and implicitly authenticate his/her identity. However, existing authentication studies
have serious limitations, preventing them from deploying an authentication solution on devices due to many practical requirements
and constraints in real-world applications. In this work, we explored real-world requirements to bridge the gap towards developing
a practical implicit authentication solution, MotionID, based on behavioral-based biometrics for deployment. MotionID presents
the concept of dynamic sampling rates using global mobile average (Q) to independently authenticate a user based on his/her
behaviors and the quality of the device’s sensors. In addition, our system presents new advantages that support developing realistic
authentication schemes for real-world usage: unconditional settings, over-all-apps, single-device-evaluation, rapid authentication, and one-
class detectors. We conducted extensive experiments to evaluate MotionID on real-world datasets collected from five smartphones
under various experimental conditions. In future work, we plan to extend the work by conducting additional experiments on a large
number of devices, improving overall performance through exploiting more features and developing on-device models to run real
authentications on smartphones.
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